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ABSTRACT

Absence of consistent data formats and strong protocols in the current medical systems
pose significant challenges to accomplishing interoperability. This stieshglopedan
enhancedsecureDistributed Ledger(DL) interoperability framework as a solution to
problems that impede interoperability medical systemsThe aim of thedeveloped
frameworkwas toclose gaps in the structure and meaning of data shared across medical
systems so that it may be exchanged securely and consistently across various platforms.
The goals of the study includedetermining the elements that contribute to safe
interoperability; developing a secure framework for the exchange of medical data;
verifying the proposed framework, and inventing an algorithm to strengthen security in
DL interoperability frameworksThe study followed a mixed methods research design,
incorpaating systematic literature review, descriptive study and experimentation
techniques to meet its objectiv@$e purpose of theystematic revievand collection of
qualitative and quantitative data was to provide insights into medigatems
interoperaldity trends.Quantitative data was analyzed ustBBSS version 28 andS

Excel MAXQDA tool wasused toanalyze Qualitative datdhe results are presented in
tables, frequency tables, graphs and chaftse findings revealed that technical,
semantic, stretural and security are keyfactors that affect medicalstems
interoperability. Defined data formats and protocolsare ®me of the @indamental
components required for secure data sharing acvassus medical systems. The
research solves many issueseafing secure data transmission across medical systems
by developing an algorithm to fortify security in DT interoperability frameworks. Robust
security elements are included in the secure framework for DL interoperability that has
been built. Consensugnart contracts, and data security layers are all part of the Master
Medical DLT core.For standardized data formats and diagnostics, the framework
incorporates standards such as HL7 FHIR, CDISC, ICD, and LOINEing
administrative module in the frameworkealthcare institutions may be accredited as
nodes by regulatory organizations. Medical DLT Portal, API, and EMR system facilitate
secure exchange of patient data in this framework. The study dcamutevalidation
processes to confirm that it can clogsgrent gaps in the existing medical systems, and
guarantee safe interchange of medical data. The conclusions stress the need for medical
systems tobe standardized and secure interopératand emphasizes revolutionary
structure of the created frameworkhe findings of the studwill support policy
recommendations for improvement of medical systems, and constant improvement of
interoperability within medical systems.

Keywords: Interoperability, Distributed Ledger Technology, Electronic Medical
Records, Mdical Systems, Secure Data Exchar@ggurity
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CONCEPTUAL AND OPERATIONAL DEFINITION OF TERMS

Distributed Ledger also called a shared ledger or dimited ledger technology or DLT
is a database or ledger of all transactions or agreements that is openly
shared and synchronized between numerous sites, organizatiohs, a

locations and available to many users.

Interoperability refers to the ability of the computer systems or software, devices and
applications from different software vendors to connect, exchange,
integrate and make use of the exchanged data or informttad is
existing across different computer systems located at different
organizations, regions and national boundaries with an aim to provide
timely and seamless portability of information and optimize the

services.

Medical Systemi Medical Information System is an information system that helps
medical practitionergn a medical facilityto collect, manage, store, and
share patients electronic medical recomith an aim to diagnose,

prescribe and treat patients.

Electronic Medical Record/Electronic Health Record this is an electronic version of
a patientso medi cal history, de mo
diagnosis reports, medications administered and laboratory reports that
is maintainedn a medical system of medicalfacility overa period of

time.

Ehealth is the use of information communication technology to support anchadtical
service delivery in healthcare sector by automating medical services
from data collection, processing, storing and dissemination of medical

information.

Blockchain is one type of a distributed ledgehat holds decentralized data and
transactions that is duplicated and shared across multiple afidesg
transparent, immutable, tirsamped, anonymous, encrypted and
verifiable records for every transaction without tieeed of the central

repository.
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Structural Interoperability this is the level of interoperability that defines the data
format, syntax and organization of data exchange including the data

field level, message format standards for packaging and interpretat

Semantic Interoperability the usage of publicly available value sets and coding
vocabularies, as well as agreed semantics for data elements, all
contribute to a high level of interoperability that benefits both the user

and the data itself.

Fast Healthcare Interoperability Resourcesis an interoperability standard that was
developed by HL7 to exchange healthcare data and information
electronically between different medical information systems regardless

of how it was created and stored in those medigstems.

Smart Contract this is a program that is stored in a distributed ledger and will run once
the predetermined conditions are met hence executing an agreement

between various participants in the distributed network.

E-referrals or Electronic Referrals This is a digital or arelectronic platform that
enables the seamless transfer of patient information and clinical requests
betweermedicalservice providers from a primary levekedicalfacility
to a secondary levehedicalfacilities in the process agnsuring that
patients receive specialized healtine services using anedical

managemenhformation system.

Interplanetary File SystemIPFS is a decentralized file storage and sharing network that
uses conteraiddressing to provide each file its owntitist identifier
throughout the global namespace that links all of the IPFS nodes.

Universal Health Coverage means making sure people and places can get the
diagnostic, treatment, and care they need to stay healthy, and that those
services are available wh and where they need them without putting a

strain on patients' budgets.
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CHAPTER ONE

INTRODUCTION
1.10verview
This chapter gives an overview of the research thesis by outlining the background of
medical systems interoperability architectural levelamiworks and protocols e in
distributed ledger technologieshich inform the studyd sbjectives, research questions,

justification, significance, scope, limitatigresd assumptionthatguidedtheresearch

1.2Background to the Study

The permeabilityof technological solutions has been on a steady rise across various
organizations and domains. Consequently, information systems are becoming complex,
dynamic, and distributeith terms of their data structure, architectural designs, structural
layouts semanics, codifications, standards and protod@agnon & Stephen, 2018)\s

a result, they are used to store crucial and vital content which can be used in informing
critical decisions. Subsequently, the need to share data resources, collaborate and
exchange information securely across different technological platformsder ¢o
facilitate faster decision makingrocesses hasccasioned a challenge of ensuring

reliable interoperability between syste(annengielRer et al., 2020)

In order to provide timely and seamless information portability and optimize services,
interoperability of computer systems, software, devices, and applications $saggeo

aid connection, exchange, integration, and utilization of existing data or information
across different computer systems, organizations, regions, and national boundaries
(Belchior et al., 2020)Belchior et al., 2020)However, it is not guaranteed that any
interoperable systems can provide the crus@turity concerns that arise in data
transmission. The sensitivity of data being shared, its storage, and access varies from one

sector of application to anothériang etal., 2018) In the context of electronic health
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(eHealth), interoperability has been defined as the ability to share health data among
computerized systems of different organizations located in different geographical
locations, while maintaining securignd safety of the exchanged data (National health
information network (NHIN)(HIMSS, 2022 European Commission & Directorate
General for Communications Networks Content and Technology,; 2088 medicine
Alliance (TMA) , 202Q National Alliance for health Information Technology (NAHIT)

2005)

The healthcare sector might potentially overcome interoperability issues and transform
data sharing, security, andieféncy by using distributed ledger technology (DLT) and
blockchain(Thakur, 2022 and(Zhang & Boulos, 2022)Security and interoperability of
medical DLTs are the mai@mphasis of this research. The study seeks to highlight the
need for secure data interchange, data formats, data meaning, and better governance
policies. It outlines interoperability levels as the foundation level, which constitutes
interconnectivity systm requirements for safe systéoasystem dataexchange. The
structural level, which incorporates data organization, data syntax, anomadds. The
semantic level, which represerggandardization of data definition, data models, data
codification schmes, and data meaninghe operational level, which defines secure,
frictionless, and fast data transmission as facilitated by organizational, social, legal, and
governance considerations. DLT integratiormedicalsystems presents viable ways to
overcomng interoperability constraints, and facilitating safe and effective exchange of
electronic health datélrhakur, 2022) The aim of integrating DLT and blockchain into
healthcare infrastructure is to improve patient involvement, and enhanceedatay

and controlE. Li et al., 2022)

The use of blockhainwhich is one of the types @ILTs, has been the subject of recent

studies that have emphasized the advantages of decentralization, immutability, dnprove
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security measures, and continuous availab(lBgysal et al., 2023)in order to enable
systems to integrate health data and communicate information to improve services to
stakeholders, research on DLT interoperability has emgigekiolo, 2022) DLT and
blockchain integration in the healthcare industry has the potential to alleviate
interoperability issues, fditate data interchange, and improve the security and
effectiveness ofmedical systems. Recent research has sought to develop safe,
decentralized data sharing protocols, while addressing interoperability constraints
(Makridakis & Christodoulou, 2019)Integrating DLT into healthcare infrastructure
presents viable ways to overcome interoperability issues, and enhance rthg eha
electronic health data. The goal tbis research in the field of DLT is to provide safe,
decentralized data sharing protocols, while addressing interoperability constraints. The

description of medical system interoperability levels is as showigure 1.

Figure 1

Medical Systems Interoperability Levels

* Inter-connectivity system requirements for secure data excahnge between
systems

= Data Formats
* Data Syntax
+ Data Organization
* Data Meaning )
= Data Models
= Data Codification schemes
* Data Definition Standardization )
~
= Governance
+ Policy
= Social, Legal and Organizational Consideration to facilitate secure,
seamless and timely data exchange )

Whereas much of the business data can be shared without raising much sensitivity issues,

leakages in the sharing of electronic medical records (EMR) can lead to severe
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consequences to the parties involved. As a result, most existing medical systems are
specific to an organization and are developed with a centralized database. Ensuring data
security and trust during sharing of medical data remains a challenge for maga of d
systems, since they lack defined and standardized data formats and exchange protocols
(Chenthara et al., 2020Y herefore, there is need to develop secure technologies that
allow health organizations to share medical data while maintaining control and
protection. Some available technological solutions to data security challenges include the
use of database management systems, use of firewall, use of web sendaese af

Blockchain technology.

The aforementioned technological solutions have some thdilized limitations. To

start with the Database Management Systems (DBMS) limitations includes vulnerability
to cyberattacks which implies thatithough database management systems (DBMSS)
come with a number of security measures, such as encryptiorceessacontrols, they

are nevertheless susceptible dgberattackslike SQL injection, data breaches, and
unauthorized access if they are not maintained or configured cor{8gtg Arif Isalm

& Dr.M.Mohan Kumar, 2022) Single Point of Failuras another limitation of the
DBMS. There is a chance that a centralized databasensysill fail. Access to patient

data and vital healthcare information may be disrupted if the database server goes down
or is compromised(Xiong et al., 202Q) Additionally, scalability Issuesare also
inevitable when dealing with DBMSWith the growing demand for storage and
processing power in healthcare companies, traditional DBMS systems may face
scalability issues when managing massive volumes of healthcaréRiatee, 2021)

Lastly, the poblems withdata integrity may arise.lt can be difficult to maintain data
integrity, especiallyin contexts with several users whesenultaneous access and
updates to the database occur. Without proper error handling mechanisms and
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transaction management data integrity issues such as data corruption or loss may arise

when using DBMS(Y. Li & Liu, 2021).

Secondly the use of firewall technologies with the aim of trying to sort the security
challenge comesvith some limitations which range from restriction and insufficient
defense against advanced thre&isewalls can be successful in sifting through network
traffic and preventing unauthorized users from accessing network resources, but they can
be less successful in identifying and thwarting sophisticeyber threatdike malware

that evades convential firewall defenses, advanced persistent threats (APTS), and zero
day attacks(Tabassum & Lebda, 201®xaential insider threat blind spot is another
limitation with the use of firewall.Firewalls tend to concentrate on threats coming from
the outside and may not be able to identify or neutralize insider threats coming from the
healthcare company. Sensitiiealthcare data may be accessed by malicious insiders or
hacked user accounts utilizing weaknesses to get past firewall deféese& Banfield,

2022)

Complexity and maintenance overhead is also a limitatiirewall configuration
managemet and upkeep can be difficult and resodrdensive, especially for large

scale healthcare networks with numerous entry points and dispersed IT infrastructure.
Patch management, routine updates, and configuration auditequired to guarantee

the efficacy of firewalls and adherence to security guidelii@sik & Subhani, 2018)

Lastly the performance impabecause of their packet inspection, rule processing, and
logging functionsfirewalls can cause latency and overhead in network traffic. Network
performance and user experience can be negatively impacted by firewall performance
degradation in higithroughput healthcare environments where -tiga¢ access to

patient data is esseak(Shaik & Subhani, 2018)



Use of web services is another technological solution used to address the security
challenges in healthcar€his also is faced by some limitations that imigithe ecurity

risks in APlcommunication In order to communicate with various healthcare systems
and appcations web services rely on application programming interfg@éds). If an

APl is not properly secured or verified, it can lead to securityessdike data leakage,

illegal access, and API abuse.

Other common securityvulnerabilities includeinjection attacks, weak authentication,
exposed sensitive data, and inadequate logging and monitoring, can affect web services
(Dawood et al., 2023)To reduce these dangers, healthcare organizations need to put
strong security measures in pladgéhallenges withcompliance andinteroperability
especially vaen integrating web servicess can be difficult to ensure compliance with
healthcare standards like HIPAA (Health Insurance Portability and Accountability Act)
and to achieve interoperability between diverse healthcare sy§temsd>Miandoab et

al., 2023) Standardized procedures, encryption techniques, and authentication systems
must be iplemented by healthcare institutions in order to promote safe data interchange
and interoperability. Issues with Scalability and Performance also arise when dealing
with web services. Web services may have difficulties with scalability and performance
whendealing with big amounts of healthcare data or multiple requests for simultaneous
services. For web services to function reliably and responsively in healthcare settings,
caching methods, infrastructure resource scaling, and service endpoint optimazation

critical (Farahani et al., 2021)

Lastly use of Blockchain technologies also faced by challenges that range from
scalability and performance constraints, regulatory and compliance uncertainty, data
privacy and confidentiality challenges and interoperability and integration complexity.

Scalability and performance limitatisnarise when processing a high volume of
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transactions or storing huge datasets. blockchain technology particularly public
blockchains like Bitcoin or Ethereum may encounter scalability and performance issues.
Solutions for scalability like sharding or lay2 protocols are still in the early stages of
research and might not be appropriate for-tisa¢ data processing and access in
healthcare applicatior{$oltani et al., 2022)Jncertainty inregulation ancdomplianceis
another limitation.There are still a lot of unanswered questions about datacpyiva
security requirements, and legal compliance in the regulatory environment around
blockchain technology in healthcare. To make sure that blockchain implementations
adhers to legal and regulatory standards, healthcare firms must manage regulatory

reguldions and compliance frameworks like HIPAMWoubarak et al., 2020)

Additionally, issues witldataprivacy andconfidentialityare anong the limitations when
integrating blockchain technologies in healthcare sectithough blockchain
technology provides immutability and transparency, there are issues with data privacy
and confidentiality as weparticularly in regard to private meail information(lyengar
Emens, 2018)Public blockchains may not be appropriate for storing medical data that
need to be kept confidential and sedijto stringent access controls since they keep data
on a decentralized network that is accessible to all users. Integration complexity and
interoperability when integrating blockchain technology in healthcare sector. It can be
difficult and complex to itegrate blockchaibased medical systems with legacy systems
and the current information technology architecture. Interoperability protocols, safe data
exchange methods, and defined data formats are necessary to achieve interoperability
between blockchainetworks and conventional databases or Electronic Medical Record

(EMR) systemgMoubarak et al., 2020)

In Summary, firewall can baesed as a middleware to provide critical component of the

distributed network security. It allows different medical information systems (MIS) to
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share and access data across different geographical loc&Boicts et al., 2020)
However,due to the limitations provideéarlierit inhibits smooth communication and
occasions different middleware making interoperability imposgibiang et al., 2018)
Consequently, other technologies such as use of web services in which communication
rides on use of hypertextansfer protocol (HTTP) and can bypass firewall to enable
smooth interpretability has been adopted-toemerce, but not in health sector due to

the security challenges it rais€Gomathy, 2021) Other web systems use XML and
JSON as marshalling technology for packaging parameters in a technology neutral
format (Lv et al., 2019) Marshalling is used to create various remote procedure call
(RPC) protocols, where separate processes and thradshave distinct data formats,

necessitating marshalling between th&tunie, 2021)

Medical databases can be either centralized or digtdb\ distributed database system
allots a single logical database to two or more physical databases, or host data in multiple
locations. Notably, providing data security in a distributed database remains an open
challenge. This is so because distribudathbase needs to be secured, while at the same
time maintaining access control. Additionally, independent distributed database systems
lack universal communication standards (protocols) at the database level. Although
transmission control protocol andténnet protocol (TCP/IP) is the de facto standard at
the network level, there is no standard at the software application(Rwete, 2021)
TCP/IP (Transmission Control Protocol/Internet Protocplptocols are designed to
handle communication at the network and transport layers, they do not directly address
the specific requirements or compléa#t of applications.This means that different
database vendors employ different data formats, communication standards and protocols

that are often incompatible with different information systems. To alleviate this, there is



need for mechanisms to manage distribution and processing of data in a distributed

database management systems (DDBMS) environ(Reinice, 2021)

Other protocols that have been applied in designing medical systems includes
HTTP/HTTPS (Hypertext Transfer Protocol/Secure) which are applied at application
layer and used for transferring data over the World Wide Y¥&bu et al., 2018)The

two are widely used in medical systems for accessing-bhasbd resources, such as
electronic medical records MERs), medical portals, and online héalare services.
FTP/SFTP (File Transfer Protocol/Secure File Transfer Protocol) are protocols used for
transferring files over a networfAIRA), 2020). They are commonly used medical
systems for sharing large files, such as medical isyagecuments, and data backups,

securely between healthcare organizations and sy¢ass& Port, 2018)

SMTP/IMAP/POP3 (Simple Mail Transfer Protocol/Internet Message Access
Protocol/PosOffice Protocol) these email protocols are used for sending, receiving, and
accessing email messages over the Internet. They are utilizeedital systems for
electronic communication between healthcare providers, patients, andheti#icare
stakelolders.LDAP (Lightweight Directory Access Protocolvhichis a protocol used

for accessing and maintaining directory services, such as user authentication,
authorization, and access control. It is commonly usedeadicalsystems for managing

user identies, credentials, and access rights across multiple applications and systems
(HelpSystems, 2020 his implies that there are different protocols that are supporting
different functions medical systems but none is geared towards standardization of
medical systems architectures that could be applied by different medical systems

vendors.

On the other &nd, medical systems software developers develop medical systems based

vast policies andstandards that includeke global data protection regulation (GDPR),
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Kenyan Data Protection Act of 2019, Health Insurance Portable and Accountable Act of
1996 (HIPAA), HL7 (Health Level Seven), DICOM (Digital Imaging and
Communications in Medicine), FHIR (Fast Healthcare Interoperability Resources)
(Clunie, 2@1), SNOMED CT (Systematized Nomenclature of Medicin&linical
Terms) (TorabMiandoab et al., 2023) CCDA (Consolidated Clinical Document
Architecture), OAuth (Open Authorization) and OpenID Connect, XDS (€ross
Enterprise Document Sharir{gersons et al., 2020SMART on FHIR SMART
(Substitutable Medical Applications, Reusable Technologies) andDRC@ational

Council for Prescription Drug Progranm(@)orab-Miandoab et al., 2023)

The infrastructure connecting all thedesor devicesin a distributed database system
also needs to be secured to guarantee security of sygtamsle in a distributed ledger

is a single computer that is part of the distributed ledger netwaditionally, data
integrity in the distributedatabase system is often compromi@eeigde & Maddikunta,

2023) because it allows for data redundancy in the database as it is stored at multiple
locations(Ezéchiel et al., 2019Y o address these limitations, a potential solution is the

use of distributed ledger technology (DLT) based systems.

Distributed ledger is a broad term used to refer to a method of processing and storing
data in a netark consisting of multiple nodes. Its main aim is to eliminate the need for

a central node, which enhances control of data processing in a network, and establishes
trust in a trustless environmef@lsson, 2020)DLT does not require a central authority

or intermediary to process, confirm, or authenticate transactioner types of data
transfers. All participants in the distributed ledger can see these records based on a
common identifier, as they simply require a timestamp and a cryptographic signature for
authentication. Therefore, DLT method provides an auditablearifthble record of all

information stored in the given dataset. In a trustless environment, opportunities to give a
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strong support for data integrity, resilience, authenticity, decentralization, anonymity,
autonomy, and provenance in various fields havei sen as a result of

capacitieChowdhury et al., 2019)

Subsequently, there are multiple atebtural ways of implementing DLTs including, but

not limited to Blockchains, Directed Acyclic Graphs (DAGs), Hashgraphs, Holochain
and Tempo (Radix) using Cerberus consensus framefiednulous, 2020)However,

most DLTs are siloed towards specific application platforms, and hence the increased

need for interaction and sharing of data across different software application platforms.

Since the first release of Bitcoicrypto-currencies as a decentralized electronic cash
system based on a pderpeer network (Nakamoto, 2018), blockchain has been the most
widely utilized DLT. Bitcoin transactions are grouped together into "blocks" by the
corresponding algorithms, and nélocks are added to the blockchain by signing them
cryptographically (Gupta &Sadoghi, 2019). By solving a new cryptographic challenge,
anyone can add a block of transactions to the Bitcoin ledger. This decentralized and
‘permission lessdesign allows fothe maximum possible transparency and efficiency.
The system's primary objective is to supply a means to ensured®dadrk and proof
of-stake, with the accompanying reward for each solution serving as an added incentive

(Vujilil .et al., 2018)

However, whereas this has worked well within the financial sector, it is marred with a
number of challenges in health sector. First, the intensive processing powieed to

mine coins has not only beeniticized due to its associated costs, but also leads
enormous carbon emissiondoni et al., 2019)Secondly, not all applicationsquire
consensus algorithms to add blocks to the chain but rather a mechanism to ensure secure
interoperability. In addition, some application areas are crucial to human life than the

allied reward of mining. Consequently, the choice of a particular ceansealgorithm
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has a considerable effect on the network speed, throughput, scalability, and transaction

costs(Durneva et al., 2020)

There areseveral types of consensus algorithms that are applied to comrditilautied
transaction to a database commonly used to synchronize data across a decentralized
network (Yaga et al., 2018)Additionally, the algorithms are used to ensure data
consistency and transparency of all transactions. The carssalgorithms are used to
assign a node the status of leaffetkha et al., 2021)Blockchain which is a distributed

ledger depends on cryptography techniques and consensus mechanisms along with other
algorithms for establishing strong securipplbarki et al., 2019) The consensus
algorithms of blockchain are proof of work (POW), proof of stake (POS), delegated
proof of stake (dPoS), proof of activity (PoA), ripple protocol consensus algorithm
(RPCA), proof of epacity (PoC), dlegated proof of stake (dPOS), proof of elapsed time
(POET), stellar consensus protocol (SCP), byzantine fault tolerance (BFT), practical
byzantine fault tolerance (PBFT), delegated byzantine fault tolerance (dBFT), proof of

identity (Pol) and proof of iportance (POIjKrishnamurthi & Shree, 2021)

All these consensus algorithms work well with financial systems in the &nsector

due to the reward system and mining. While these consensus algorithms are applicable in
the financial setor, in medical sector, they are faced by various challenges since there is

no reward and financial gain when dealing with medical systentthefudue to the

mutating architectural designs, nstandardized data formats and varying protocols,

Bl ockchains suffer from interoperability i
access information across distributed ledger systems arekigtang medical enterprise
system(Belchior et al., 2020)These challenges, perhaps, call for development of a

framework to address the interoperabilityuss.
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Some of the interoperability frameworisat have been proposed inclutie Standards

and Interoperability (S&I) Framework within the Office of the National Coordinator for
Health Information TechnologfONC), 2019)vas formed to orchestrate inpubin the
public and private sectors to create harmonized health information technology
specifications for use throughout the United Stales Kenya, the Kenya Health
Information Systemdnteroperability Framework (KHISIF)(MoH Kenya, ®20)hat

aims at gpporting the ministry of health strategy of providing patestric health
servicehas been proposedhis framework is still at the infant and proposal stages and it

has not yet been actualized

There are a number of interoperabilifiers that can be used to implement DLTs,
including structural, semantic, organizational, and logical. Level one interoperability,
often known as "foundational interoperability,” is in charge of defining the prerequisites
for a given system or applicatido securely exchange data with another. Level two
structural interoperability specifies the standards used to format messages transmitted
from one system to another (da Conceico et al., 2018), and defines the formats, syntax,
and arrangement of the datartsferred. This is crucial to the readers since it enables
them to grasp the point of the data. The third level of interoperability, called "semantic,"
describes the exchange of information across systems. Data elements and the system user
may easily undstand and interpret data because of the level of interoper@tdity et

al., 2022) The fourth level, organizational interoperability, encompasses tresrgoce,

policy, social, legal, and the organizational concerns required to ensure that data is
shared and used in a way that is both private and timely (Bokolo, 2022). These parts

allow for mutual agreement, trust, and unified tfseing procedures andqresses.

The two major facets of medical systems interoperability occur at the levels of structural

and semantic levels, each of whishhecessary for the successful exchange of medical
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data(da Conceicédo et al., 2018Jince medical data is complex, and its heterogeneous
structures decrease the effectiveness of analysis and sedoderstandability, the
structural interoperability level is of big concern. Interestingly, these stantiaokls
either the structural or the semantic interoperability aspect due to the dynamism of the
independent systems. While they are effective in their own front, there is no standardized
approach of achieving medical systems interoperability across thetusituand
semantic interoperability levels, mainly because aligning data encoded formats and
protocols with disparate standards is a-tronal task for the medical systems software
developergSoule, 2020)To overcome this challenge, several industigle standards

have been advancé€McGhin etal.2019) which include Fast Healthcare Interoperability
Resource¢FHIR) and Health Level Seven (HL7)his remains an open problem and the
need for medical systems interoperabilitycrieases as the systems are developed

constantly.

It is crucial to accurately codify healthcare data in order to make sense of it. In order for
this to work, the healthcare industry needs to adopt the same codification methods, often
known as controllederminology (Yang et al., 2022)While it may be impractical to
expect medical systems to adopt a unified vocabulary, narrowing the focus of
vocabularies toaver a specific topic may prove to be a workable alternative. Together,
structural models and these subsets, known as value sets, can limit the possible
encodings of attributes and attribute types. FHIR, an HL7 standard, and related
frameworks such as thBuropean eHealth Interoperability Framework (EIF) and the
Refined eHealth EIF (ReEIF) have been developed in an effort to achieve these goals

(Braunstein, 2018).

Based on the foregoing context of the medical systems interoperability frameworks,

architectual layouts of the medical systems pose a big challenge to medical data sharing.
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Structural interoperability arises from the issue of standardizing syntax, data formats and
protocols that can be universally used to link all medical systems and enableds¢aure
exchange across the medical systems. Semantic interoperability requires usage of
common models and codification of the medical data using data elements with
standardized definitions and meanings. It is also worth noting thattatbperability
frameworks operate in isolation and using a centralized database with varying structural

and semantic formats.

The current frameworks for medical interoperability face a deficiency in different levels

of interoperability. These challenges range from structunéroperability level
challenges concerning data syntax and the standardization of data formats and protocols.
Structural interoperability becomes a challenge in the context of standardizing syntax,
data formats, and protocols that can be universalljiegbpo connect various medical
systems, facilitating secure data exchange among them. Another challenge is achieving
semantic interoperability which involves adopting common models and codifying
medical data, utilizing data elements with standardizechitiefis and meaningsto
address these challenges, an enhanced secure distributed ledger interoperability
framework that is capable of achieving interoperability afdioal systems has been
developed The framework was developed and validated using thefoffeconcept

prototype to show interoperability of medical systems.

1.3The Statement of the Problem

The increasing adoption of electronic medical record (EMR) systems, especially in
developing countries is not only encouraging but also presents a htsy#igloto

improving quality of diagnosis as well as patient care and safety. Besides providing an
efficient and effective mechanism of workflow processes within a health organization,

leveraging on the historical data of a patient would greatly enhaecdidlgnosis and
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prognosis of various medical conditions. However, the common practice among vendors

is to develop EMR systems that conform only to their defined data formats.
Consequently, the data generated and stored in their EMR systems remain ésulated

often exposed to data leaks and security threats. Additionally, these systems have
varying structural models, data formats and semantic structures, thus becoming non
interoperable. To overcome this, interoperability of medical systems has beeamngitese

as key to the essential need for secure exchange of critical electronic medical records.
Thi s coul d not onl vy ai d I n consolidating
resolving the challenges of fragmentation of data records, but also can gpvaalpin

leveraging the vast amounts of data gathered to conduct research, analyze trends and

i mprove patientso safety.

In this endeavor, some medical interoperability standards and frameworks such as
European eHealth Interoperability Framework (EIF) &elinedeHealth EIF (ReEIF)

have been developed. However, these frameworks suffer structural interoperability issues
in dealing with data syntaxes and the standardization of data formats and protocols. This
drawback prompted the development of Fast Heatthdrteroperability Resource
(FHIR). Whereas FHIR was able to overcome the challenges of its predecessor
interoperability frameworks by providing a fairly acceptable standardized structural
format, FHIR focuses on the legacy systems data exchange withewtonsent of the
patients which could further lead to data leaks. The exchange of data is expedited in
plaintext that exposes it to security threats such as theimnythe-middle attack.
Additionally, it is faced with numerous technical barriers, inelggdilack of a common
secure mechanism to ensure appropriate pa

identity across systems, lack of endpoint locator authentication and detection, as well as
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the use of different FHIR versions for the record of alsirpatient. Further, secure

interoperability between medical systems across various levels remains an open problem.

To address these challenges, the study developed an enhanced secure distributed ledger
interoperability framework for medical systentisat uses a Proebf-Authentication

algorithm as the consensus mechanid¢snlike what most DLTs use @ a reward

mechanism in their consensus algorithms, there would be no motivation in medical
systems. The developed framework provides a mechanism to secwrélya@&n ge pat i en
medical data among multiplaodes andgrants patient the authority to allow their

historical medical data access and usage.

1.4 Objectives of the Study
1.4.1General Objective of the Study
To develop an enhanced secure distributed ledgerperability framework for medical

systems.

1.4.2Specific Objectives of the Study

To establish the factors affecting secure interoperability of medical systems

To design an algorithm to enhance security of DL interoperability framework for
medical sygeems

To develop a secure Dinteroperability frameworKor improving the security of

medical data exchange between medical systems

iv.  To validate the developed secure distributed ledgeroperabilityframework for

secure medical data exchange
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1.5Researd Questions
I.  What are the factors affecting security of medical systems at all levels of
interoperability?

ii.  What is the algorithm for secure DL interoperability framework that enhances
security of medical systems?

iii.  What are the features of the developed seddL interoperability framework
developed to improve security of medical data exchange between medical
systems?

iv.  How will the developed secure DL interoperability framework be validated for

secure medical data exchange?

1.6 Justification of the Study

The wse of electronic medical records (EMRs) by both private and public health
hospitals, and the quest for universal health coverage has been on the rise. The need to
securely reference and share patientsdé med
heat h i nstitutions before a patientos di a
distributed ledger interoperability framework is therefore necessary. The actors in the
health system prototype include doctors and other healthcare providers like the medical
laboratory technologists and the pharmacists, who are authorized to use the system to
update the pat i erecordsoThegrimarcusearsofithe enhaneed seaur |
interoperable medicadystems areghe patients. The patientsave the sole abilityf

authorizing access to their electronic medical records.KElyeactors of the enhanced

secure interoperable medical systemsraeglical facilities like hospatls and healthcare
institutions,since they are hosting and networking the medical systemdpthers and

other health practitioners, and the databases storing the electronic medical records.
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Some of the benefits that derive from the developed enhanced secure DL interoperability
framework for medical systems include reduction in medical cost teenfzaneed not
repeat clinical lab tests at different healthcare institutions since their electronic health
records and information is readily available for reference upon need, as well as effective
and informed diagnosis decisions by the health pracéiti® Besides reducing waiting

time and improving healthcare service delivery, enhanced secure DL interoperability
framework architectural design will also heighten real time access to secure EMRs
regardless of the location of healthcare institution thatdatient is seeking healthcare

services.

During emergency referral process, enhanced secure DL interoperability framework will
help doctors to securely reference the historical EMRs from the referring hospital, hence
reducing the time taken in providingedical services and saving life. The enhanced
secure DL interoperability framework allows secure logging in via the access control
measures, which aim to authenticate the authorized medical service providers when
accessing the patients historical EMRsotlgh use of approved logging in credentials,
their public key and private key. The enhanced secure DL interoperability framework
supports encryption and hashing BMRs; hence confidentiality and integrity is

achieved.

1.7 Significance of the Study

Patiens 'medicalhistory data is private angbroprietary stored in differentmedical
systemsin different hospitals managed by differgpeople. Howeversecurity of these
medical recordslependon the integrity of the users of the systefatients and their
familieswill benefit from thisresearclresults since itakes into account their wants and

concerns because they are directly touched by healthcare decisions and ouieothes.

ot her hand, doct or s maded Histotydata wherd rdangetimeer e p at i
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diagnosis and prescriptionsence the need to accdhkeir electronic medicallata in a
secure platform that is confidential, secure and immutablas to facilitatedecision

making and avoid misdiagnosis.

Healthcare providers group compriggsysicians, nurses, and other medical specialists
who provide treatment and might also be involved in putthig study results into
practice. Heal t hcar e providers can share the
healthcare givers with the consent e tpatient trough the use ofenhanced secure
distributed ledger interoperable platform that uses a unique universal patient identifier to
aid in better health servicesithout the worry of the architectural design aty
interoperability levelsHealthcae institutions and organizations will apply the results of
this research to aid them to improve patient outcomes, enhance the quality of care, and
create novel therapies and technology, hospitals, clinics, research institutions, and

pharmaceutical corpoians.

Academic institutions thainclude students, instructors, and researchers will use the
results in their training to improve science and prepare the next generation of healthcare

professionals

Health insurance companies will use this research sesulte it has impact on choices
about coverage, rules for reimbursement, and methods for controlling medical expenses
due to the linkage of healthcare institutions and hence enhance transparency of the
medicalprocesses. Communigndadvocacygroupswill use the framework tpush for
research that targets their particular needs and objectives since they represent certain
communities or healtissues. Ethicateview boards that are charged with making sure
that research involving human subjects abides lwyamstandards and protects the
welfare and rights of participants will also benefit since the results of the research

providence details of how a t | data wilkb& secures during transit and storage.
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The governmentan use the results of this stutty provide policy guidelinesand
standards thatvould regulate the accesand sharing of patients EM and further
guarantee privacyof patient® me d i c a lacross eliffeyentéilSs platforms.
Governmenggencies angbolicymakers charged with developingdfiacare regulations,
financing, and policiesyill apply this research to help them make decisions on public

health programs, budget allocation, and healthcare delivery.

Researchgapsin the extant EMRswere useful in developingan enhanced secure

interoer abl e distributed | edger framework for
different medical system3.he distributed ledgemedical systenprototypecan be used

by healthcare stakeholders to sectmrage otlectronic health recordsnproverefermal

procesesandpromote safsharing ofp a t i reeditakreécords.

1.8 Scope of the Study

The study analyzk medical systems interoperability frameworks and reeheir
architecturaldesigns inorder to identify and addrediseir structural inadequagswhich

hinder secureinteroperability of medicakystems.The study alsoaimed to achieve
security and privacy of electronmedicalrecords(EMRs) and enhance secure access
and sharing oEMRs across health facilitiegsing DLTsacross geographical asedhe

study population, which is also known as the accessible population, used as the actual
sampling frame from which purposive sampling was used to sample the medical systems

developers in Kenya.

The developed enhancedecure distributededger interopeability framework for
medical systemsdoptedsecurityby-design and privachy-design approaches in its
infrastructure To achievethis, a high level conceptual architecturecommendedy
international telecommunication union (ITUWTU-T FG DLT, 2019)and which

comprses ofthe application layer, service layer and core lay@sutilized. Distributed
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ledgerprototypewasused to validatés architectural desigrFreesecondarydata from
medi cal data sets, medi cal reportsdichnd me
datawasused to geneta the diagnostic data that wasalyzed and used in the testing

and validation of thelevelopedrototype.

1.9 Limitations of the Study

This studywas limited tointeroperability architectural desigred electronic medical
systems (EMRs). Medical case were utilizedto test thesharing and exchange of
electronic medical records across medical systesisg the developedframework
Further the studywas confinedo prototype developmemtf EMRs as opposed to full
system develoment Validation of theprototypewasdoneusing secondary medical data
available in free medical data sets for anonymifhe study's methodology, data
analysis, and result interpretation were subjected to a rigorous peer review process by
impartial spemlists in the field. In order to confirm results, validate assumptions, and
offer insightful criticism on the planning and conduct of the study, expert input was also
sought. To minimize the impact of the limitations to the outcome of the research, a
straegic approach through use of a robust methodology, sampling techniques, data
validation and triangulation to test for validity and reliability and use of statistical

techniques was employed.

1.10Assumptionsof Study

In order to ensure the protection pdtient data and privacy during storage and sharing
across the medical systems, the enhanced sé&durenteroperability framework for
medical systems assuthé¢hat the medical system software developers will abide by
healthcare regulations such as HIPAA, B (General Data Protection Regulation),

Kenyan Data Protection Actof 2019 and other international healthcare regulatory
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standards. It also presupposes that all parties must adhere to strong security procedures in
order to protect against security lapsélegal access, ancyberattacks all of which are
essential to preserving integrity, privacy and confidence in the healthcare sys&em.
developed framework assumes that all involved medical systems will adhere to
recognized interoperability standar@sg., HL7 FHIR) to enable secure exchange of
electronic medical records and information across different platforms and healthcare

organizations.
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CHAPTER TWO
LITERATURE REVIEW

2.1 Introduction

This chapter reviews literature related to this study. Téeewedliterature is broken
down into sections that describe the state of art of nleelical systems, existing
distributed ledger technologieaychitectural frameworkef DLTs, opportunities and
challenges of distributed ledgers in medical systesnsl security and interoperability
issues of the electronic medical systeifiseoretical framework and research gapsof
DLT interoperability frameworkfor secure medical systenase also presented in this

chapter

2.2 Electronic Medical Systems

Medical Sysem are constantlyalteringmedical serviceleliveryin the healthcare sector
These systemisave beemsed toeaseaccesgto medical services, increase efficiency and

to improve the health sector outcom@gishra et al., 2023)A continuous medical
process is now supported by medical systewtsich have evolved froma standalone
software used only in primary care clinics. A wide range of healthcare providers and
facilities use the pervasive computing healthcare environments made possible by recent
technologicaldevelopmentgdHassan et al., 201L7Yhe need to examine homedical
systems shargata in an interactive setting is clear. All pertinent patierdicad data in a
usable formatanbe readily available to healthcare practitioners whenever they need it

(Thakur, 2022)

A major component of the medical systemthe electroniomedical record (ENR),
which is usedo storemedical da in any given health facility. ENRs are digital forms

of pat i medicas Gecords stodein an electronic databasEMRs store patiends
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biodata, contact informatiormedical tests, test interpretatgrdiagnoses treatment,
pati ent 60s mecldding allergiel, imedical talyoratory test repotiteatment
plans, doctals appointmets and recoering progress reports. These Bbican exist in
databases, cloud storage or centralized storage area for future réCiesathara et al.,
2019) EMR systems 1@ selected by healthcare facilities depending on a variety of
factors, including available funds, patient volume, and capacity to train personnel.
Interoperability is difficult since not all institutions utilize the saméS. If two
healthcare organizatis employ noanteroperable networks, it may be a significant
administrative burden to move electronic medical record information from one system to
another in a secure manner. Therefore, medical professionals may have to wait for
crucial patient health da or be unaware of the patient's treatment history at another
hospital. The capacity to transmit information betwessdicalsystems usinglifferent

EMR solutions is made possible through interoperalfitytsas et al., 20Q).

The safety and c o mérsochkehedth data retords i® dn impatant e n t
issue in the medical industry even with the increasing need to achieve universal health
coveraggMitchell & Kan, 2019) Electronic medical records (ER&) form an important

part of the usecdhealthcardbased syems and it is vital that ENRs are kept safe.

El ectronic health records have a wide ran
data capture, use, storage, sharing and managementheBthrelated information

stored inEMRs needs to be readily availatdnd reliable to the authorized persanthe

time when it is requiredo ago offer quality medical services to patients during the time

of need(M. Kim et al., 2020)

Electronic health records diles must be digitally signed by the people who made them
or contributed to them, and the people who could look at them must be named. Each

recordis retrieved at a later date and used for many purposes, including but not limited to
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patient review, inial physician review, review by other physicians for further diagnosis
and treatment, and judicial procesgHegde & Maddikunta, 2023Pue of this, we need

to take new precautions to stop accidental or deliberate destruction and alteration of
medical data. Hospitals with vaed supporting technology architecture and medical
infrastructure is a major barrier to sharing patients' diagnostic data (Patel, 2019).
Diagnostic information for patients is particularly difficult to share since it often
necessitates either a centratizdata source or the transmission of bulk diagnostic

information to other institution@im et al., 2020)

Implementation of secure architectures and tecyies$ can improve access control
mechanisms of medical systems so that only authorized gseraccessthe data
Protected health data can be housed in databases and shared through encrypted channels
and interoperable technologies. Systems built on liged ledger technology, which

provide both security and interoperability, can accomplish this.

2.3 Distributed Ledger Technologies

Distributed ledgemunlike a traditional database is an electronic database that is shared,
replicated, and synchronized angonumerous locations, nations, or organizations in a
consensual manne(Olsson, 2020) Unlike a traditional centralized database, a
distributed ledger does not require a central administ@tonanagethencedoes not

have a single point of failure. It relies on a ptepeer (P2P) computer network
architectureand consensualgorithms to ensure that the ledger is reliably replicated
across distributed computer nodes. Each node inligigbutednetwork independently
processesdata in theledger update transactions and collectively uses consensus
algorithms to determine theorrect copy of the updated ledger be saved for future
reference(Lv et al., 2019) Once a consensus is reached, all nadldse ledgemupdate

themselves with the lateahdcorrect copy of the ledger. This decentralized architecture
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allows for a system of record that goes beyond a simple database, enabling the
formalization and securement distributed ledgersThe lack of a aatral authority
reduces the cost of trust and avoids single points of failure, enhancing security and
reliability in data management and communicatgoross distributed ledgers during data

exchange

2.3.1Distributed Ledger Technologies Historical Perspetive

Since ancient times, people have used paper ledgers to record financial transactions. As
computers became more commonpldowardsthe end of the 20th century, paper
ledgers were gradually replaced by digital versions that were largely identidaito t
paper predecessors. Historically, ledgers have needed a trusted third party to verify the
accuracy of the transactions they record. Banks, for instance, must check the legitimacy
of the monetary transactions they handle (Laurier et al.,, 2020). Watladvent of
cryptography, more sophisticated algorithms, and stronger and nearly ubiquitous
processing power in the twenfiyst century, the distributed ledger has emerged as a

credible alternative to traditional recekdeping methods (Zhang & Jacobs2dl8).

Roman Empire banking allowed citizens to take part in emeg®nal transactions,
which can be traced back to the earliest ddyBLT. As the Roman Empire continued to
experiment with distributed ledger, improvements in updating and recorditsgttéons

were made using paper che¢Bsiciu et al., 2018)

According to the Hong Kong Monetary AuthoritfHlong Kong Monetary Authority,
2016)DLT is one of the most exciting developments in IT because of its potential to
revolutionize economic, social, and industrial collaboration. As described by Rauchs et
al. (2018), DLT is adigital system for recording transaction of assets in which the

transactions and informatiotihereof are stored in numerous locations simultaneously
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(Singh et al., 2023)DLT can also be thought of as a distributed databasanor
information archive. Access to the database may be granted to the general phblic or
limited to a seleetd set of indivduals (Natarajan et al., 201&nd ( T o mi021) 2
Distributed ledgers are decentralizeahd hence lack a centralized data store or
centralized administration (Chowdhury et al., 2018). DLT implements a protocol for a
trustworthy distributed digital databas¥here distributechetworks areised thae isno

need for agoverning body to ensure that manipulation is prevented. Public key
encryption mixed with a onaway hash function provides an accessible and secure
methodthatensurs information transfer without a central authority provideDiol' (Xu

et al., 2019).

DLT use encryption to store data in an impenetrable and verifiable fashion.
Cryptographic signatures and cryptographic keys are used in DLTs to ensure that only
authorized users can access the ddtarther any changes made to a databasiag

DLT are preserved permanently and cannot be er&smute, adistributed ledger is a
database in which every node processes and validates every transaction, creating a record
of each transaction and establishing consensus on its authenticity.datatidike that

found in a registry, can be recorded, as can dynamic dataastioancial transactions

(Kannengiel3er et al., 2020)

Opportunities for the safe transfer of data between institutions have expanded thanks to
the development of DLT, whose defining characteristics includestatupport for data
integrity, resiliemy, authenticity, decentralization, anonymity, autonomsnd

provenance.

A distributed ledger is designed to work without a trusted third parycentral server

for processing, validating, or authenticating any transactions or other exchanges of data.
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Only when these records have béene stampedand signed with a cryptographic key

are they recorded in the ledger. The distributed ledger uses a personal identity for each
user to ensure that every user has access to their own personal copy of thd hexiger.

are many applications d)LT in the world today. Blockchains, DAGs, Hashgraphs,
Holochain, Tempo (Radix), and the Cerberus consensus framework (Leonulous, 2020)
are all examples. The most w&hown kind of DLT is blockchain, which records
transacions in chronologically ordered blocks and distributes them throughout the
network's nodesCrypto currencieslike bitcoin rely on it for their functionality
(Nakamoto, 2008). When it comes to Internet of Things (loT) ecosystems, DLTs like
Tangle shine. Th&@angle EE (Tangle Enterprise Edition) Working Group, founded by
the Eclipse Foundation and the IOTA Foundation, defines Tangle @rtassion less
feeless, scalable distributed ledger, designed to support trustworthy data and value
transfer between huans and machines.” Corda, Ethereum, and Hyperledger Fabric are a

few other examples of popular distributed ledger technology.

Blockchain andDLT are two words that are commonly used interchangeably. However,
they are not interchangeable. Blockchain tecbgyplis used in some forms of distributed
ledger technology, but this is not always the case. Both are employed in the development
of cryptographicallysecure distributed ledgers. Both produce tstemped, immutable
recordings (El loini& Pahl, 2018). Bothare almost impossible to hack. Both can be
public, where anybody can use them, as with bitcoin, or private, where access is granted
only to those who have been granted permission and have agreed to the terms of service
(Mikula& Jacobsen, 2018). Blockchaim contrast, uses data blocks that are chained
together to construct the distributed ledger, as the name implies (Zaman et al., 2021). A
distributed ledger can be created with any number of different technologies, and DLT

encompasses them all.LT doesnot require data to be organized in blocks.
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By altering the foundations of how businesses acquire and share the data that goes into
their ledgersPLT can bring about substantial enhancements to rdaegding. To grasp

this, think about the inherent flaw both traditional paper and computerized ledgers: the
need for an administrator to approve any changes before they are reflected in the system.
Centralized control in such a system is extremely-@@suming and resirceintensive

for companies.Furthemore, ledgersare notalways complete or up to date due to
centralized control. Every node that adds data to the ledger apehe system to the
possibility of fraud or errors (Chowdhury et al., 2D18ence the process is not
foolproof. Furthermore, o other contributors to the centralized ledger can effectively
verify the veracity of data originating from any other contributors. HoweD&iT

enables data sharing in real time, thus the ledger is always accurate. It also promotes
openness, since all nesl in the network can observe the alteratiNatarajan et al.,

2017)

Since there is n@entral point of failure or single target for hackers or manipulation,
DLT is inherently more secure. Since there is no longer any need to involve a third party
or central authorityDLT has the potential to drastically reduce the time it takes to
complee a transaction. Likewise, transaction fees may be lowered with DLT. The
performance of DLTs is proven to suffer in specific networking scenarios when
compared to centralized ledgers (Antal et al., 2021). This is because executing the highly
decentralizedverification process and distributing copies of the ledger need large
computer resources. Financial transactions have been the first focus of distributed ledger
technology. That's understandable, considering how bitcoin became a globally
recognized moneywhile simultaneously validating the viability of DLT. Financial
institutions, such as banks, were among the first to experiment with DLTs. However,

advocates of DLT argue that digital ledgers may serve a variety of purposes beyond the
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financial sector. Thgovernment is investigating the possibility of using the technology

to keep track of deed transfers and other types of transactions. Supply chain data
maintenance is an area where several companies are now testing DLT. The legal industry
is also exploringthe potential of DLT for the processing and execution of legal
documents. Those who advocate for the use of digital ledgers point oGtLffsitmay

be used to keep better tabs on who owns what in the realms of art, commodities, music,

cinema, and more (Fatanattakoa. Techapanupreeda, 2018).

In an effort to streamline the process of keeping patient recortis-dgie, healthcare
companies are testing with DLEXxpertsbelieveDLT technology give people more say

over their personal information, such adients' medical records, by letting them choose
which parts of those records to share and for how long (Catalini, 2017). Despite the fact
that DLT adoption is still in its infancy, the technology has already proven its ability to
bring users a number dienefits, such as greater insight and transparency of data
contributed to the ledger, reduced operational costs due to the lack of a centralized
authority, faster transaction speeds due to the lack of a lag in updates to ledgers, greatly
reduced risks of rhudulent activity, tampering, and manipulation, and improved
dependability. The establishment of numerous checkpoints as opposed to a single
gateway for sensitive data is another excellent opportunity brought about by distributed
ledger technology. Patieshhave the option of granting or denying permission for others

to view, share, or make changes to their personal health information (Randall et al.,

2017). The confidentiality and reliability of patient data are thereby enhanced.

However, the introductiorof DLT introduces points that can be used to verify
transactions made to the records, leading to more reliable, secure, and interoperable
transactions protecting patientsedical information stored in hospital databases and

medical systemsThe confidenality of patients' medical records can be strengthened by
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the use of encryption when stored in databases. The patient and thehdweteacha

public keythat is sharedandeach is required tkeep their own private key in order to
accomplish this engption. When a doctor retires, he or she has the option of
transferring ownership of his or her medical reports to another doctor or the system itself
(Dubovitskaya et al., 2018)t is not the first choice for patients, bitis the best
alternative. Afer that, a wide variety of alternatives become possible. DLTs are also
considered to be a part of the "internet of value,” where financial transactions can take
place instantly over international networks. The widespread availability of the internet is

crucial to the existence of digital ledger technology.

2.3.2Security in Distributed Ledger Technology

Security in distributed ledger technology is designed to be achieved by having multiple
copies of digital records and transactions being stioredl computers termed as nodes
throughout the network. The data stored in the ledger is immutadahee it cannot be
changedbut new data can be updated into the led@¢atarajan et al.,, 2017) The
transaction records data is hashed, copied and distributed throughout the network
making it hard for hackers to compromise its security. Any attemphbattk and
compromise the records resulhto high cost in terms of time and other resources.
Hence the security of DLTs is thought to be assured since there is no single point of

access and thus no single point of failure in the informgdbitchell & Kan, 2019)

2.3.3Algorithms used in Distributed Ledger

Distributed ledgers like blockchain use consensus algorithms to validate the right
participants in the transaction processd to determinewho has the right to add the
blocks or node Consensus algorithms are critical components of blockchain networks

because they preserve the integrity and security of these distributed computing systems
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(Olsson, 2020). Proof of Work (PoW) is one of the consensus techniques used by
blockchain, and it's how a miner is chosen to create the next block after solving a
matrematical puzzle (finding a cryptographic hash of that bld¢k¥ consensus
algorithm is faced by some challenges which includes waste of resources and a very high
level of energy consumptions hence making it unsuitable for medical systems
applications(Le Nguyen, 2018)Proof of stake (POShelies on hardware and software
resourcegather than solving the mathematical puzzle it rewards the participants based
on number of tokens they have, hence the miner who owns more gets moremaartrol

the consensus mechanisthis can result to network related atta¢Bsman et al., 2021)

The Ripple protocol consensus algorithm (RPCA)kesause of the fact that many
networks nowadays consist of separate, poorly connectedetwiorks. Each node uses

it every few seconds to ensure the network is consistent and pitapealgorithmrelies

on the synchrony timing assumptiofrhe Ripple Prtmcol Consensus Algorithm (RPCA)
functions by utilizing frequent voting rounds to determine which transactions are to be

added to the distributed ledgéfacundo et al., 2017)

This consensus algorithm, known as delegated proof of stake (dPOS), is based on a
voting system in which "delegates" select their preferred validator to aid in establishing
and maintaining the blockchain network's consensus state for new blocks and
transactions in exchange for a share of the transaction fees generated by these actions.
Each delegate has a vote worth a certain percentage of their total blockchain holdings
(Krishnamurthi & Shree, 2021Proof of Elapsed Time (PoETises a fair lottery system

thatis based onthe computing challengferandom leader electigrcommonly used in

hyper ledgerswhere theparticipants rely on randomized timer system for network
participants rather than using mining hardware in the network after waiting for a

randomly chosen timg¢Chen et al., 201/roof of Authority (POA) is a consensus
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algorithm based on reputation of trusted parties participating in the blockchain network.
Validatorsstake their own ident#s and reputation instead of their resources. It works
well for private blockchaingManolache et al., 202T)he Stellar consensus protocol
(SCP), which is also lawn as federated Byzantine agreement (FBA), is a consensus
process that achieves robustness via quorum slicing, in which the trust judgments of
individual nodes add together to determine quorums at the system level. These Blocks

are the glue that holds théockchain togethefSuciu et al., 2018)

Byzantine fault tolerance (BFT), practical byzantine fault tolerandBF{l and
delegated byzantine fault tolerancaBEd)are consensus algorithnisased on the idea

used to fix the problem of unreliable nodes in the blockchain nefwerice making it
possiblefor BFT system to operate even when nodes act maliciously oftf@ilable to

tolerate byzantine fault&heng& Feng, 2021)In proof of capacity (PoG)the miners
beforehandgreate a list of all possible hash in the scheme process and store these hashes
in the hard drive. This can be seen to imply that the more the storage capacity a miner
has the more chancethey stand and the more possibility of finding solutions of correct
hash combinationshence increasing tirechances to win the rewardézbeg et al.,

2021) Proof of identity (Pol) consensus algorithm is attached to cryptographic

confirmationofat hori zed i dentity wusing the wuseros

This means that a block of data can be created and managed by each identified user in a
network and presented to othgkgishnamohan, 2022Proof of activity (PoA) in this
consensus algorithmnablethe miners solve cryptographic problem as soon as possible
using electric energy and hardware. But, when one comes across a given set of blocks in
the network the only information known to them is about the identity and reward
transaction of the winnefBelfer et al., P20) Proof of importance (POI) consensus

algorithms uses decisioamakingprocess for a group where the individual participants
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of the group construct and support the decision that works best for all the members. It
models a wirwin model for the netwdr since the consensus only agrees to what
benefis the majority members by voting for what is beneficial for all participants in the

network(Siham & Alyaseen, 2019)

A summary of the consensus algorithms used in distributed ledgers showing the

functionalities; advantages and limitations are showreide 1.

Table 1

Summary of th€onsensus Algorithmssed inDistributed Ledgers

DLT Functionalities Advantages Limitations

Algorithms

Proof of Work  Based on solving Provides high level of Computational

(PoW) mathematical puzzle security, allows for power, leading to

which is the decentalized high energy

cryptographic hash of transaction verification consumption and

the block and Miners are environmental
incentivized to concerns.
participate

Proof of Stake Relies on hardware  Energy efficiencyhigh Nothing at stake

and software resource scalability and problem, high stake
based on the number decentralization requirement and

of tokens the miner vulnerability to 51%
owns attacks

Ripple Protocol Uses series of voting Fast transaction Hardware

Consensus rounds and agreemen finality, energy dependency, trust in

Algorithm that validates efficiency, high validators,

(RPCA) transacion. scalability,reliability,  validator selection
reducedcostsand criteria and the
byzantine fault network partitioning
tolerance: process.

delegated proof Users stake their Reputationabased, Malicious token

of stake (dPOS) tokens and vote for  fastto reach consensus holders, lower

delegates. enhances voting powel decentralization and

highly scalable and engagement
minimal hardware is  requirement
required
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Proof of
Elapsed Time
(POET)

Proof of
Authority (PoA)

Stellar
consensus
protocol (SCP),
also known as
federated
Byzantine
agreement
(FBA)

Byzantine fault
tolerance (BFT),
practical
byzantine fault
tolerance
(PBFT) and
delegated
byzantine fault
tolerance
(dBFT)

Uses a trusted
execution environmen
(TEE) to randomly
select a leader to
create new blocks in
the network. Each
node generates a
random wait time and
sleeps for that
duration.

Reputationbased
consensus mechanisr
that relies on
validators' identities.

Uses quorum slices tc
achieve consensus
then consensus is
achieved through
federated voting
among quorums

Nodes go through a
threephase protocol
(pre-prepare, prepare,
commit) to reach
agreement on the
order of requestdn
dBFT, a set of nodes
called bookkeepers ar
elected to validate
transactions

Energy efficiency,
decentralization,
securitysince nothing
Is at stakeandhigh
scalability

High efficiency, fast
speed, high security
and allows for efficient
governance.

Allows open
membership, provides
decentralized control
and has lower barriers
to entry.

BFT provides a way to
achieve consensus in
the presence of
malicious nodes.
PBFT is effcient and
can handle a large
number of requests.
dBFT is more efficient
than PBFT as it has a
smaller number of
nodes involved in
consensus.

dBFT allows for open
membership as nodes
can vote for

Reliance on TEE,
centralization
concerns and
hardware
requirements

Less decentralized,
not suitable for
public networks,
predictability is high
hence compromising
security and
susceptibility to
corruption.

Reliance on quorum
slices, potential for
sybil attacks adh its
process and quorurr
slices add
complexity to the
consensus
mechanism
compared to other
approaches.

BFT requires at leas
3f+1 nodes to
tolerate f falty
nodes.

PBFT assumes a
fixed set of nodes
and may not be
suitable for open
membership
networks

dBFT relies on a set
of elected
bookkeepers and
vulnerable to Sybil
attacks.
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Proof of
capacity (PoC)

Proof of identity
(Pol)

Proof of activity
(PoA)

Proof of
importance
(POI)

Burstcoin's mining
technique, which uses
hard drive spce for
mining

Based on
cryptographic
confirmation of
autlorized identity
using the
private key.

Blends the
mechanisms of proof
of stake (PoS) and
proof of work (PoW).
Phase 1Proof of
Work mining is used
by PoA, miners do
complex mathematica
computations to prove
their efforts and
sincerity to the
network.Phase2: PoS
where a group of
validators is randomly
selected to validate th
block.

Models a winwin
model for the network
since the consensus
only agrees to what
benefits the majority
members by voting fol
what is beneficial for
all participants in the
network

bookkeepers
More energyefficient,

Requires specializec

faster block production hardware like ASICs

andhighly
decentralized

Identity verification

for effective mining
process and
susceptibility to
malware.
Centralization

that enhances network Concerns,
security and trusMore identity verification

efficient. Promotes
accountability among
network participants,
reducing the risk of
malicious activities
Enhanced security,
more energy efficient
and resilience to
attacks.

Takes a more holistic
approach for holistic
evaluation of node
contributions, helps
mitigate the

centralization risks and

dynamic importance
score that promes
active participation in
the network.

challenges and
scalability
challenges.

Requires high
computational powe
for solving
mathematical
puzzleswhich leads
to energy
consumption and
more hardware
requirements.
Lacks a solution to
prevent double
signing by
validators, posing a
security risk.

Complex scoring
criteria and Network
activity dependency
challenges
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2.3.4Distributed Ledger Platforms Functional Components

According to the United Nations organization for telecommunications and information
(ITU) (ITU-T FG DLT, 2019), distributed ledger platforms share a similar architecture at

a high level but have distinct detailBigure 2 illustrates the highevel conceptual

architecture of DLTSs.

Figure 2
High-level Conceptual Architgure of DLTs
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2.4Distributed Ledger Technologies Architectural Frameworks

DLT is the set of tools and protocols that underpin distributed ledgers and make it
possible for multiple users to access, validate, apdate the same set of data in real
time. The system is based on a computer network that spans many organizations and

physical places. Data stored in a distributed ledger is protected from unauthorized access
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using cryptography in the form of cryptograplsignatures and keys. Data entered into
the system cannot be altered after it has been saved, and any changes made to the

database are also kept for all time (Ballandies et al., 2018).

Bitcoin, the firstcrypto currencyto be powered by Blockchain tealagy, was released

in 2009, sparking widespread interest in the emerging fieldLdf (Chowdhury et al.,

2019). Since then, businesses in a wide range of sectors have been exploring DLTs in an
effort to streamline service delivery and internal operatidige early sectors that
adapted use of DLTs include the financial, supply chain management, pharmaceutical

and health industrigd.aroiya et al., 2020)

A distributed ledger is an idea that has been around for a while.eBgs# have been
collecting and storing data in disparate formats (paper, siloed software) for a long time
occasionally bringing it all together. Different divisions in a company may keep their
own records and only share themith the master ledgewhen dsolutely necessary.
Similarly, when multiple entities work together, they often keep their own recamds

only report to a centralized ledger overseen by an authorized person when required to do

so or when requested to do(&hang & Jacobsen, 2018)

2.4.1Difference between DLTs and Centralized Ledger

By shifting recordkeeping from a centralized, authoritative location to a decentralized
system where all pertinent entities candreaad amend the ledger, the DLT architecture
marks a substantial change in how information is acquired and conveyed. As a result,
everyone can see who is accessing the ledger and making changes. Since all transactions
are visible to all users, DLT fostees culture of trust among its users and effectively
prevents the possibility of fraudulent acts within the ledger {TT2019). This means

that entities utilizing the ledger no longer have to rely on the central authority controlling
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the ledger or a thirdparty supplier to fulfill this duty and provide a check against
manipulation because DLT eliminates the need for ei{Bdrartiya & Mehrotra, 2013)
Figure 3 below shows the architectural desigjfferencebetween centralized ledger and

distributed ledgeand Table 1 gives a summary of the differences

Figure 3

Difference between DLTs and Centralized Ledger

Distributed ledger technology

Centralized Distributed
ledger ledger

Source:Troy, (2021)

A summary of the differences betarethe distributed ledger and centralized ledger is as

shown in Table.
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Table 2

A summary of the differences betweenDistributed LedgeandCentralized Ledger

S. No. Distributed Ledgers Centralized Ledgers

1. Decentralized Achitecture: In a Centralized Architecture: Data is kept in
DLT network, data is shared, single and central database that is
replicated and synchronized acros administered by a single entity in an

various nodes. organization.

2. Multiple Validators: A nunber of  Single Validator: A single, central
separate, autonomous network  authority or a small group of reliable ant
members, or nodes, validate trusted entities in the organizations

transactions. validates transactions.

3. No Single Point of Control: This  Single Point of Control: The ledger is
promotes transparency and lower: completely under the control of one
the risks and possibility of person or entity, whit might speed up
centralized corruption or failure  decisioamaking but increases the
because no one entity has total  possibility of centralized corruption or
control over the entire ledger. poses a higher risk of system failure.

4. Immutability: A DLT's transactions Immutability: Centralized ledger
are unchangeable aimtkrasable  transactions are subject to alter at any
guaranteeing the integrity of the  time.
data.

5. PermissionUsually not necessary Permission: Needs authorization in orde
to obtain authorization in order to to access and alter the ledger.

view and alter the ledger.

2.4.2Existing DL Ts Architectural Overview

DLTs were designed witthe aim ofallowing users who do not necessarily trust each
other or have some degree of mistrust between the participating parties to interact
without the need of a trusted third parLTs bring transpancy, traceability, and

security to an otherwise untrustworthy setting through their underlying architecture.
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Distributed ledger technologies (DLTs) are fundamentally data structures and sets of
operations designed to record and verify transactions. Vaitdh DLT has its own
unique data model and technology, they are all built on the same foundation of three
well-known technologigsnamely (i) public key cryptography, (ii) distributed peter

peer networks, and (iii) consensus processes. In order todiumetan unsecured setting,
public key cryptography is employed to give each user a unique and secret online id. To
add transactions to the Distributed Ledger (DL), each user is provided with two keys
namely,a public and a private one. This digital glused to prove ownership of BL
managed items and enforce access permissionstd?eeer networking is used so that

the network can grow without a central point of failure, and so that no one player or

group of players can dominate the system.

The P2P echitecture addresses the data insecurity issue by incorporating encryption
mechanisms to protect data in transit and at rest within thet@eeer network. It also
implements authentication, access control and authorization mechanisms to authenticate
paticipants and enforce access control policies and authorization mechanisms to restrict
unauthorized access to sensitive data and resources within the P2P network. The P2P
architecture utilizes rolbased access control (RBAC), access tokens, or cryptograp

keys to control access permissions and ensure that only authorized peers within the
network can access or modify défntal et al., 2021)In a DL, a consensus mechanism
enables all nodes to reach agreement on a single truth statement without resorting to a
central athority (El loini & Pahl, 2018) Figure delow gives an overview othe

architectural desigdata structuref some of the existing DLTSs.
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Figure 4

An Overview of the Existing DLTs
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The existing DLT architectural data structure of Blockchain is distributed, decentralized
and immutable ledger designed inform of blocks that aid in storage of historical data and
transaction@Antal et al., 2021) Tangle DLT is based on a directed acyclic graph (DAG)

data structure that is has a decentralized data storage architecture that uses consensus
protoco(Anthony Jnr., 2023)Unlike Blockchain wherehe architectural design allows
storage of transactions in blocks, in Hashgrapifermation is stored in hask which

describe the eventsence the name-ashgraph is also based on DAG data structure that

aids in storage of transactions and based on a voting algorithm that is supported by the
gossip protocol used to reach consensus among the involved. rdtigonally,
Hashgraphsrchitecture creates a general pattern from the transactions or event in which
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the transactions are arranged in a chronological order to support the tracing of their

history (El loini & Pahl, 2018)

2.4.3High-Level Conceptual Architecture of DLTs

With DLT, the cumbersome and enpirone processes required to reconcile the many
contributions to the ledgetp ensurethat everyone has access to the mostoegete

version, ando verify that its accuracy can be trusted, are greatly reduced or eliminated.

The extremely abstract hierarchical design of distributed ledgers is constrained by the
high-level architecture, as stated by the International Telecommuniddtimn (ITU)

unified nations agency{U-T FG DLT, 2019). Figure& shows how the overarching
design may accommodate a wide variety of distributed ledgers, from public chains like
Ethereum [bethe] and Bitcoin [Hbitc] to private chains like Hyperledger Faband

even norBlockchain systems.

Figure 5

Operation & Maintenance Layer of Highevel Conceptual Architecture of DLTs
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2.5Evolution of Interoperability

The term “interoperability” is useithroughoutthis research to refer to the capacity of
various IT systems and software applications to share information with one aaother

with healthcare providers, as defined by HIMSS (HIMSS, 2022). The need for patients
and doctors to access theircoeds from anywhere, as well as the presence of
heterogeneous distributed systems that need to communicate with one another, have all
contributed to the difficulty of achieving interoperability (Clunie, 2021). According to

the research, it is important thine user of the system have no idea which system they

are using to get the information, hence the underlying methods for data sharing and
exchange must be kept secret. The data's accessibility depends on the healthcare system

being available. This inforation needs to be readily available whenever needed.

Information systems that are interoperable have the ability to exchange information in
reattime, without the need for specialized Information Technology expsuigport or

any extra behindhe-scenes ading. Interoperability of information systems has evolved
from using middleware like firewall which is used to provide critical component of the
distribute network securitfCohen, 2020a)The use of firewall security layer allowed
different HIS to shar@end access data across different geographical locdt@undu et

al., 2020)by filtering the traffic in and out of the distributed network. However, the
challenge with the use of firewall as a security technology inhibits smooth

communication and use of different rdidware making interoperability impossible.

Consequently, other technologies like use of web services have been adopted in which
the communication rides on use of hypertext transfer protocol (HTTP) and can bypass
firewall making interpretability smooth foe-commerce sector and not health sector
since it raises the security challer{@mathy, 2021)Other web systems use Extensible

Markup Language (XML) and JavaScript Object Notation (JSON) as marshalling
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technology for packaging parameters to be communicated over the internet in a
technology neutral formatLv et al., 2019) Different processes and threads generally
employ different datdormats;therefore,marshalling is required in order to ahange
information between them (Clunie, 2021). Marshalling is used to develop multiple
remote procedure call (RPC) protocols. DLT based systems are an option for resolving
the interoperability issues that have arisen. The banking -@wotmerce sectors ha
adopted blockchain technology, a type of distributed ledger technology, because of its
advantages. The ability of one blockchain to interact with another is known as
interoperability (Lafourcad& LombardPlatet, 2020). Crosshain messaging protocols

are the backbone of blockchain interoperability, allowing one blockchain to access and
update data stored on another blockchi@elchior et al., 2020)Additionally, the
incentive for using blockchain technology is an associated reward system and use of
reward algorithms and mechanism to ensure Pobdork and proofof-st ake ( Vuj i |

et al., 2018).

However, whereas this has worked well within the finansgtor, it is marredavith a
number of challenges in health sector. First, the intensive processing power required to
mine coins has not only been criticized due to its associated cosis,alsd leadso
enormous carbon emissions (Andoni et al., 20%8gondly, not all applications require
consensus algorithms to add blocks to the chmihrather a mechanism to ensure secure
interoperability. Further, some application areas are crucial to human life than the allied
reward of mining. Consequently, tlohoice of a particular consensus algorithm has a
considerable effect on the network speed, throughput, scalability, and transaction costs
(Durneva et al., 2020Pue to the mutating architectural designs,-standardized data
formats and varying protocol8lockchains suffer from interoperability issues. This
impedes thie ability to see and access information across distributed ledger systems and
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the existing medical enterprise system (Belchior et al., 2020). These challenges perhaps
call for developmenof a framework to address the interoperability issues of the medical

systems.

2.6 Factors Affecting Interoperability of Medical System in Healthcare

The literaturereviewed in the foregoing sectionsvealed that there are several factors
that hinder intesperability of medical systems. These factors range from strudtural
semantic, security and technicaspects A more detailed explanation of the factors
affecting interoperability of medical records in healthcare industry are discussed in the

subsequergections.

2.6.1Structural Factors

Structural factors affect the structural interoperabitfymedical systems. Structural
interoperabilityrefers to the ability of different medical systems to exchange and use
medical data effectively and accura{@grsons et al., 2020 involves aligiment of

data formats, data structures and data standardization to aid seamless medical data
exchange among disparate medical systefif®e structural related factors are as

discussed in subsequent sections.

a. Architecture of Networks
Interoperability of medical systemscan be strongly impacted by the topology and
protocols of the network, which are part of its structural design. A network's structural
design includes bandwidth, protocols, topology, and overall infrastructure. A well
optimized network architégre can significantly improve data exchange capabilities
among healthcare businesses. Hospitals may increase the speed, dependability, and

accessibility of vital patient data by ensuring the network can send and receive data
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efficiently. A well-thoughtout network can improve the exchange of data across

healthcare institutiond&Rahmani et al., 2018)

According touddin and othergUddin et al., 2018)nteroperability improved in 85% of
healthcare facilities that invested in optimal network archite@udman, 2021) This

study shows how network architecture affeoesdical systems realworld applications.

The significance of investing in network infrastructure that can meet the needs of
contemporary healthcare, including the smooth sharing of diagnostic imaging, electronic

health records, and other patient data, is highlighted by this finding

b. Viability and Scalability

Fundamental structural elements such as scalability and throughput significantly
influence ame di c al abilgystd acedesinteroperability. The report from the
Healthcare Information and Management Systems Society (HIM&glights the
difficulties healthcare companies encount€he ability of the system to manage a
growing numberof users and data is referred to as scalabilitynédical systenin the
healthcare industry needs to be scalable to handle increasing dateeand transactions
(Mishra et al. 2023) Data sharing may be hampered by system bottlenecks and

decreased performance by inadequate scalability.

The speed at which data may be processed and sent over a network is known as
throughput. A high throughput system is essential for rapideffiedtive data exchange.

In the medical field, where timely retrieval of vital patient data frequently means the
difference between life and death, low throughput can cause inefficiencies and delays.
The practical implications of these problems are showithb HIMSS research 2022,
which revealed that 64% of healthcavgganizationscited scalability as a structural

difficulty for their medical systen{&Emergen Research, 2022)ledical systemare
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constantly producing large volumes of data, &émely need to be able to handle this
increase in data. Healthcare comigs andmedical systentsdevelopers need to invest

in strong infrastructure, use effective data management strategies, and use technologies
that can manage growing data loads without sacrificing performance to overcome
scalability and throughput issuesndtiringmedical systemgan transmit patient data
seamlessly, promoting interoperability, and eventually improving healthcare outcomes

are contingent upon this.

c. Architecture for Data Storage

The structural architecture of the data storage architecturebauwsrefully considered

in order to achieve interoperability in medical systems. In order to enhance data sharing
and retrieval and enable healthcare companies to efficiently share information, well
designed data storage systems are crucial. Data rétrsgt@eage, and organization are

the primary determinants of medical system interoperability in terms of data storage
architecture. A weltlesigned data storage architecture facilitates efficient data retrieval
and sharing, which benefits healthcare orgainons by streamlining the transfer of
critical patient data, including diagnostic images and medical records. Many healthcare
facilities assessed in a research published in the Journal of Biomedical Informatics
(Katehakis &Kouroubali, 2019)considered data storage architecture to be an essential
structural component for interoperability. This graphic emphasizes the significance of
data storage architecture in medical systems. When designing a data storage
infrastructure, tiis important to take into account the particular needs of healthcare data

in order to guarantee data security, effectiveness, and integrihan et al., 2R00).
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d. Application Programming Interfaces (APIs) and Data Integration
Data integration capabilities and application programming interfaces (APIs) are crucial
to attaining successful interoperatyilin medical systems Within a medical system
APIs and Déa IntegrationTorabMiandoab et al., 2023jct as the linkhat permits data
exchange and communication across various healthcare apps and systems. Equally
important are data integration capabilities, which guarantee that different data sources
may be merged to offer a complete picture of patient information.impertance of
APIs and data integration is highlighted Bgnda et a].2023) who showed that most
healthcarerganizationsvere actively striving to improve their API infrastructure tioe
greatemmedical systemm iteroperability. The adoption of APIs is becoming increasingly
important for healthcare companies as they work to improve interoperability and make it
easier for patient data to be shared across various systems. APIs facilitate integrating
external servies(Juarez et al., 2022)nd applicationsand allow data sharing within the
medical systemtherebyresulting in a more complete and patiotused healthcare
ecosystem. APIs facilitate faster decisioaking, better care coordination, and

ultimately, better patient outcomes by facilitating access and sharing of patient data.

e. Data Protocols and Standards

A crucial prerequisite for attaining structural interoperabilityriadical systemss the
usage ofstandardizedlata formats, coding systems, and communication protocols. For
healthcare data to be accurately and consistentlyféraed across varioumedical
systems and healthcare systemstandardizeddata formats, codingsystems like
Systemized Nomenclature of MediciineClinical Terms SNOMED CT) and Logical
Observation Identifiers Names and Code®INC), and communication ptacols (like

HL7 FHIR) are necessarfA. Singh & Chatterjee, 2020)A structural obstacle to
medial systemsnteroperability, according to the healthcare providers surveyed for the
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2022 ONC Health IT Challengé\cufia Ulloa & Cabanillas Castillo, 2022; AlQudah e

al., 202}, is the lack of defined data protocols. The practical consequences -of non
standard data might result in incorrect dat@notetation, obstacles to interoperability,

and possibly hampered patient treatment. Healthoeganizationsmay guarantee that
patient data is accurately and securely exchanged across various systems and institutions
by following established data standarand processes. Standardization enhances data
integrity and continuity of service in addition to encouraging consistent data

interpretation.

f. Data Policies and Governance
One essential prerequisite guaranteeing interoperaityl in medical systemss the
construction of a robust structural framework for data governance and rureedical
systemsdata governance outlines the procedures for managing, sharing, protecting, and
accessing patient data. It includes guidelines and practices that guardateecdaity,
privacy, and adherence to pertinent laws like GDPR and HIPAA. The practical
significance of this issue is demonstrated byuong et al., 2020and(TorabMiandoab
et al., 2023) who found that healthcare institutions acknowledged the need for strong
data governance mechanisms to enswedical systes Gnteroperability. Ensuring
privacy, upholding the integrity of patient data, and complying with regulations all
depend on strong data governance frameworks. Good data governance frameworks also
help to ensure data consistency and qudaWjayi et al., 2020)both of which are
necessary for smooth interoperability. Healthcare companies may make sure that data is
handled and shared responsibly, securely, and uniformly by putting in place clear rules

and preedures for data management and access.
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g. Infrastructure and Hardware
A medical systenphysical hardware and infrastructure are essential structural elements
that have a big influence on interoperabi(i&ndoni et al., 2019)The foundation of any
medical systemss its physical infrastructure, which include data centres, servers, and
storage. These elements are necessary for safe andveffpaicessingstorage and
transmission of medical data. In light of the growing need for data processing and
storage, healthcare organizations need to make investments in hardware that is both
dependable and tip-date in order to maintaia seamless agration of theirmedical
systems Interoperability attempts may be hampered by bottlenecks, sluggish data
retrieval, and downtime caused by outdated or inadequate hardware. To handle the
increasing amounts of healthcare data and guarantee seamless infofloat between
various systems and healthcare facilities, a strong and scalable infrastructure is required

(Andrew et al., 2023)
2.6.2Semantic Factors

Semanticfactors affect semantiniteroperability which refers to the ability of medita
systems from different healthcare facilities to exchange, share and understand the shared
medical data for use in offering medical services to the pafitatange et al., 2021)
Semantic factorsthat affect medical systems interoperabilitgludes data format and
semanticstandardization, dataapping and ontology, semantic harmonization, consents
and permissionsof data sharing, crodsorder communication, semantic risks ayther

securityas discussed in subsequent sections.

a. Data Formatsand Semantics Standardization
Consistent data formats and semantics are essential for interoperabihtgdical
systems. Thelack of a common language for health information may hamper

interoperability initiatives. According tqMehta etal., 2020)in A T h e Future
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Blockchain in Healthcare: Potential to Improve the AccessibiliBegcurity and
Interoperability ofElectronic Health Records, bl ockchain technol ogy
possess several benefits. This can be stated as the @di@ngnhancing augmentation

of the exchange of information in health, enabling advancements in data transparency,
enhanced patient safety and care, and improved efficiency in healthcare. Healthcare
providers reported the absencesti#ndardizediata as aignificant obstacle to achieving
interoperability(Kotey et al., 2023; Szarfman et al., 20ZP) achieve interoperability in
medicalsystemsstandardizatiof dat formats and semantics is esser{tzdlombo et

al., 2020; Elvas et al., 2023lowever, there is a need to balance guidelines, regulations,
adoption of local practices, and human factors for enhanced use and adoption of
technological usage in digital platforms. A multidisciplinary approach is also needed to
ensure optimum information exchangehile preserving patient safety through the
engagement ofpatients, technology developers, legal personnel, and healthcare

providers.

Interoperability, or the smooth data transfer between varioadical systems and
organizations is necessary to deliver thorough and effective patient care. Sufficient
evidencesupports the idea that standard data formats and semantics are necessary for
interoperability. Without a standard vocabulary and framework for health data, it is
difficult for systems to reliably comprehend and interpret dBt@gan et al., 2018;
Garcia et al., 2020)krrors, inefficiencies, and possible threats to patient safety result
from this. Healthcareorganizationsencounter difficulties connecting various health
information systems due to lack of standard data formatserBift coding schemes and
data representations might lead to a misinterpretation of crucial clinical data, which
makes it more difficult for healthcare practitioners to make informed deci@iamgie et

al., 2022; N. Kuo, 2015; Moon et al., 2028fandardizatioragencies andrganizations
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like HL7 and DICOM have created data formats and coding standards for the healthcare
industry to address this problefAlQudah et al., 2021; Institute, 2020; Muinga et al.,
2020) Adopting these standards by encouraging consistency in data representation
makes safe and accurate data sharing possible. Thus, establishing and upholding
standardizeddata formats and semantics is essential to improving patient care overall

and increasg healthcare interoperability.

b. Data Mapping and Ontology
A common obstacle to semantic interoperability is the requirement for ontology building
and data mappin@de Mello et al., 2022; Haque et al., 202Rpata reconciliation might
be difficult since various healthcare companies mi#ize different ontologiesEnabling
interoperability, allows systems to talk to one anothemutbata in EHRsand in the
process altemedical systems withontologiesthat makedata sharing possible. Data
mapping and ontology creation are essentialni@dical systems tcachieve semantic
interoperability. Accurate interpretation and comprehensmin data transferred
throughout different healthcamrganizationss ensured via semantic interoperability. It
is well-established that the requirement for data mapping and ontology creation impedes
semantic interoperabilitf{Belmonte & Ot, 2021; E. Li et al., 2021; Schulz et al., 2018)
It is common for various healthcare institutionsdefine medical concepts, processes,
and patient information using their own data structures, terminologies, and ontologies.
This variability in data representation poses a challenge when trying to integrate and

reconcile data from multiple sources.

In order to offer a common understanding, data mapping comprises converting and
interpreting data across different formats. Ontology development, on the other hand,
aims to provide a consistent language and framework for the explanation of medical

ideas. Closig the semantic gap between different medical systems requires these steps.
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To address these challenges, groups like SNOMED CT and LOINC have developed
extensively utilized ontologies and coding systems for the healthcare industry. Adoption
of such standarded ontologies improves semantic interoperability and makes data
mapping easiefBelmonte & Ot, 2021; de Mello et al., 2022; Schulz et al., 2018; Torab
Miandoab et al., 2023)Development of ontologies and data mapping are essential
components in guaranteeing semantic interoperability in healthcare. They enable various
heathcare institutions to exchange information coherenttigereby enhancing

communication and eventually improving patient care and results.

c. Semantic Harmonization
Interoperability requires semantiarmonizatiofde Mello et al., 2022; Torakliandoab
et al., 2023)or coordinating the meaning of data across many systems. Semantic
harmonizationposes distinct issues in the healthcare industry, primarily because of the
diverse data types involved, such as clinical, administrative, and finaatalldis often
known that semantihiarmonizationpresents difficulties in the healthcare industry.
Clinical data, which includes medical codes, diagnoses, and patient records, is very
different from administrative data, which can contain billing codesurance
information, and scheduling specifics. Thorough mapping staddardizatiofEklund,
2019; Health Act, 2017are necessary to achietiarmonizationacross these disparate
data types. Different organizations and systemigze distinct vocabularies and coding
systems, which is one of the main barriers to seméatimonizationn the healthcare
industry. Data interpretation may become inconsistent if, for instance, a diagnosis code

in one system does not immediately match a codmother.

Healthcare standard®rganizationdike SNOMED CT and HL7 have created coding
schemes and common terminology to help with semdwatimonizationn response to

these issuefKim et al., 2020) By facilitating consistent data sharing between healthcare
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organizations and systems, adopting thesstandardized vocabularies enhances
interoperability and improves patient care. In conclusion, the variety of data types in the
healthcare industry makes semartarmonizationrmore complicated, even though it is
necessary for healthcare interoperability. Standardization initiatives and the application
of uniform coding systems are essential to overcome these obstacles and guarantee that

healthcare data can be exchanged and comprehended efficiently.

d. Consents andPermissions for Data Sharing
Taking patient preferences, consents, and -slagging permissions into account is
essential to interoperability in healthcare, especiaithin medical systems.The
healthcare sector is aware of this realitich has ample pporting documentation.
Abernethy et al(2022) found that semantic issues with datearing permissions were
necessary for efficient functioning of healthcare facilities. Patient privacy and permission
are legally and morally significant aspects of healtlecaata sharing. The rules and
regulations governing patient data access, sharing, and storage may differ throughout
jurisdictions. Because of this, it becomes more challenging to guarantemetemal
systems function within the parameters of the lawslevpermitting efficient data
interchange. Forexample, medical systems operatingvithin the European Union's
authority must comply with the strict guidelines set forth by the General Data Protection
Regulation (GDPR) regarding patient consent and datagtian (Truong et al., 2020;

Zheng et al., 2018)

On the other had, patient data exchange in the US is governed by the Health Insurance
Portability and Accountability Act (HIPAAJSavage & Savage, 2020; Torl&bandoab
et al., 2023)which has its own set of regulations. Mechanisms for handling consents and
permits inmedical systemmust be created with flexibility and adaptabil{Belmonte &

Ot, 2021; Katehakis & Kouroubali, 2019 keep these jurisdictiespecific rules in
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mind. This promotes interoperability betweerdicalsystems anarganizationswhile
guaranteeing that patient data is transmitted in a secure and campdianer. Creating
distributer ledgebased solutions and consent management platforms offering
transparent and auditable consent records are two initiatives aimed at tackling these
issues. Ultimately, these systems protect patients' privacy by givingnioeenexcellent

choice over who can access their data and when.

e. CrossBorder Communication
In crossborder settings achieving interoperability inmedical systems becomes
considerably more difficul{fPawczuk et al., 2019F5everal nations may have laws and
standards governing healthcare, while a small percentage of healthcare facilities have
crossborder semantic interoperabilitylatons deployed in theimedicalsystemsit is
critical to ensure that patients' health d&@aaberg et al., 202tan be accessed, shared,
and used safely and compliantly in todaylsbalizedworld, as they may seek healthcare
services or treatment in differenations. However, working with disparate healthcare
standards and regulatory frameworks makes establishing interoperability more difficult.
For instance, the GDPRJune Okal, 2018pf the European Union places stringent
regulatons on the management of personal data, including heddited data. On the
other hand, HIPAAMcGhin et al., 2019pgoverns healthcare in the United States. To
permit crossborder data sharinfiKouroubali & Katehakis, 2019\ hile abiding by the
legal requirenents of each nation, it is necessary to carefully manage these variances in

data protection laws and privacy rules.

The creation of international agreements that specify how data should be exchanged and
safeguarded across borders, and defined data eyehamethods, are common
components of crodsorder interoperability solutions. Initiatives like the LS.

Global and standard®rganizationdike Privacy Shield strive to make data transmission
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in healthcare easieand guarantee that all applicable laave followed. To advance the
interoperability levels,Cohen (2020hand Durneva et al.(2020) report that various
International health information (HIT) standards like HL7 C@PorabMiandoab et al.,

2023) have been developed. The intricacy of cyoseder medical systems
interoperability highlights the need for international standardsetearmonizedand for
solutions to be developed that can securely manage data sharing while considering

national legal and regulatory differences.

f. Semantic Risks andCyber security
Cyber securityand semantic hazards need to be addressed via intereperatical
systems Maintaining patient privacy requires ensuring that information is safely
transferred and understood aythorizedparties.Some of the semantic risksd cyber

security issuesicludethecyber securityisks and the semantic risks.

Cyber securityRisks: Since patient data is so sensitive, cyber threats and hacks are a
continual worry in the healthcare industry. Strangper securitysafeguards must be
incorporated into interoperabieedical systenio guard against data breaches angjlle
accessCyber attacksare widespread against healthcare businesses, and breaches can
have serious repercussions. According to a repofDagher et al., 2018; Edemekong &
Micelle, 2020) a healthcare data breach in 2021 could typically cost $9.23 million,

which is a 29.5% increase from 2020 as repa(tiel, 2021).

Semantic Risks: Inaccurate interpretation of data can result in semantic interoperability
problems that compromise patient safetyd cause medical blundgide Mello et al.

2022) Serious dangers might arise from inaccurate diagnoses and treatments resulting
from misinterpreting clinical data. Imedical systemssemantic interoperability is

crucial to guaranteeing proper understanding and security of shared data betien v
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medicalsystemgYang et al., 2022)Medical errors are one of the top 10 causes of death
worldwide, according to World Health Organization reseassid semantic problems
canbe thecausethese medical errar¢lealthcareorganizationexperienced a 42% rise

in semanticyber securityncidents in 2022 compared to the year before, according to a
report by(Abernethy et al., 2022)t is critical to addressyber securityand semantic
risks in interopeable medical systemso protect patient privacy, stop data breaches,
lower the risk of medical errors, and ultimately improve the quality of healthcare as a

whole.

In summary, establishing semantic interoperability inmadical system with many
moving pats (Seaberget al., 2021)s difficult. Several factors, including the absence of
standardizeddata formats and semantics, data mapping, semdarmonization
permissions for data sharing, crdgsder issues, and semantigber securityconcerns,
influence the suzess of interoperability efforts. It is essential to address these problems
through appropriate standards, ontology development, and robust security mechanisms

so ago usemedical systemsuccessfully.

2.6.3Security Factors

When it comes to the healtheandwstry'smedicalsystems interoperabilifysecurity is a
critical considerationThe following evaluation look at the security aspects that affect
medical systen@capacity to protect patient data's confidentiality, integrity, and privacy

and ways ofitilizing medicaldata and statistics from many sources to back up findings.

a. Data Encryption
One of the most important security featuresmaddical gstemsis data encryption. It
guarantees the integrity and confidentiality of medical records. This isllekmown

phenomenon, and the Ponemon Institute's image illustrates the negative effects of
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insufficient encryption(Elvas et al., 2023)To convert sensitive patient data into safe,
unreadable formats, cryptographic techniques are used. This is crucial to avoiding
unwanted acceds medical records and guaranteeing that the information is safe even in
the case of a breach. The importance of encryption in protecting patient data is shown by
Seh et al(2020) who found out that healthcare data breaches were caused by lack of
encryption. Without adequate egption, healthcare organizations run the risk of having
their data compromised, which can have serious financial, legal, and reputational
repercussions. Numerous regulations about healthcare data privacy, such as HIPAA and
GDPR, mandate encryption of daketh in transit and at rest. Robust encryption

techniques shield data from unsanctioned internal access in addition to external threats.

b. Management of Identity and Access
In medical systemsefficient access control and identity management are essential
security components that guarantee the integrity and confidentiality of patient data.
Identity management and access control procedvesan et al., 2020; Wang et al.,
2022) specify who has access to patient data and what they can do with it. Identity
management ensures people are legitimate and havegtheind of authorization for
their access. These are essential elementsedical systempatient data security. The
usefulness of these security measures found that on ay808geof healthcare facilities
have their employees aware of the type of sgcuraining (Accenture, 2019peing
offered tothem, muchas theyappreciate thattrong identity and access managenmeat
crucial security component for medical systenisteroperability. Patient treatment may
be jeopardized and privacy violated as a result of unauthorized access to patient data

(Eunice et al., 2019)

Healthcare organizations may apply the principle of least privilege by limiting access to

patient data to only those who are allowed, thanks to robust access control and identity
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management systems. By doing this, the posiloli insider threats and data breaches
which can raise serioussiges in the healthcare industsyreduced. As HIMSS picture
illustrates, access control and identity manag@nare essential components of medical
systemssecurity. Strong security meassiren these domains are necessary to protect
patient information, preserve privacy, and guarantee that the system's healthcare data can

only be accessed and modified by authorized individuals.

c. Consensus Mechanisms in Blockchain
Indeed, the secuyitand longterm viability of medical systemsan be greatly impacted
by the consensus techniques selected. Consensus mechanisms on the blockchain govern
the validation and addition of transactions to the blockchioof of Work PoW), as
utilized in Bitcoin and dter systems, consumes a lot of energy and demands a lot of
processing power to secure the network. On the other Raodf of StakeRo09, which
is utilized in networks such as Ethereum 2.0, is more sustainable and-effeignt.
The research repoboty Ibanez and Rubkat was published in 2023 emphasizes the notable
advantages of PoS in terms of energy efficiency. It found thato@e&dmedical system
had 99% lower energy usage compared to Baded system@bariez & Rua, 2023)
This is crucal to loweringmedical systers operational expenses and environmental
effects without sacrificing security. Although PoW has proven to have strong security
features, it can be difficult to scale and is enarggnsiveespecially in medical systems
PoS povides a more sustainable and ecologically friendly option, which is crucial in

healthcare applications where energy security and efficiency are critical.

d. Smart Contracts and Vulnerabilities
There is ample evidence to suggest thatuse ofsmart contrets in medical gstems
may have security flaws. On blockchain networks, smart contracts arexselfting

pieces of code that can be manipulated by malevolent parties. Smart contract security
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flaws can have serious repercussions, especially in healtygplieations where patient

data and vital functions are at risk. The startling frequency of security flaws is brought to
light by theQuant stamtudyin 2021, which discovered that 58% of smart contracts in
healthcaremedical systembad at least one sefe vulnerability. It is crucial to carefully

audit and secure smart contracts since they include critical vulnerabilities that could
result in data breaches, financial losses, and other negative conseqiaices al.,

2019; Saxena et al., 20). For medical systemsmart contracts to be reliable and safe,
security audits, code reviews, and best practices in smart contract creation are essential to
minimizing vulnerabilities. Furthermore, by mathematically demonstrating the accuracy
of smartcontracts, the application of formal verification techniques might improve their

security.

e. Immutability and Data Integrity
It is commonly known that the immutability of data on a blockchain can greatly improve
data integrity. Immutability refers to the imaty of data in a blockchain to be changed
or removed after it has been addéttkude et al., 2021)This charateristic improves
data integrity by making sure that medical records and other data are impenetrable to
tampering. The significant advantages of blockchain in maintaining data integrity as
researched by Liang et al.(2023) showed thatmedical systemsaising blockchain
technology experienced a 98.7% reduction in data integrity incidents compared to
traditional health information systems. Healthcare companies may keep patient data
accurate and reliable by utilizirgjockchainsimmutability, which lowers the possibility
of illegal changes, data breaches, and other integityed events. This is espdlya
critical in the healthcare industry, as patient care and medical depisiking depend

heavily on accurate data
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f. Privacy Preserving Techniques
In medical gstems, privacypreserving methods are essential for saéeding sensitive
patient data Sendive patient information can be kept private when sharing and
analyzing data by healthcare institutions through the use of strategies like differential
privacy and zerd&nowledge proofgHolweger et al., 2021)These methods are essentia

for protecting patient privacy and facilitating dabaven medical decisions.

The practical significance of these strategies is highlighted by Deloitte riep20@1,

which found that as consumers becomedteterof digital transformationthere ariss

the need to employ privagyeserving techniques for securing patient datenédical
systens(Anthony Jnr, 2@1). Healthcare organizations have a moral and legal duty to
protect patierg (rivacy. By using privacypreserving strategies, they can fulfil this
requirement while still making use of data analytics and interoperability. These methods
allow medical sydems to strike a compromise between data utility and privacy
protection by aggregating and analyzing data without disclosing personal identification
or sensitive health information. This is especially important in the healthcare industry

because privacy ery important.

g. Frequent Monitoring and Auditing
To detect and avert possible riskvedical systemgequire constant infrastructure
auditing and data access monitoring: monitoring and Auditing. mbdical system
infrastructure and data access are refjulaudited and monitored, which assists
healthcare companies in recognizing and addressing security threats, vulnerabilities, and
unusual activity. The confidentiality and integrity of patient data must be preserved, and
this proactive approach is essahtiThe observable advantages of these security
measures are highlighted by the Kaspersky suf&y et al., 2017)which agrees that

due to the sensitivity of health information, healthcare organizations need to have an
63



enhanced security posture by putting frequent auditing and monitoring procedures into
their medical systemFrequent audits and miboring help healthcare businesses lower

the risk of data breaches and unauthorized access by enabling them to quickly notice and
address security events. In the healthcare industry, where patient data is extremely
sensitive and vulnerable to various 8skuch as insider threatsyber attacksand
unintentional data exposuréSun et al., 2018)this proactive security appach is
essential. Healthcare businesses can improve their security posture and better secure

patient information by regularly monitoring and auditing timegédical system

2.6.4Technical Factors

The interoperability ofmedical systenn the healthcarendustry is greatly influered by
technical considerations. Thdollowing examination looks at several technological
aspects that impact interoperability gmbvidesdata and facts from several sourtes

back up the argument

a. Blockchain Structures and Pracedures
The medical systegscalability, speed, and interoperability are greatly impacted by the
blockchain platform and protocol selection. The features and capabilities offered by
various blockchain platforms and protocols vary. The compatibility witlerosystems
within a medical systemtransaction speed, and scalability can all be impacted by the
plattorm and protocol selection. The re@rld significance of this element, as
researched by Saeed et al., revealed that healthcare organizations hayecd el use
of blockchain platform as a significant technical consideration for maintamadjcal

systeminteroperability(Saeed et al., 2022)

Healthcare companies need to leesthe blockchain platform they choose mebeir

unique scalability and interoperability needs. For instance, smart contract functionality is
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available on some blockchain platforms, such as Ethereum, which qualifies them for
sophisticated healthcare digptions. Others, like Hyperledger Fabric, provide more of
an emphasis on control and privacy and might be more appropriateetbcalsystems
with particular requirements for data sharing and security.

b. Mechanisms of Consensus
The efficiency and securitgf medical system&an be significantly impacted by the
consensus mechanisms chosen, such as Proof of Work (PoW) and Proof of Stake (PoS),
which can also have an impact on how wvielegrated these systems are with other
systems. Mechanismef Consensuswhich refers to theprocess of verifying and
appending transactions to the blockchain is determined by consensus pro(ddfides
et al., 2020) The consensus technique selected can affect security, energy efficiency, and
transaction speed. This shows how important it ischoose the right consensus
mechanism in the real world. For instance, PoS is more ewedfigient but depends on
validators who have an interest in the netwavkjle PoW is renowned for its strong
security but energintensive (Union et al., 2020) To guarantee that the healthcare
system can function effectively, safely, and in a way pinamotes interoperability with
other medical systems, the consensus mechanism selected should be in line with the

particular requirements and objectives of the system.

c. Solutions for Data Storage

In medicalsystem, thechoice of data storage solutiomecluding onchain versus off

chain storagédnas a big impact on how easily healthcare data may be retrieved. Within
the medical systemdata storage solutions specify where and how medical records are
kept. While offchain storage could make use of other dadab or storage systems; on
chain storage maintains data directly on the blockchain. The practical importance of this
element is highlighted by the HIMSS reseaioh2021, which found that a good
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percentage of healthcare institutions were worried aboettsgl the best data storage
options formedical systenmteroperability. The decision of echain(Onik et al., 2019)
versus offchain storage affects transaction costs, scalability, and data accessibility. To
guarantee that medical data can be efficiently accessed and retrieved andrteatithé
systemcan develop to accamodate the increasing volume of medical dathile
preserving compatibility with othenedicalsystems, it is imperative to choose the right

data storage solutigM. Kim et al., 2020)

d. Smart Contract Development
The medical systertechnological interoperability is greatly impacted by smart contract
quality and compliance with industry standards. The dependability, security, and
standad compliance of smart contradsli-executingprograms on block&in networks
can affect how well they interface with othmedicalsystemgElvas et al., 2023)The
fact that healthcare companies were committed to improving the security and quality of
smart contracts to promotaedical systeninteroperability is evidence of the practical
undestanding of the significance of this element, as reported by Deloitte's investigation
(Budman, 2021)Maintaining the integrity and security of healthcare operations depends
on smart contracts beingell designedsecure, and compliant with indusstandards.
Healthcareorganizations can improve the technical interoperabilityneflical system
and facilitate the smooth interchange of data and transactions while reducing the risks
associated with vulnerabilities or defective contracts by concentrating on the

developnent and quality of smart contracts.

e. Standards for Interoperability
Indeed, currentmedical systems cannashare the medicallata without the usage of
interoperability standards like HL7 FHIR and DICOM. These set forth the common data

formats and protocolghat provide seamless information sharing between various
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healthcare systems. To ensure data sharing betwssglical systemand current
healthcare systems, standards ligelunie, 2021) DICOM (Digital Imaging and
Communications in Medicine) and HL7 FHIR (Fast Healthcare Interoperability
Resources) are essential.

The practical significance of implementing these standards is highliiytedllioa &
Castillo (2022) who found that healthcare providers cited adherence to existing
interoperability standards as a critical technical comporfent medical systems
interoperability. To improve the overall healthcare coordination and quality,
interoperability standards are essential for fostering the sharing of patient data, including
clinical records and medicplctures. Healthcareompanies casupport data sharing and
interoperability efforts inside thmedical systemand throughout the larger healthcare
ecosystem by adopting and putting theseddieds into practice. Thiguaranteg that

data is transferred accurately and consistently.

f. Interfaces for Application Programming (APIs)

Indeed, the capacity to integrateedical systemswvith other healthcare applications and
systems depends on the functioning and availability of Application Programming
Interfaces (APIs). APIs are bridges that facibtateamless data interchange and
communication across various software systems, includiiedical systemsThey are
essential to the healthcare industry because they link various applications and promote

interoperability.

The practical significance of thiactor is further underscored by Abernethy et al, ais the
study reports that ONC should ensure timely, full implementation of standards of
structure, coding, security, and common APIs, as these standards are foundational for
most progress on digital heal{Abernethy et al., 2022)Strong APIs enhanceapent

data interchange, interoperability, and the improvement of healthcare services by
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enabling healthcare organizations to integrate and interact with a variety of healthcare
systems.Healthcare organizations can leveragedical systemso facilitate gamless

data sharing and workflow automation by providing vasigned and secure APIs that
enable interaction with telemedicine platforms, EHR systems, data analytics tools, and

other critical healthcare applications.

g. Structure and Network
Medical systera depend on the stability of the underlying network and infrastructure,
which includes servers, bandwidth, and security protocols, to ensure technical
compatibility. The foundation ahedical systenis provided by the underlying network
and infrastructurewhose security, scalability, and dependability are critical to the

smooth interchange of data and interoperability.

Infrastructure preparedness is an important technical factornfedical system
interoperability, as indicated by @Australia, 2020)KPMG poll. High availability,
scalability, and data transmission capabilities necessamnédical systems function
together effectively are supported by a strong infrastructure which highlights the
practical significance of this fact¢Anthony Jnr., 2023; Laroiya et al., 202I) make

sure that patient data is available when neededisasbielded from unwanted access,
medical sysgmsmust be able to manage the growing volume of healthcare data, offer
low-latency access, and secure data. Interoperability and patient care may be hampered

by bottlenecks and downtime, which can be avoided with the correct infrastructure.

2.7 Distributed Ledger Technologies Interoperability

Similar to database interoperability, DLT interoperability is concerned with systems,
data, and information. However, DLT interoperability also necessitates the capacity to

read, observe, and respond to state andtevAn event, often a transaction, proposes a
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new state of the ledger, which must be continuously refreshed and synced to ensure
uniformity. Here, state is the sequence of transactions at a given point in time. The siloed
architectural structure of the hdmeds of ledger initiatives now underway means that

interoperability is not guaranteed (Natarajan et al., 2017).

However, each of these three approaches can be used to structure DLTS' interoperability.
It can first occur between a DLT and the enterpristesys of a single company. Both

the Blockchain and the conventional banking/fiat payment system have experienced this
(Lafourcade& LombardPlatet, 2020). However, this is underutilized outside financial
cryptosystems where it has shown promise as a spluttecond, different DLT
platforms can communicate with one another. For example, Bitcoin and DogeCoin are
two examples opermission lessedgers, while Corda and Ethereum are examples of

permissioned anpermission leskedgersrespectively(Pillai et d., 2020).

The financial sector is one of the few places where this is observed. However, this is
understandable given the limited development of Blockchains beyond financial systems.
Interoperability across smart contracts on the same blockchain is nealitg. Corda

applications, which are actually just smart contracts on the same Corda ledger (Zeuch et
al., 2019), are a common case in point. This study suggests using the first form of
interoperability to guarantee that the DLTs connect safely with phdicular

organizational medical systems established across the various interoperability levels.

This is necessary because there are multiple medical systems now in existence.

There are several interoperability tiers at which the DLTs can be impleméptes. 1
connection standards allow one system or application to securely communicate and share
data with and receive data from another system or application, without either system or

application needing to understand the meaning of the data being extl{Kogeoubali
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& Katehakis, 2019). Level 2 structure (Braunstein, 2018) specifies the form, grammatr,
and organization of data fieldvel exchange for meaning. This signifies the receiver

system's skill at deciphering data from the field level.

Providing $iared understanding and meaning to the user is the goal of Semantic (Level
3), which entails providing common underlying models and codification of the data, such
as the use of data items with standardized meanings from publicly available value sets
and caling vocabularies. At this stagelealth information SystemdH(Ss) are able to

share data, make sense of it, and put it to good use (de Mello et al., 2022). As a result,
doctors and nurses using one hospital's EMR systenable to share their patients'
medical record summaries with other doctors and nurses using other EMR sy8t&ms
improves the quality, efficiency, and safety of healthcare services for everyone involved.
At this juncture, medical facilities are able to easily communicate patient wlaizh

helps cut down on unnecessary procedures, improves healthcare coordination, and more

accurately diagnoses patients.

Healthcare Information and Management Systems Society (HIMSS) (Persons et al.,
2020) states that Level 4 is Organizational, and thancludes governance, policy,
social, legal, and organizationabresiderations tanable secure,seamless, andmely

data communication and use within and across organizatiotise® and individuals.

Data may be communicated and used efficientlide and across companies, entities,
and individuals when these elements are in place, including shared permission, trust, and
integrated endiser processes and workflowldealthcare organizationare aiming at
achievinginteroperabilityof medical system at all levelsbut most are still developing
independent medical systems that act interoperable due to use of different data
formats, protocols and architectural desighgtrent health data standards, suchesdth

level 7 Fast Healthcare Interopility (HL7 FHIR), can help healthcare organizations
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to achievemedical data standardization that would be necessary for medical systems

interoperability.

2.8 Medical Systems Interoperability Frameworks

Interoperability is key to sharing data between paogs that are written for various
operating systems. When talking about medical records, interoperability refers to how
well clinical intent is communicated across organizational silos. Due of the nature of

healthcare data, this is a challenging goal tdaeyourself.

The two major facets of medical systems interoperability occur at the levels of structural
and semantic levels, each of which are necessary for the successful exchange of medical
data (da Conceicao et al., 2018ptructural level defines the formats, syntax and
organization of the data to be exchanged. Since medical data is complex, and its
heterogeneous structures decrease the effectiveness of analysis and reduce
understandaility, the structural interoperability level is of big concern. To combat this,
several industryide standards have been advanc@dcGhin et al., 2019)but they

lack the interoperability aspect due to the dynamism of the independent systems. While
effective in theirown front, there is no standardized approach of achieving medical
systems interoperability since aligning data encoded formats and protocols with disparate
standards is a netnivial task for the medical systems software develof@osile, 202Q)

This remains an open problem and the need for medical systems interoperability

increases as the systems are developed constantly.

Semantics is the process of assigning meaning to data through the use of standardized
langwage. The understanding of healthcare data relies on this kind of codification. The
healthcare industry as a whole, however, needs to settle on a single set of codification

schemes, or controlled terminologies, for this to w@tatange et al., 2021n contrast

71



to the impracticality of trying to standardize medical terminology, narrowing the focus of
vocabularies toaver a specific topic may prove to be a workable alternative. Together,
structural models and subsets, known as Value Sets, can limit the possible encodings of
attributes and attribute types. The Health Level 7 (HL7) standard and the FHIR are two

initiatives that aim to accomplish these goals.

The Health Level 7 (HL7) is a global consortium that sets norms for the IT used in
healthcare. HL7's original goal was to facilitate communication between systems by
establishing syntactic rules for poitttpoint mesaging. Based on its flagshipehsion
3"(v3), (Blobel, 2016) HL7's current aim is to develop standards for semantic
interoperability in healthcare IT. Unfortunately, v3 has been beset by quality and
consistency difficulties, and it has not been able to keep up with tbneakthroughs in
semantics and ontology or in computer science and engineering (Yang et al.,12022).
response, HL7 developed the "Servidegare Interoperability Framework” (SAIF),
intending to use it as a foundation for future organizatvade standedization
initiatives. It is necessary to consider the main design principles of a semantic
interoperability framework, such as those related to computational behavior and static
semantics. At this point, SAIF is unable to support the crucial HL7 v3 faaiily
standards chang®raunstein, 2018)inconsistent use and interpretation of the standard
have led to problems with HL7, impeding smooth data flow and requiring extra
translation layers. These challenges led to the HL7 and SAIF frameworks being

abandond in favor of the FHIR standard.

An opensourcestandards framework known as FHIR has replaced the HL7 and SAIF
frameworks in the healthcare sector. FHIR was created to make it easier for platforms to
share healthcare data with one another. For the pugdosanizing and interpreting

data by different computer systems or applications, such as patient, condition, and
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prescription resources, FHIR provides a specified format, and may be used to organize
financial and workflow data, including as claims datad appointment scheduling
(STU, 2018).Financial and workflow data, like as claims information, appointment
scheduling, and more, can be structured using FE$Rstated by Persons et al. (2020).

In FHIR, 'resources' serve as the foundation for all dietasfers. The resources must
primarily use either JSON, XML, Atom, HTTP, or OAuth as their underlying data
format. Despite its rapid progress, FHIR is being developed by a wide variety of
organizations. Proactive groupsich as the UK's INTEROPen and Fra's Interop'

Santé are producing FHIR recommendations for specified use cases, but no complete
guide is in place to address these issues (Zhang et al., 2018). While the FHIR has made
progress in addressing structural data exchange formats, the contpatibilits

semantics remains an open question.

The European Union also made an effort in this direction in 2012 when it established the
European eHealth Interoperability Framework (EIF). This framework defines a
standardization of standards, profiles, gmbcedures for the electronic delivery of
healthcare. Organizational, legal, technological, and semantic interoperability are the
four stages identified by this framework (European Commission & DirectGrateral

for Communications Networks Content andcfieology, 2013) for linking #ealth
systems. 12017, in the context of the digital single market policy in Europe, the new
European Interoperability Framework (new EIF) was adopted to enhance interoperability
in the public sector. It is hoped that thewmEIF's suggestions, models, and guidelines
lead to better government services across Europe. The new EIF has been expanded upon
to become the RefinedHealth EIF (ReEIF). Through sophisticated interoperability
mechanisms for public services in all EU menistates, ReEIF was created to
encourage open and secure movement of data inside the EU. When deploying eHealth,
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member statewereencouraged to make use of the framework (Kouroub&atehakis,

2019). Data syntax and the standardization of data form@wads protocols provide
difficulties for both the EIF and the ReEIF frameworks. Due to the technical nature of
the standards and protocols employed, only European Union member states have adopted

and begunmplementing the two frameworks.

The Kenya Healthnformation Systems Interoperability Framework (KHIS(MoH
Kenya, 2020)aims at supporting the ministry of health strategy of providing patient
centric health service has been proposed. This framework is still at the infant and
propcsal stages and it has not yet been actuglizedce the need to actualize the idea of

making medical systems interoperable.

According to the examined interoperability frameworks rieedical systems, the two

most significant obstacles are those of stridtuand semantic compatibility.
Standardizing the syntax, data formats, and protocols that may be used globally to link
all medical systems and enable secure data exchange across the medical systems is a
challenge that gives rise to structural interopeitgbiCodification of medical data using

data pieces with agreed definitions and meanings is essential for achieving semantic
interoperability. The capacity dfllSs to communicate, comprehend, and make use of
one another's data is the focus of the fieldvkma@s semantic interoperabilitly.is also
important to remember that each of these frameworks runs independently, tapping into a
unified data store that stores information in a wide variety of structural and semantic
formats. To overcome these obstacles enhanced secure distributed ledger

interoperability framework for medical systegan be implemented.

According to Chowdhury et al. (2019), DLT is a new form of database technology in

which databases are linked in a decentralized manner via dopseer network and
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maintained by a consensus process. Supporters of DLT argue that technology has the
potential to solve interoperability problems by making the flow of medical information

immutable and safe (KatehaldsKouroubali, 2019).

Participants canerify the accuracy of distributed ledgers at any node in the network and
have access to a carbon copy of all netwaidle records. When the ledger is updated,

all of the participants receive a copy of the new version. The database is synchronized
between dvices to guarantee consistency. Since distributed ledgers are inherently
decentralized, they give an extra degree of protection while also facilitating

interoperability. Due to the database's global distribution, it is hard to breach.

2.9 Theoretical Framework

Theoreticalframeworkcomprisesall the important ideas, terms, and sources used in this
investigation. The goal of teeticalframework is to show how well the research team
understands the significance of interoperability in establishing trustyvernedical
systems usingelected concepts from distributed ledger technologies (DLTs) (Kivunja,

2018).

2.9.1DLT System Theory

A distributed ledger (DL) is a database in which numerous users simultaneously create
and update identical replicas of the datsd The term "distributed ledger technology”

(or "DLT") is used to describe a digital system for documenting asset transactions in
which the transactions and details about those transactions are recorded in various
locations simultaneouslySpecial attenton is given to protocols and underlying
architecture that enable dispersed computers to propose and validate transactions and

update records in a coordinated fashion across a network (Rauchs et al., 2018).
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Due to their distributed structure, DLTs do metuire a trusted third party to verify or
authenticate data or conduct transactions. All participants on the distributed ledger can
examine the records in question based on a unique identifier, as they are only recorded in
the ledger when they have bdene stampe@nd given a unique cryptographic signature

for authenticity. Furthermore, this approach offers an auditable and verifiable record of
all data in that repository. Chowdhury et al. (2019) note that the structural abilities of
these systems to @ride a strong support for data integrity, resilience, authenticity,
decentralization, anonymity, autonomy, and provenance have opened up opportunities in
various domains to permit secure sharing of data in a trustless setting. As a result, DLTs
can be imfemented with a wide variety of different architectures, such as Blockchains,
Directed Acyclic Graphs (DAGs), Hashgraphs, Holochains, Tempo (Radix), and the
Cerberus consensus framework (Leonulous, 2020). However, most DLTs are segregated
towards certain plication platforms, leading to a rise in the requirement for

interoperability and data sharing between disparate pieces of software.

2.9.2Contractual Theory

According to contractual theargny relationship between agents that intend to exchange

data ad information is costly in terms of drafting the contract, controlling and trusting

the involved agents which results to parties facing irregularities of information. The
agents can be viewed to be different health institutions and the medical pracitoner

health care givers. To limit the transaction cost during the data and information exchange

in using DLTs calls for use of smatontracts Radanovi |  Rloubaraketi , 20

al., 2020)

A smart contract is a computer program that, once siaréte distributed ledger of the
blockchain, carries out the terms stipulated within it (Dagher et al.,, 2018). These

contracts can be automatically triggeraoni the DLTs they are stored in. Smart
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contracts offer a novel solution for archiving EM&ated information. Patients would

have more control over their own diagnostic data utilizing this technology, while
hospitals and other healthcare providers woalgeheasier access to patient data stored at
other facilities. With their added privacy and compatibility, DLTs could greatly benefit
EMR systems. Implementing useful agents for data management is a possible application
of smart contracts. Rules governingavcan view what in a patient's encrypted medical
record for instance, can be included in smart contracts. Thus, smart contracts may be
used to add a layer of privacy to a decentralized database. By automating the process of
categorizing and storing dad varying levels of privacy and detail, smart contracts may

prove useful in the dataleansing proceq#\rlindo et al., 2018)

From the contract theory point of view, one main advantage of using smart contracts is
their ability to reduce transaction costs. Unlike the traditional contracts, where parties are
at liberty to decide wéther tofulfill and honor their contract obligation, the smart
contracts cannot be compromised or breached since they are internally integrated into the
DLTs architecture. Smadontracts are also less expensive to implement and are

transparen(Baron & Chaudey, 2019)

This study usd DLT System Theory and Contractulheory toguide thedesign of the

enhanced secudistributed ledger interoperabiliffameworkfor medicalsystems.

2.10Conceptual Framework

The conceptuaframework of the study indicatesthe dependent variablas secure
medical systemd$o aid secure exchange of electronic medical records (EMR®
independent variables are secure interoperapilityhich encompasses sttural
interoperability level thatlefines the data formats, data syntax, data organization and

interoperability protocols. Semantic interoperability level that shows the data meanings,
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data models, data codification and data definition standardizatiathtiéwally, the other
independent variable entails the security of medical system which defines the security
requirements like confidentiality achieved through encryption, integrity achieved through
hashing, authentication achieved through use of digighasures, access control
achieved through user login accounts and passwords, authorization achieved through
user roles segregations and availability achieved through enshatsgpcure EMRs are

exchanged and made available to authorized users at gngvtien needed.

The moderating variable is distributed ledger technology that helps in enhancing the
secure interoperability of medical systems. This implies that independriables
security requirements and interoperability architectural layouts iméki¢he security of
medical systems and they exchange the electronic medical records (EMRs) moderated by
the digital ledger technologies as the moderadoiable. The conceptual framework ias
depictedin Figure6, which identifies the dependent varighledependent variables, and

moderating variable.
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Figure 6

Conceptual Framework
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By leveraging distributed ledger technology, all data is securely encrypted using
different cryptographic algorithms and hashed using the hashing algorithms, providing a
secure and transparent environment where no person or entity can tampeéataith
stored in the distributededger, unless those that areauthorized. An in-depth
implementation conceptual framework of an enhanced secure distributed ledger
interoperability framework for medical systems that comprises of core layer, operational

layer and interaction layés shown in Figue 7.
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Figure 7

An in-depthimplementatiorConceptual Framework ofraenhanced Secui@istributed

Ledger Interoperability Framework for Medical Systems
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2.11Research Gps

The existing medical interoperability framewsrlack structural interoperability for
dealing with data syntax and standardization of data formats and protocols. Structural
interoperability arises with the issue of standardizing the syntax, data formats and
protocols that can be universally used ik lall medical systems and enable secure data
exchange across medical systems. Semantic interoperability requires usage of common
models and codification of the medical data, using data elements with standardized
definitions and meaningdhis is depictedn the summary table of the ezsch gap

illustrated in BAble3.
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Table 3

Summary Table dhe Research Gaps

S.No. Framework Strengths Gaps / Weakness
Name
1. Health Level 7 { Syntactic standards that 9§ Lacks both structural and
(HL7) supported pointo-point semantic interoperability

messaging for data
exchangecross medical
systems

2. Fast Healthcare | Based on a standardized 9§ Lacks canmon secure
Interoperability structure that aids structuri mechanism to ensure
Resources interoperabilityacross patients privacy.

(FHIR) medical systems flnability to
identity across different
medical systems

9 Lacks endpoint locator
authentication and

detection.

3. European eHeltr{ Supports organizational { Lacks structural
Interoperability  interoperability by interoperability to deal with
Framework improving governance. data syntax and the
(EIF) 1 Establishes cross standardization of data

organizational relationship  formats and protocols
1 Ensures adherence of
existing and new legislatio

4. Refined eHealth § Supports legal and 1 Lacks thestructural
Interoperability ~ organizational interoperability
Framework interoperability
(ReEIF)

Some of the medical interoperability standards and frameworks include the Health Level
7 (HL7) standard, FHIR, EuropeaeHealth Interoperability Framework (EIF) and
Refined eHealth EIF (ReEIF) which is an extension of the new EIF. $tiLightto
enable data exchange via the creation of syntactic standards which supportéd- point

point messaging. HL7 challengasise fromthe way the standard was interpreted and
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implemented affecting both the structural and semantic interoperafirgunstein,

2018)

FHIR is based on a standardized structure for deganizationand interpretationby
different computer systems or applicatiq®a'U, 2018) FHIR has mainly been able to
address the structural data exchange formastnusemantics interoperabilityut it does

not address the patient data privacy and confidentiality to aid secure interopegability.
and RelF supportsoth legaland organizational interoperability. Legal interoperability
ensures that the organizations that are operating under different legal standards,

frameworks, policies and strategies are able to work together.

Organizational interoperdity ensures alignment and conformity of business processes,
public administrations responsibility and exceptions to aid different organization in
achieving mutual beneficial targets and godl&atehakis & Kouroubali, 2019)
According to Kouroubali and KatehakiKouroubali & Katehakis, 2019)oth European
eHealth Interoperability Framework (EIF) and Refined eHealth EIF (ReEIF) frameworks
face structural interoperability challenge in dealing with the data syntdx tla

standardization of data formats and protocols.

As a result, lack ofsecure interoperability in existing medical interoperability
framework makes it hard for medical systems to securely exchange medical data. This
implies that the current medical $gs1s operate in isolation using centralized databases
with varying structural and semantic formats and protocols. These are associated with
knowledge voidhatexist within the medical system development architectural structural
and semantic interoperalyli issues. Hengethee is need for a enhanced secure
distributed ledgeinteroperability frameworkor medical systemshat would address

securityandinteroperability challenges.
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CHAPTER THREE
RESEARCH DESIGN AND METHODOLOGY

3.1Introduction

This chaper explains the research design and research methodologyirugbds
research. It also outlines the location of the research, population, sample and the
sampling techniques applied in the researdhe chapter also outlines the
instrumentation, data cotiéon procedurg data analysis, presentation techniques used

and ethical consideration.

3.2Research Design

A researchdesign is a plan to answer reseampestions. Whilea research design
providesan appropriate framework for a styadyresearch methad a strategy used to
implement that plarthroughaddressing the research objectiy&@awaites, 2020) The
study folloned a mixed methods research desigmich included the quantitative
research methods and qualitative researdethods, to aid a comprehensive
understanding of the research problem &mdneetthe studyobjectives.Systematic
literature review was used to explore andsynthesize the factors that affect
interoperability between medical systen#s descriptive studyvasconducte in form of
a survey in order to establidlactors that affect secure medical systemsalhtthe
interoperability levelsAppropriate experimentation techniquesre employed to meet
the remaining objectives of the studye details of these researchigas are explained
in the subsections that folloand a summary of the methodologyapter is provided in

the Table 4
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3.2.1Summary of the Methodologyand Research Design

This sectionexplainsthe summary of theesearch design and method, study location,
population, sampling procedure and the sample that shely adopted The
instrumentationincluding the pilot study, validation and reliability of the instruments
that wereused in the studwre also discussed. Data collection procedu@nalysis,
presatation and the ethicatonsiderations ararticulated, ontop a summary of the

methodologyis shown in Tabld.
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Table 4

Summary Table dhe Methodology and Research Designs

Objective Research Data Source Collection Analysis Output
Question Methad Method
To establish  What are the 9 Literature 9 Systematic fThematic 1 Specificati
the factors  factors that are  q Software Review Analysis on Metrics
affecting affecting medical q Developers T Integrated {Descriptive
secure systems structural Review (Non-
interoperabili and semantic 1 Survey Parametric
ty of medical interoperability Analysis)
systems levels?
To designa How will the DLT 9 Semant 1 Observationy Experiment 9 Architecture
DLT based based architecture and { Function Design
architecture and algorithm of Structural Oriented 1 Algorithm
and algorithm structural and Specificatio  Design Design
of structural  semantic n Metrics (FOD)
and semantic interoperability from technique
interoperabili framework be Objective
ty framework designed to secure one
for secure medical systems?
medical
system
To develop a How will the Design 1 Coding 1 Experiment { Prototype
DLT based  structural and Specifications  using
structural and semantic from Agile
semantic interoperability Objective two  software
interoperabili framework be developm
ty framework developed to aid ent
for secure secure data method
medical data exchange étween
exchange medical systems
using DLTs?
To validate  How empirically  { Prototype 9§ Simulation 9§ Simulations { Validated

the developec valid is the

DLT developed DLT
interoperabili interoperability

ty framework framework at

at structural structural and

and semantic semantic levels for

9 Software

levels for secure medical
secure data exchange?
medical éta

exchange

1 Developers 1 Delphi

Framewo
rk

Data

Method
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3.2.2Systematic Literature Review

The systematic literature reviewas conducted to establish factors that affect
interoperability otthe existing medicaystems, hencaffectingthe security of electronic
medical records Extensive documenteviews and analysigas conducted to identify
various standard medical systems vocabularies, linking elements, transfer policies as
well ascrucial guidelines and policies governing the operation of the mesiisté¢ms.
Similarly, the medical systems emgiswereexplored to identify their weaknessesdto

inform the interoperadlity levels issues antnplement thesuggestedecommendations.

3.2.3Descriptive Study

Further, to supplement the established factardescriptive survey research deswgs
used to gather facts from thdomain expertswho are themedical systems software
developers and to describe the existing medical systems architectiagbuts and
technical characteristiasf medical systemsiteroperability levels which in turn hedd
the researcher to uncover new interoperability facts and mesafihg survey primarily
targeed to addresshe security andnteroperabilityof the medicalsystems useah the
healthcareindustry. The results from the surveyere used toinform the desigrand
development of thenhanced securistributed ledger interoperability framewofér

medical systems

3.2.3Experimental Setup

Experimental research desigvas applied in the design development and validation
process of theleveloped enhanceskcuredistributed ledger interoperability framework
for medical systemsThe choice othis research desigis founded on its capacity to
allow to the researchamnalyze prior achievement of the developed frameworks in order

to establish an equivalent solutioor fthe study and validate the develogeimework
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(Suciu et al.,, 2018) For purposes of clarity, the design techniques used in the
experimental set up are presentedthreefold. First, thefunction-oriented design
method in section 3.2.explains the design of IO based architecture and algorithm for
secureinteroperability. Second, the developmenéthods andapproachusedfor the
developments of MedicdDLT based interoperability framework is presented in63.2.

Finally, the validation process is described .23

3.2.4Framework Design Technique

The systemwas designed using &unctionorienteddesign (FOD) techniqud~unction
oriented design is a software design technique in which a software model is decomposed
into small sets of interacting modules or anithere each of these modules or units have
clearly defined functiongFernandez et al., 20Q0puring system analysis, functional
needs were discovered, and the FOD methadas used to further clarify those
requirements and break down the design into sets of interacting units, each with its own

clearly ddined purpose.

The system's approach to managing data flows among processes, nodes, andsentities
illustrated via dataflow diagrams. To describe the system flow, a system sequence
diagram to depict the data flows between the primary adtorssed. Tie gstem's
features via use case diagranas been modelled his helgdthe researcheo identify

and categorize system players independéuose cases.

3.2.5Framework Development Setup

The study used different components to simulate the developathancd secure
distributed ledgerinteroperability framework prototype which helged in achieving
secureinteroperability functionalitiesof medical systemsThese components are the

distributed ledger module, interoperability gateway service modMlieeGuardbased
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Virtual Private Network(VPN) Moduland EndUser Electronic MedicaRecord (BMR)

Plugins explained in the subsequent subsections.

i.  Distributed Ledger Module
This is the maindistributedledger software that securely encrypts using asymmetric
encryption algorithms, validates, and stores data (e.g. patient health records, employees,
etc.). This Module leverages the core concepts of most popular,Dduch as
Blockchain and use of interplanetary file system (IPFS) which is a distributed system for
storingand accessing files, websites, applications, and data. IPFS is based on a protocol
hypermedia and file sharing peerpeer network for secure sharing data. Hashing
algorithms have also ben used to provide integrity of the stored electronic medical
records. For demo purposes and to avoid the reinvention of the wheel, theusadly
Ethereum programmed using solidity programming language for the distributed ledger
component in the demo system. At a high scale usage, the distributed ledger contains
strudured modules for different health information typs example Patients service,
Medical Doctorsservice, Picturédrchiving and Communication system (PACs) service,

Insurance service, and Healthcare providsesvice, among others.

ii. Interoperability Gateway Service(IGS) Module
To facilitate a guided higlevel integration with the differerllSs, this module is a
software service & component that acts as a middleware that takes control of information
WRITE or READ operations from the distributed ledg€his service contains core
encryption algorithms and sits at the top of the distributed ledger module. The IGS
contains authentication and peer (node) identity information in the network. It offers a
RESTful Application Programming Interfaces (API) seevior independent integration

by disparate medical information systems.
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ii.  WireGuard based Virtual Private Network(VPN) Module
WireGuardis an opersource Virtual Private Network (VPN) tool that uses stdtthe-
art cryptography, like the Noise protocchfnework, Curve25519, ChaCha20, Poly1305,
BLAKEZ2, SipHash24, HKDF, and secure trusted constructions. It makes conservative
and reasonable choices and has been reviewed by cryptograpimetdser electronic
medical record (EMR), APl & Plugin(s), Distributed_edger Module, VPN Moduleand

Interoperability Gateway Service.

The VPN module dedt with the threat of middlemen and facilitatesecure
communication of peers over a public netwdrkis module configures a virtual private
network in thepeer fode). t also stores a copy of its public key for identity by the
private network. All peers (nodes) in the network store a copy of their own Public Key
and identity information which is used for authentication by the network. The distributed
ledger module is itharge of securely issuiraf a copy of keys for each peer joining the

network.

V. End-User Electronic Medical Record (EMR) Plugins
Since different medical information systems used are unique and separately developed,
EndUser Electronic Medical Record (EMRPluginsare generic modules that cae b
integrated into any generic BM t hat t heyodre designleved f or .
consumer of the application programming interface (API) module that is exposed by the
Interoperability Gateway Service thatngnning in the local nodethat is,the peer in

whichit is installed

V. Demo Setup
Simulation of functioning hospital systems that demonstrate the medical information
sysems interoperability framework developed lhlassystem architecture layoshown

in figure 8 and network gateway layaa# illustrated in figur®.
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a.System Architecture Diagram
The hightlevel view system architecture diagram setup ofdeeelopednteroperability
framework showing components, gateway and nodes of the sysiemasdevdopedis

shown in kgure 8.

Figure 8
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b. Network Gateway Diagram
Connecting two networks or systems that employ different transmission protocols is the
function of a gateway (Kuo&Kuo, 2017).aeways are the entry and exit points for a
network, as all data must travel through or communicate wétlgéteway prior to being

routedas shown irFigure 9.
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Figure 9

Network Gateway Diagram
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3.2.6Interoperability Fram ework Validation

Having developed the framework prototype using the analysis results obtained from
analysis of documents, interviews with domain experts, questionnaire to the medical
software developers and also informal discussmas used. The Delphi nieod of
validationwasemployed in which domain expemsgere questioned in a set of questions
after being exposed to the developed framework. The empirical data colieased
statistically analyzed to ascertain the degree of validity ofldwelopednteroperability
framework. Further, experimental resultere presented from the simulated scenarios

involving select medical systems.

3.3Location of the Study

The study considexd the target populatigralso known as the theoretical populatias
the medich systemsoftware developerswho are the domain expertsom the whole
world whom the results of the stuayere generalizeds indicatedoy Qureshj (2018.
Additionally, the study populationwhich is also known as the accessible population
used as thecaual sampling frame from which purposive samphvas used to sample

the medical systems developers in Ker{¢zureshi, 2018)

91



The study consided the medical systemarchitectural requirements atructural and
semantic interoperability levelsThe developedenhanced securdistributed ledger
interoperabilitymedical systems prototypeas simulated following the FHIR standard
and medical DLT EMRas anenterprise medicatystem whichwas usedto simuate
different medical systemsisal in casescenariosThe findingswere used ¢ guide the
development of thenhancedsecure distributed ledgenteroperability framework for

secureelectronicmedicalrecords exchange.

3.4Population of Study

The termtarget population is used to describe a subset of a larger populagdm the
studyin order to generalize findings to the larger populat{&othari, 2004) The target
popuation of this studywasthe medical systems software developerthe world.The
criteria forinclusion in the studyvasthe specific staff in the targeted medical systems
software deve ldmapreflom the sampledgraneiortise accessible study
sample which entails the medical system developetsenya These medical systems
developers are the domain experts who dnectly involved in the design and

development of these medical systems of intexeatl levels of interoperability.

3.5Sampling Procedure and Sample Size

The sampling frame included all the medical system software development companies in
Kenya. Multistage cluster sampling procedurevas used to select medical system
software development companiaskenyato be included in thetsdy. The second stage
entailed samplingnedicalsystems softwardevelopment companieBinally, purposive
samplingwasused to sample medical system software devel@setbe domain experts

who are involved directly with thanalysis,design and developent of these medical

systems.
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The process of identifying the medical systems and the staff to be interwieggoine
through snowballingsamplingtechnique Snowballing sampling technique also known
as chain referral sampling or network sampling, is @probability sampling technique
used in qualitative research. It involves identifying initial participants who meet specific
criteria and then asking them to refer other potential participants who also meet the
criteria. Snowballing process was appliedhielp the researehn identify the specific
vendos of medicalsystems software development companies that developing and
installing medical systems softwaretire healthcare institutions Kenya According to

the medical review report of 2021 by tménistry of Health(MoH, 2021)an initial list of
seventeen (17) medical systemsreidentified. A further consultation with the Kenya
Health Informatics Association (KeHIA), Ministry of Health staff and other healthcare

stakeholdersvereused to get a more tip-date list of medical systems.

The study focusd on these seventeen (17) major medicatesys vendorsr Kenyaand
selected twadevelopes from each of the vendorshe develop medical systems that
specifically dedl with system analysis, system design, coding or programming,
deployment or installations, user support and systanagement. Theeventeen (17)
medical systems software development companies samyeeel Med 360, Coretec,
Appkings Solutions, Forties Innovation, Medbook, Intellisoft Consulting, Shimba
Technologies, DSL Systems and solutions, Mito Mhealth Solutions, Dynasoft Business
Solutions, Abno Softwares International LTD, Neutek Systems and Solution
llaraHealth, DocCareHealth, Tripple software, Corebase Solutions and Hanmark
TechnologiesA total of 34 respondents, two from each of the sampled and selected 17

medical system stfare development companies were included in the study.
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3.6Instrumentation

The study was carried out using informal discussiongpservation documents
inspection, questionnaire and interviews. The data collestsiused to analyze the
current medical ystems interopability levels architecturesand came up with

requirements of thelevelopedinteroperable medicatystem, soas todetermine the
usability of the enhanced secure distributed ledgateroperable medical system

developed.

3.6.1Pilot Study

The reliability of the instrumenthat wasused forthis study was ascertained by
conducting a pilot study awvo of the identified medical systems software development
companiesin Kenya thatis Aphicons Ltd and Tambitealth Ltd. The two medical
system sfiware companies were used for the pilot study as a results of resource
feasibility in terms of resource constraints, time limitations, and logistical considerations.
During the pilot study, the questionnaire was tested by distributing it to ten (10)
respadents from the two sampled medical systems software development companies. In
which five (5) respondents from each of the two (2) pilot study company were
purposively sampled resulting to a total of ten (10) respondents andasigbepilot

study accesbie sample The resultsfrom the pilot studyshowed that the respondents

had experience in development of medical systems for both public sector and private
sector. The respondents also indicated that the designrdewelopment ofmedical
systens does notliffer for clients from eithethe public sector of private sectdence
necessitating the revision of the questionnaire question that sort to understand if the
respondents had developed medical systems for public sector agencies or private sector

companes.
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The research questions were drafted in a questionnaire and then sent to the selected
medical systems software developmeampanies vigjoogle form to test the extent to
which the respondents could understand and answer the respective questions without
strain. Some of the area that the questionnaire focused on were the years of experience in
medical systems development, whether the developers had developed medical systems
for the public and private sector, the focus of software development of theianmsif

they developed medical systems or other types of systems. The questionnaire further sort
to understand if the respondents had knowledge on the staradim of medical
systems. Theoilot study sort to understand if the respondents had knowleolgdahe
medical systems regulatigngandardsand protocols that are required to be adhered to
when developing medical systems. The knowledge on interoperability of medical
systems and the factors hindering interoperability of medical systems was alby sort

the pilot study. Rsults from the pilot studyhave been discussed in details in the

subsequent subsections.

3.6.1.1Years of Experience in Development of the Medical Systems
The respondents were required to indicate the number of years they havevioberdi
in the design and development of medical systehhe findingsare summarized in

figure 1Q
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Figure 10

Years of Experience in Development of the Medical Systems

Count of years you been involved in the
development of medical systems

COUNT

=]

1 TOS5 YEARS 6 TO 10 YEARS
Range of years mvolved in system development

The pilot study revealed that most of thependents, approximately 80%, had 1 to 5
years of experience in developing medical systems. The study found that most of the
organizations targeted fresh graduates from various universities within and outside the
country due to the need of programmers wdre fully available and able to work for

long hours with less commitments amhgagementsUnderstanding the years of
experience is vital as it helps in determining how it affects quality assurance, innovation

and invention, and risk mitigatidrence the gestion was retained in the questionnaire.

3.6.1.2Design and development oMedical Systemdor Public or Private Secta

All the respondentsesponded that tlyewere involved indesign and development of
medical systems for both private and public insitiins. Hence it was clear that the
results had no impact in the study and did not affect or influence the architectural designs
of medical systemsThis question wadater restructured to allow the respondents to

record the software organizatiamme from which they are doing the design and
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development of the medical systemstead of the type of their clients if they were from

public or private sectan the actual research questionnaire

3.6.1.3Type of Information Systems Developed
The study also soin to discover whether the developenad afocus on the
development of medical systems only ather types of information system3he

responsdindings arein Figure 11.

Figure 11

Type of Information Systems Developed

Does Your company design and develop
medical systems only

Yes No B No

50% 50% = Yes

The results revealed that the two companies were involved in developing of medical
systems with a response rate of 50%is response shathat it was necessary to retain
the questionnaire questions on the type of information systems that were being

develged by the sampled medical systems software companies.

3.1.6.4Knowledge onStandardizatonofMe di cal Syst emés
The response from the pilot study on rating the levéinofvledge orstandardization of
medicalsystemsthe structural data formats, syntaxjcaorganization of data exchange

and rating the level of standardization of the medical systems' semantic standards,
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codifications, and protocols was not sufficient to respond to the research questions and
objectivesof the study Hence he questionsn the questionnairavere restructured to
explore the awareness of the respondents orstdrelards, frameworks and protocols,

level of interoperability in medical systems

3.1.6.5Knowledge on theMedical Systems Regulations, Standards and Protocols

The pilot study sort to understand if the respondents had knowledge on the medical
systems regulations standards and protocols that are required to be adhered to when
developing medical systems. All the respondents indicated that they were awlaee of
World Health Organizatio® segulations and they also indicate that they adhered to
Health Insurance Portability and Accountability Act of 1996 (HIPAA) standard and the
Kenyan data protection aof 2019in the design and development of medical systems
processThis response indicated that it was necessary to retain the questions on medical

systems regulations, standards and protocols.

3.1.6.6Knowledge oninteroperability of Medical Systems

The pilot study further sort to understand if the respondents were aware of
interoperability of medical systems. The findingvealedthat 86% of the respondents
haveknowledge on interoperability of medical systeamsl 14% of the respondents had
no knowledge on interoperability of medical systeifisis response shown that it was
necessary to retain the questionnaire questions on knowledge awarenes®f

interoperability of medical systenas shown in Figure 12.
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Figure 12

Knowledge on Interoperability of Medical Systems

Knowledge on Interoperability of Medical
Systems

HYes

H No

3.1.6.7Factors Hindering Interoperability of Medical Systems Was Also Sort by the
Pilot Study
The respondents indicated that some of the factors hindering interoperability of medical
systems includes structural, semantic, security and technical fathersesponse from
the respondents shown that it was necessary to retain the questions on the factors

hindering of interoperability of medical systems by the medical systems developers.

3.6.2Validity of the Instrument

The validity of a study is measured by how well it captiuhesphenomena of interest
(Mohajan, 2017). A simulation depicting the type of transaction that takes place between
two separate participants in the systemas carried out to verify the study. The hash of
the transaction mined on the system is also essémtiae system's integrity. The study's
proof-of-concept prototype was validated with the help of professional reviews from

Medical Software Developers.
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3.6.3Reliability of the Instrument

The degree to which outcomes are repeatable is called reliaBiibbility refers to the
extent to which a study's findings are representative of the population at large, while
validity refers to the ease with which a study's findings may be replicated using the same

procedures (Taherdoost, 2018).

The testretest rahbility techniquewasused to establish dependability in teitady The
testretest reliability approach involves giving the same test twice to the same set of
people at different times. It is possible to assess the test's stability over time by
correhting the results from Time 1 and Time 2. Then, a coefficient of stability, er test
retest coefficient, is calculated. The dependability coefficient in this case is calculated by
comparing the Pearson produmbment correlation between the same individuiist
scores from both occasions. The Pearson Correlation Coefficient is used to determine
testretest consistency; its value can range frdnto 1, with-1 indicating a perfectly
negative linear correlation between two scores, 0 indicating no lingafatan between

two scores, and 1 indicating a perfectly positive linear correlation betive®s scores
(Vilagut, 2014). Sinceeliability was established, theesearcher went forward to carry

out the investigation.

3.6.4Reliability and Validity Test Analysis Results

The internal consistency and reliability of the measurement scales employed in the
guestionnaire were evaluated by reliability analyilf items represented the number

of variables derived and coded from the questionnaire. To test fabiligf of the
guestionnaire that was uséat datacollection fiN of items was picked at 16 variables

out of 23 total variables. These variables werevariables relating to different facets of

system architecture, interoperability, and security, Gach's alpha coefficient was
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calculated. The reliability of the scalwas determined by the Cronbach's alpha

coefficient, which measures how strongly each variable's items connect with one another.

Table 5
Reliability and ValidityTest Analysis

Reliability Statistics

Cronbach's Alpha N of Items

.819 16

The fact that these variables all have constant Cronbach's alpha coefficient values of
0.819 means that each variable's items measure a valid and consistent camstiogtn

in table5. These results support the internal reliahilitgnce supporting the validity of

the survey instrumenisedto evaluate the opinion of the domain expeatsd implied

that the repliesverereliable in expressing the notions that were intended.

3.7 Data Collection Procedure

Quantitative and qualitative dataas gatheredthrough the use of questionnaires and
semistructured interviews respectivelsom medical softwarelevelopersvho serve as
domain expertsFrom theliterature review, the survey gsteonswere generatedThe
researcher gaed a better grasp of the research problem and the requirements and
constraints of the current medical systems after analyzing the survey responses. Both the
Institute of Postgraduate Studies at Kabarak Universitytae National Commission for
Science, Innovation, and Technology (NACOS@&ihdorsed andpprowed the research

proposabefore any dataascollected.
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3.8 Data Analysisand Presentation

Data wasanalyzed in an exploratory fashion to draw parallels betvpeevious efforts
and the ways in which distributed ledger technologies are being used today to improve
healthcareFurther, analysi®f datageneratd insights onthe trendsto improvecurrent

distributed ledger technologies

An enhanced secure distriledt ledger interoperablenedical system prototypaas
developed and the simulated results from the deasused tguide the development of

the framework. A clear documentation of the reswiisgenerated and explained.

3.9 Framework Evaluation and Validation

The evaluation of the developed enhahacure distributed ledger interoperable
framework for medical system was through development of a Medical DLT prototype
following a definel architectural layoutAfter development of the prototype, the Delphi
method was used to validate tlfferent security, privacy and interoperability
parameters like authentication of users, levels of authorization, access control,
encryption, hashing, signing and ability to securely exchange patient EMR across
different halth facilities. Delphimethodinvolved collectingopinion andfeedback in
several round$rom the medical system software developers who are domain xpert
This wasdone in secret to promote objective answerthe validation and evaluation of
Medical DLT system prototypeTo reach consenswuarious parameters were considered
these parameters weusability, security and privacy, access control, authentication and
authorization, interoperability and adherence to healthcare standards. The dppasin
opinionsweregathered and distilled using the structured and iterative Delphi technique

The results obtainefdlom the delphi methodreas shown in chapter 4 sectiohS.4.
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3.10Ethical Considerations

During the data collection processand the framewdr testing procedures several

ethical considerationsereadhered to due to the sensitivitylwth thep at i ent s6 med
data andthe medical systems thatere involved in the development of the medical

system prototypeThe researcher adhéréo all ethcal requirements by theegulating

authorities. Datawas collected from the sampled medical software developers after
seeking consent and approvals from the sampled institutions. Widgsdone after

obtaining an introductory letter from the institute ofsfgyaduate studies of Kabarak
University and also a research permit from the National Commission for Science
Innovation and Technology (NACOSTIps stated in Appendix. IThe information

obtained from the respondentss treated withutmostconfidentialityso as to uphold
respondeestdes @Gnd sespedbi nce patientds meda cal d

proprietary strictadherence toode of ethics in data managememasalsomaintained
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CHAPTER FOUR
DATA ANALYSIS, PRESENTATION AND DISCUSSION

4.1 Introduction

This chapter presents tfiadings of the studyanalysis, interpretations and discussion of
the findings organized as pdhe research objectives and questimicated inchapter

one. It also presents the general informatiorpasided throgh the domain experés

responses who were the medical systems software developers. The objective of this study

was to bridge the gap between the pressing need for seamless datatshargigput the

healthcareecosystemsand the quickly evolving field afmedical technology. The study

examines a wide range of security procedures, interoperability awareness and alignment

with healthcare objectivesoncerns,in an effort to provide lighto the complicated

nature of secure medical system design.

The finding that relate toeach of thefour researchobjectives have beepresented.
Objective one sought toestablish factors affecting secure interoperability of medical
systems objective two aimed to design an algorithm to enhance security of DL
interoperability framework for medical system®bjective threesought todevelop a
secure DL interoperability frameworkfor improving the security of medical data
exchange between medisistems; while@bjective fouraimed tovalidate the developed
secure distributed tiyer interoperabilityframework for secure medical data exchange

have been presented.

4.1.1General Information

A mixed researcldesign incorporatingystematic literature review, descriptive study,
experimentation techniques and prototypies employedn the study with the purpose

of developing an enhanced secure distributed ledger interoperability framework for
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medical systems. Descriptive survey was used to gather facts fromethieal systems
software developers who adomain expertsnvolved in analyzing, designing and
developingmedical systems softwareia online questionnaires and sesiuctured
interview schedule. To analyze the collected data IBM SPSS statistics version 28 and
Microsoft Excel statistical tools were used. For qualitativa datalysis MAXQDA tool
was usedo analyzedata. The results are presented in tables, frequency tables, graphs

and charts.

4.1.2SystematicLiterature Review Results

The study used systematic literature review research design to answer the first objective

thatsoughtto establish the factors affecting secure interoperability of medical systems.

4.1.2.1 Research Questions Addressed RQ

To conduct the systematic revi ewattarethe st udy
factors that are affecting secureteroperability of medical systemat different

interoperability levels® t hat ai ded in understanding the

4.1.2.2Inclusion and Exclusion Criteria

This literature review only includes research that address the issue of interoperability of
medical systemat different interoperability levels. Additionally, studies on the
application of DLTs by the medical systems in healthcare sector and the studies from the
years 2017 to 2@ are the ones included for the review. Review type research,
discusions, uses and applications of DLTs in other sectors;relemant publications

and any work that are not empiriced¢re excluded.

4.1.2.3Data Sources
The literature review included the review of ten electronic databases and electronic

libraries. The Ibraries reviewed include; IEEE Xplore, Google Scholar, PubMed
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NCBI, Elsevier Science Direct, Mendeley, PNAS, Springer link, Web of Science (WoS),
Medline EBSCO, and ACM Digital Library. The researcher conducted the advanced
search for the relevant pulditons from the electronic libraries and databases using the

query string(s) definedf(Distributed ledger OR Distributed Ledger Technologies OR
ADLTs0) AND (medical syst e miatb@RHeat@lOR hcar e
health systems* OR medical imfoation systems OR *health information systems* OR

medicalp .

The researcher constructed the search string based on the research domain and the
defined research question. Due to a lack of advanced search options for some libraries
and databases like Goegbcholar, Mendeley, PNAS and Springer Link, they returned
many nonrelated results that were not meeting the inclusioaexclusion criteria.
Therefore, the researcher only included the first 100 most relevant results from these four
databases. This searichthe online digital libraries was conducted in January320ke
researcher intentionally made the search query as broad as possible in order to consider
as many results related to the systematic research questions as possible. The summary of
the searchn all databases and libraries returned 4777 results and the results returned for

each database search are presented in Bable
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Table 6

Summary of Search Results

Database / Library Number of Results Number of results suitable

after detailed screening

IEEE Xplore 17 10
Google Scholar 3562(100) 12
PubMedi NCBI 30 5
Elsevier Science Direct 18 8
Mendeley 167(100) 7
PNAS 202(100) 2
Springer link 745 (100) 1
Web of Science (Wo0S) 10 2
Medline EBSCO 20 4
ACM Digital Library 6 1

4.1.2.4Selection of Studies

The selection process started with 501 publications gathered from online digital
databases and digital libraries. Based on the incleestatusion criteria, the publications
were either included in the review or not amdotal of 52 papers were reviewed. The
researcher was interested in how the distributed ledger technology (DLT) is used in
providing secureinteroperability of medical systems in the healthcare sector and finding
out the factors thatffect secure interogrability of medical systems alifferent

interoperability levels.

4.1.2.5SystematicLiterature Review Findings

The findings on factors affecting secure interoperability of medical systems in the
healthcare sectorevealed that structural, semantic, séguand technical factorare
among the factoraffecing secure exchange of electronic medical records (EMRS)

across different medical systenifie results are summarizedliabe 7.
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Table 7

Summary of Systematic Literature ReviResults

Broad Specific Factors LiteratureSources
Factors
Structural  Architecture of networks (Rahmani et al., 201&Jddin et al., 2018)
Factors and
(Budman, 2021)
Viability and scalability (Mishra et al., 20233nd(Emergen Researct
2022)
Application programming (Torab-Miandoab et al., 2023Panda et al.
interfaces (APIs) and dats 2023)and
integration (Juérez et al., 2022)
Data protocols and (A. Singh & Chattege, 2020andAcuia
standards Ulloa &Cabanillas Castillo, 2022; AlQudah
et al., 2021)
Data Policies and (Truong et al., 2020Q)TorabMiandoab et al.,
governance 2023)andAjayi et al., 2020)
Infrastructure and (Andoni et al., 2019) and(Andrew et al.,
hardware 2023).
Semantic  Data formas and (Mehta et al., 202Q(Kotey et al., 2023;
Factors semantics standardizatior Szarfman et al., 2022)Colombo et al., 2020

Data mapping and
ontology

Semantic harmonization

Consents and permission:
for data sharing

Crossborder
communication

Elvas et al., 2023)

(Brogan et al., 2018; Garcia et al., 2020)
(Haque et al., 2022; N. Kuo, 2015; Moon el
al., 2020)and

(AlQudah et al., 2021; Institute, 2020;
Muinga et al., 2020)

(de Mello et al., 2022; Haque et al., 2022)
(Belmonte & Ot, 2021; E. Li et al., 2021;
Schulz et al., 2018ndBelmont & Ot,
2021; de Mello et al., 2022; Schulz et al.,
2018; TorabMiandoab et al., 2023)

(de Mello et al., 2022; Toralliandoab et al.,
2023)

standardizatiofEklund, 2019; Health Act,
2017)and( Kim et al., 2020)

(Abernethy et al. 2022JTruong et al., 2020;
Zheng et al., 201§BSavage & Savage, 2020
TorabMiandoab et al., 2023nd(Belmonte
& Ot, 2021; Katehakis & Kouroubali, 2019)
(Pawczuk et al., 2019)Seaberg et al.,
2021)(June Okal, 2018McGhin et al.,
2019) (Kouroubali & Katehakis, 2019)
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(Cohen 2020b), Durneva et al. (2020d
(TorabMiandoab et al., 2023)
Semantic risks and (Dagher et al., 2018; Edemekong & Micelle
cybersecurity 2020)
(IBM, 2021)(de Mello et al., 2022)Yang et
al., 2022)Abernethy et al., 2022)
andSeaberg et al., 2021)

Security Data encryption (Elvas et al., 2023andSeh et al. (2020)
Factors Management of identity  (Arslan et al., 2020; Wang et al., 2022)
and access (Accenture, 2019and(Eunice et al., 2019)
Consensus mechanisms i Ibanez and Rua that was publishe@@23
Blockchain and(Ibafiez & Rua, 2023)
Smart contracts and Quantstamp study in 2021 gbhi et al.,
vulnerabilities 2019; Saxena et al., 2021)
Immutability and data (Urkude et al., 2021and (Liang et al 2023)
integrity
Privacy preserving (Holweger et al., 2021peloitte report in
techniques 2021 an@Anthony Jnr, 2021)
Frequent monitoring and (Xia et al., 2017and(Sun et al., 2018)
auditing

Technical Blockchain structures and (Saeed et al., 2022)
Factors procedures
Mechanisms of consensu: (Hafid et al., 2020and(Union et al., 2020)
Solutions for data storage HIMSS research in 202{0Onik et al., 2019)
and(M. Kim et al., 2020)

Smart contract (Elvas et al., 2023and(Budman, 2021)
development
Standards for (Clunie, 2021)and (Ulloa & Castillo 2022)

interoperability

Interfaces for application (Abernethy et al., 2022)

programming (APIs)

Structure and network (Australia, 2020and(Anthony Jnr., 2023;
Laroiya et al., 2020)

4.13 Response Rate

The effectiveness of the data collection strategn be determined mainly by the
response rate. Using purposive sampling techniqua total of 17 medical systems
software development companies involved in the design and development of medical

systems were sampled and used for the study. Two medgsi@ns softwareexperts
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were sampled per company and issued with the online questionaiasal of twelve
(12) companies with #otal of 24 respondents frorthe 17 medical systems software
development companiesampled filled and returned usable questi@ires to the
researcher, giving a response rate of 70.88&. high response rate signifies relevance of
the research topic to the participgragad the success of the data collection pree#s
also reveals a substantial degree of involvement anchgnkssof the respondento

participate in the study.

The major reasons for a high positive response by the respondents were attributed to the
research questionnajr@hichwas accompanied with the research permit license number
from NACOSTI, the reseah permission introduction letter by the Institute of Post
graduate studies of Kabarak University, the ethical letter from Kabarak ethics committee,
the assurance by the researcher to maintain professionalism, privacy and confidentiality
whenworking with responsgfrom the respondents, the assurance and willingness by the
researcher to share the findings and final report with the interested resppradehtbe
structure of the questionnajrevhich was simple, professional and Rambiguous.
Additionally, the response rate provides context for the generalizability of the results to

the broader populatioand contributeto the overall validity of thistudy.

4.1.4 Medical System Software Developer¥ears of Experience

In response to the experience irsig@ing medical systemghe dataset contains details

on the respondents' years of expertise in medical system design. The respondents'
degrees of experience ranged, with those with 1 to 5 years of experience making up the
majority (50.0%) these findingsevealed that most of the organizations targeted fresh
graduates from various universities within and outside the country. Understanding the
years of experience is vital as it helps in determining how it affects quality assurance,

innovation and inventionand risk mitigation this was explained by the need for the
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development companies need for those with less engagements since the development of
software requires those who are able to code for longer hours witistratctions This

was followed by thosewith 6 to 10 years of gerience (33.3%). Only 184 of
respondents said thdyad between 11 and 15 years of experience in this field. This
distribution shows that botihe professionals in their early careers and those with greater
experience contributeb the studyA fair representation of a wide range of experience

levels among the respondentssrevealed by the findings.

This variability in experienceshows that the study includes perspectives from both
seasoned experts and-apdcoming experts irthe field of medical system design. The
range of experience levels produced a broad variety of viewpoints and ideas, adding to
the general robustness of the study's findings. These observations assisted in putting the
forthcoming studies of security prabges, interoperability, and practical difficulties into
context. The detection of trends and correlations between experience and attitudes
toward security, interoperability, and system design methods is also made possible by
analyzing the respondents’ deg of experience. This linkfferedinsightful information

about how best practices change over time and how to adapt them to shifting technology

environments.

4.15 Type of Medical System Developed

The classification of the medical systedevelopedoy the participatingnedical system
software developmerdompanies offers insightful information about the emphasis and
areas of expertise of the respondentsis information helped the researcher in
contextualizingtheir responsesand to understand how d#érent types of medical
systems impact various aspects of design, security, and interoper&igitye 13 shows

somekey findings based on the analysikthe type of medical system that was being
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developed by medical systeragftwaredevelopmentompanes that participated in the

study,

Figure 13

Key findings based on thenalysis Showing Percentagesthe type oMedical System
Developedy theMedical Systems Software Development Companies

Type of medical system
developed
Enterprise Resource Systems
.(ERPg) !
Wl Mohile Applications
M Standalone Medical System
[ web-hased Medical Systems

i.  Enterprise Resource Sysms (ERPS)
A significant portion of the respondents (62.5%) repotteat their medical system
software company wadeveloping Enterprise Resource Systems (ERPS) in the medical
domain. ERPs play a vital role in managing various aspects of healthcarezatigasi
such as patient records, billing, and inventory management. This indicates that a
substantial number of respondents are involved in creating systems that streamline

administrative and operational processes within healthcare settings.

ii. Web-basedMedical Systems
25.0% of the respondenisdicated that their company is involved developing web
based medical systems. WbBhsed systems offer the advantage of accessibility and

remote usage, allowing healthcare professionals and patients to imtghatite system
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from different locations. These systems often facilitate communication, data sharing, and

patient engagement.

iii. Standalone Medical Systems

A smaller portion of respondents (8.33%) reported designing standalone medical
systems. Standalonsystems refer to software applications or devices that operate
independently and are not necessarily connected to larger network infrastructures. These
systems might serve specific medical functions or offer specializedTtbete kinds of

systemsnclude clinicaldecision support system and disease management system.

iv. Mobile Applications

4.17% of the respondentmentioned developing mobile applications tailored to the
medical field. Mobile applications play an increasingly crucial role in healthmare
enabling patients and healthcare providers to access information and services on mobile
devices.These systems include patient monitoring system, mobile telemedicine system,

mhealth based systems among others.

Implications of the diversity in the typesof medical systems developed by the
respondents highlight the range of applications and functionalities within the medical
domain. ERPs, webased systems, standalone systems, and mobile applications each
serve distinct purposes, suggesting that respasdeve expertise in various segments

of the healthcare technologgndscape. Understandirtbe type of medical systems
developed allows for targeted analyses in subsequent stapestfdy. The knowledge

of the type of the system developed gave theahers a clear understanding of the
security practices applied across different types of system designs, which laid the
foundation of understanding the levels of interoperability and the challenges that hinder

interoperability of different types of medicsystems. Bycategorizing responses based
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on the type of medical systenibe researchewas ableto uncover nuances and trends
that contribute to a more comprehensive understanding of the intersection between
system design, security, interoperabilitynda practical challenges in the diverse

landscape of medical technology.

4.16 Security as aDesignRequirement

The study sort to explonehether security is considered a necessary requirement during
the design phasdy the developers. Examiningvhether searity is considered a
necessary requirement during the design phase of medical systems is grucial
understanding the approach and priorities of the respondents. Based on the analysis done,

the followingfindingswere discovered

i.  Security as a Necessary &juirement
Security is viewed as a vital criterion during the design phase of medical systems,
according to the majority of respondents (91.67%). This broad agreement serves as a
testament to the fact that security has been given paramount consideratierdesign
of medical systems. Sensitive medical data and system integrity can be protected and
possible risks reduced by designingedical systems thaemphasize orsecurity right

from the initial stages

ii.  Security as Not a Necessary Requirement

Securityis not seen as a necessary necessity throughout the design phase according to a
lesser percentage of respondents (8.33%)s important to keep in mind that this
minority opinion may be impacted by elemestgh aghe particular medical systeths

strucure, company culture, or perceived risk levels.

The mplications of the responses indicate thatet respondents’ overwhelmiypg
agreement that security must be a priority during the design prasetsmonstrated in
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their awareness of and attention to sigtrelated issues. This adherence to security best
practices is encouraging since it shows that nmaaglical systems software development
companiesare actively addressing security concerns to protect patient data, adhere to
legislation, and uphold systereliability. Theremay be a number of reasons for the
relatively small percentage of respondents who said that security is not viewed as a
necessary criterio.his minority responsmay reflect differing perspectives on security
requirements, possibleisconceptions about the potential threats, or the assumption that
security measures can be effectively addresseddessgn. Addressing the viewpoints of

this subgroup could provide valuable insights into challenges related to security
awareness and impfeentation.Overall, the findings indicate a strong commitment to
integrating security considerations into the design process of medical systems. This
commitment is reflective of the evolving landscape of data breaches and cyber threats,
where the consequees of inadequate security can be detrimental to both patients and
healthcare organizations. The broad recognition of security as a requirement bodes well
for the overall security posture of the medical systems being developed by the

participating compange

4.17 Adhering to Healthcare Design Policy

Understanding if the company adheres to specific healthcare design policies indicates
r e s p o ncamemitrhest do industry standardsxploring whether companies adhere to
specific healthcare design policies ydes insights into their commitment to industry
standards and best practicEke studyfocusedon understanding the respondents were
adhering to policies and standards like, the global data protection regulation (GDPR),
Kenyan Data Protection Act 0029, Health Insurance Portable and Accountable Act of
1996 (HIPAA), HL7 (Health Level Seven), DICOM (Digital Imaging and
Communications in Medicine), FHIR (Fast Healthcare Interoperability Resources),
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SNOMED CT (Systematized Nomenclature of Medicn&linical Terms), CCDA
(Consolidated Clinical Document Architecture), OAuth (Open Authorization) and Open
ID Connect, XDS (Cros&nterprise Document Sharing), SMART on FHIR SMART
(SubstitutableMedical Applications, Reusabl&echnologies) and NCPDP (National
Council for Prescription Drug Programgd)his analysis offers valuable information about
the extent to which organizations prioritize regulatory compliance and align their design
practices with established guidelin@$ie study revealed tHendings depictedin Figure

14.

Figure 14

Adherence to the Healthcare Policy

Adhereance to the healthcare policy

Eves
W o

i. Adherence to Healthcare Design Policy
The data revealeithat a signiftant majority of respondents (80%) indicated that their
company adheres to healthcare desigiicigs. This significant number shows that the

participating businesses place a high value on adhering to rules, norms, and guidelines
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specific to their industry. Adhering to healthcare design guidelines makes it possible to
guarantee that the created sys$ meet recognized standards for quality, security, and

patient safety.

ii. Non Adherence to Healthcare Design Policy

A lesser percentage of responderi®.5®%) claimed that their business did not follow
healthcare design guidelines. This minority opinionyrba the result of a number of
variables, including organizational size, resource constraints, or particular contextual
concerns. To have a thorough grasp of the difficulties and incentives associated with

policy adherence, it is crucial to take into aauoilne factors that led to this viewpoint.

The vast majority of respondents who said that their firms follow healthcare design
regulations suggest that compliance with these policies indicates a strong commitment to
upholding industry standards. This deion is positive because it demonstrates a
proactive approach to ensuring that the developed medical systems meet essential quality
and safety requirements. The minority of companies who deviate from healthcare design
principles might provide valuable iights into the factors behind this decision.
Examining the elements that contribute to this attitude could reveal problems with how
resources are allocated, opinions on how applicable the policy is, or possible conflicts
between the policy's implementatiand other organizational goals. When considering
security protocols and interoperability levels with other elements, such as healthcare
design policies, a complete grasp of how policy alignment impacts system design and
development may be gained. Furthersy comparing adherence rates across different
medical system types and company sizes might reveal disparities within the industry. In
summary, the findings emphasize how important it is to follow policy to guarantee that
medical systems are designed waginality, safety, and regulatory compliance in mind.

The large number of businesses that follow healthcare design guidelines shows a shared
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dedication to industry norms and enhances the general legitimacy and dependability of

the medical systems under demnent.

4.18 Correlational Analysis

A convincing understanding of the relationship between a company's adherence to
healthcare design guidelines and its awareness of interoperability within the context of
developing medical systems emerged from the @iagdysis.Table8shows the summary

of the correlational analysis.
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Table 8

Summary of the Correlation Analysis

Correlations

Adhering Awareness t Sharing System have The level
to interoperabil information architectural of
healthcare ty between interoperabili interopera
design different y inbuilt bility align
policy healthcare capabilities with the
healthcare
organizati
onal needs
Adheringto  Pearson 1 655 589" 737 507
healthcare Correlatio
design policy n
Sig. (2 .001 .002 .000 011
tailed)
N 24 24 24 24 24
Awareness to Pearson 655 1 .265 415 258
interoperability Correlatio
n
Sig. (2 .001 211 .044 223
tailed)
N 24 24 24 24 24
Sharing Pearson 589" 265 1 799" 697"
information Correlatio
between n
different Sig. (2 .002 211 .000 .000
healthcare tailed)
N 24 24 24 24 24
System have Pearson 737" 415 799 1 321
architectural  Correlatio
interoperability n
inbuilt Sig. (2 .000 .044 .000 126
capabilities tailed)
N 24 24 24 24 24
The levelof ~ Pearson 507 258 697" 321 1
interoperability Correlatio
align with the n
healthcare Sig. (2 .011 .223 .000 126
organizational tailed)
needs N 24 24 24 24 24

**_Correlation is significant at the 0.01 levelH@iled).

*. Correlation is sigrficant at the 0.05 level {tailed).

4.18.1 Adhering to Healthcare Design Policy and Awareness to Interoperability:
The statistical results showed a strongsifpee correlation between adhering to

healthcare design policy and awareness to interopeyafiliesetwo variablesecorded
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(r = 0.655, p<0.01), indicating a meaningful and consistent link. This indicates that
organizations that prioritize adherence to healthcare design guidelines often demonstrate
a higher level of understanding of interopen@ptlifficulties during the creation of their
medical systemsThe fact that there is a correlation between adherence to healthcare
design policies and increased knowledge of interoperability issues has significant
ramifications for thenealthcare sectdiusinessHealthcare organizationgho prioritize
adherence to these regulations not only show a dedicatidmedatihcareindustry
standardsbut also seem to be more aware of the changing interoperability landscape,
possibly presenting themselves as indukdaders. The importance of fostering a culture

of adherence to healthcare design policies as a means to promote better awareness and
integration of interoperability standards within the domain of medical systems
development is highlighted by this findinwhich offers insightful information for both

policymakers and industry stakeholders.

4.18.2 Awareness to Interopenbility and Sharing Information

An intriguing association has been found between statistics on interoperability awareness
and the inclinabn to share information among various healthcare systems. Although
there is a positive correlation, it is only moderately significant (r = 0.265, p<0.05),
indicating that there is a relationship between these factors that is both discernible and
not overy strong. This research suggests thaglthcare organizationsith stronger
awareness of interoperability principles have a greater propensity to share information

across varioumedicalsystems.

The significance of this link resides in the understandingffers to the dynamics of
information sharing and interoperability in the healthcare industry. Although not a strong
association, it shows thdtealthcare organizationsre more likely to appreciate the

advantages of seamless information interchangengmedicalsystems as they become
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more aware of the complexities of interoperability. This insight might help the healthcare
sector to collaborate more effectively, provide better patient care, and streamline
procedures. Despite the fact that the assacias not particularly strong, it emphasizes
the value of fostering interoperability awareness as a first step toward attaining more

effective information sharing procedures among healthcare systems.

4.1.7.3Sharing Information and Architectural Interopera bility

An extensive and highly significant association has been found between the examination
of data on information exchange between differaeticalsystems andhe availability

of architectural interoperability inherent features. In particular, theeee dlear positive
connection between these two variables (r = 0.799, p<0.01). This finding highlights a
strong correlation, indicating thatealthcare organizationwho are eager to share
information across variousiedicalsystems are also more likely bwild architectural

interoperability right into theimedicalsystems.

This association has important ramifications. It suggests thealihcarecompany's
tendency for information exchange and its approach to system design are strategically
aligned. Thecreation of medical systems with buiitt architectural interoperability
elements is essentially a strategy employed by enterprises that prioritize seamless
information interchange throughout the healthcare ecosystem. This alignment might be
viewed as a gud indication for the healthcare sector since it showsthiese healthcare
organizationsare working together to improve the interoperability of theiedical

systems, which could result in more effective and integrated healthcare services.

conclusion, bkalthcare organizations' strategic synergy iswsh in the substantial
positive association between information exchange and architectural interoperability. It

implies thathealthcare organizatiorsse acknowledging the crucial connection between
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these twaelements and are acting proactively to promote interoperability by design. The
advancement of interoperability efforts and, ultimately, an increase in patient care and

healthcare system effectiveness are both potential benefits of this correlation.

4.18.4 Architectural Interoperability and Organizational Needs

An intriguing but not statistically significant association is found when the relationship
between having architectural interoperability inherent capabijlidied the alignment of
interoperabilitylevels with healthcare organizational needs is examined. In particular,
there is a positive association between these two variables (r = 0.321, p > 0.05), showing
thathealthcare organizatiomgth architectural interoperability elements in their systems

are likely to have a little better alignment of interoperability levels with their healthcare
organizational goals. However, the extent of this correlation's strength is relatively

moderate, and it is not statistically significant.

Nonetheless, it is stilmportant to look into the correlation's implications even if it is not
statistically significant. This finding suggests that there could be a relationship between
medical systems' architectural design and their adherence to the specific needs of
healthcae institutions. Investing in architectural interoperability aspects may somewhat
boost a business's chances of meeting the interoperability requirements of its multiple
healthcare organizationshis is becausthe absence of statistical significance raitgee
possibility that there are other variables at play, caution should be used while evaluating
this relationship. This finding highlights the difficulty of precisely matching system
design to organizational needs in terms of application. Architectuieloperability is

one determining element, but it is not the only one, even if it might aid in this alignment.
It's likely that there are more organizational, technological, and environmental factors.
Consequently, healthcare rganizations need to considea comprehensive

interoperability strategy that extends beyond system design. The association between
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organizational needs alignment and architectural interoperability is not statistically
significantdespite optimistic findings, hence the need to addtiessinteroperability
problems in the healthcare sector, through more research and analysis of different

components.

4.18.5 Adhering to Healthcare Design Policy and Organizational Needs

This studyhasshowna positive and statistically significant relatghip between
following healthcare design policy and matching interoperability levels to organizational
requirements in the healthcare industry. Specifically, these two factors have a noteworthy
positive correlation (r = 0.507, p<0.05). This research atd&that medical systems that
satisfy healthcare r g a n i mrequei regquirentents and specificatiame more likely

to be found in companies that emphasize patient care and adhere to healthcare design

principles.

This association illustrates the impamte of following recognized healthcare design
standards, frameworks, and guidelines while developing new medical systems. In
addition to ensuring compliance with industry standards, healthcare companies
prioritizing adherence to these standards and guieleldemonstrate a commitment to
tailoring their medical systems to the unique needs of healthcare organizations. By
connecting their medical systems with these requirements, healthcare organizations
canenhance their medical systems' general efficacy iatetoperabilitywithin the

healthcare ecosystem.

This findingrecommends that medical system developers and healthcare organizations
should focus substantially on following medical system design regulatioakgmo
medical system design with organizagbrrequirements better. Moedficient and

interoperable medical systems might be produced by taking a strategic approach to
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medical system development that incorporates policy adherence and healthcare
organizational requirements analysis. The relevangeobify compliance for attaining
interoperability and system effectiveness in healthisashown by the positive and
statistically significant correlation between following healthcare design policy and
alignment with organizational requirements. It botst¢he idea that, in this case,
developing a medical system involves a complete strategy that considers industry norms

andorganizational requirements.

4.2 Factors Affecting Securelnteroperability of Medical Systems

Interoperability is the ability of difrent medical systeraslevices and applicatiorns

work togethelin exchanging and using data seamlesgégthin and across organizational
boundaries to advance effective healthcare delivery for individuals and communities
(Bokolo, 2022) Interoperability aids in improving healthcare delivery, patient outcomes,
and overall efficieny in the healthcare industry. It enables healthcare providers to access
and share patient information accurately and efficiently, leading to fefivemed
decisions and improved patient caRmor interoperability between health information
systems redies the quality ohealttcare provided to patients and wastes resources

(HIMSS, 2022)

42.1 General Categories of the Factors Affecting Secure Interoperability of
Medical Systems

Achieving seamless interoperability remains a complex challenge. stbdy sort to

explore key factors affecting the inbperability of medical systems. The study revealed

that some of the key factors that affect interoperability of medical systems can be

categorized intotechnical, semantic, organizational, legaltegulatory, security and

privacy, human, financiabnd cultural aspect3able 5showsthe categoriesf factors

affecting the interoperability of medical systems.
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Table 9

Categorieof Factors Affecting the Interoperabiliof Medical Systems

Percent (%)

Valid Technical factors 32
Structural factors 11
Semantic factors 22

Organizational, Human & Cultural factors 05

Legal/Regulatory factors 10
Security & Privacy factors 12

Financial factors 08

Total 100

4.2.1Results Analysis andDiscussion of the Findings

According tothis study, respondents rated technical factors as the infaggntial. 32%

of the respondentsonsider technical factors to have the greatest impact on the
interoperability of medical systems. This category en@sses crucial elements such as
data standards, interoperability protocols, data integration, scalability, and technical
infrastructure all of which were identified as top contributors to the overall
interoperability challengél’he study noted that the uséstandardized data formats and
codingsystems, suchsHL7, DICOM, SNOMED CT is crucial for ensuringhat data

can be exchanged and interpreted consistently across difsgtams. Medicatystems

often use proprietary data formats, making it difticfior different systems to
communicate effectively. Establishing and adhering to indisstngdard data formats

for exampleHL7, FHIR, is crucial for achieving interoperability.

It was also noted that the choice of communication protocols (e.g., REDR) and
interfaces for data exchange is important to establisfeamless connections between

systems. Additionally, the ability to integrate data from various sources (e.g., EMRs,
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medical devices, laboratories) is vital for a comprehensive patientdyemmod hence
systems should be designed to scale with increasing data volumes and user demands.
Also, managing inconsistent information across multiple network sources is a huge
challenge, particularly for healthcare IT vendors who service large healilorkst

Many healthcare organizations still rely on enterprise systemsutaot designed with
interoperability in mind. These older systems may lack the necessary APIs and interfaces
to integrate with modern systems, creating compatibility issues.tizfenteroperability

often requires the use of integration middleware, such as semnaded architecture

(SOA) or healthcare information exchange (HIE) platforms.

Selecting and implementing the appropriate middleware is criticahsuringseamless

data exchange between different systelsstly, the study revealed that technical
infrastructuralfactors like network connectivity, data storage and management are also
crucial for the success of medical systems interoperability. This implies thateerab

secure network infrastructure is essential for data transmission and exchange between
medical systemsand efficient data storage, backup, and management systems are
needed to handle the volume of data generated in healtbeeat@.These resultsra
consistent with the already existing literatdang et al., 2022)(Clunie, 2021)and

(Albouq et al., 2022)

Semantic factors were rated the second most influential factors &@h & the
respondentindicating terminology and vocabulary, data mapping and ontologitgeas
main elements. This implies that consistent use of medical terminology and coding
systems ensures that data has a shared meaning across syXermaspondingly,
establishing mappings between different coding systems or vocabularies helps in
translatip data between systems with varying terminologies and using ontologies and

knowledge graphs can help in representing complex medical concepts and relationships,
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therebyaiding semantic interoperabilitythese results align with thexisting literature

(Patange et al., 2021()TorabMiandoab et al., 2023nd(de Mello et al., 2022)

Furthermore, lie survey revealed that security and privacy concerns were recognized as
impediments to medical system interoperabili¥% of the respondents highlighted the
significance of robust data security measures which includes encryption, access controls,
and aulit trails, asessential to proteiciy patient data during exchangedditionally, the
importance of patient consent and privacy emerged as vital factors, emphasizing the need
to secure patient consent for data sharing smensure compliance with privacy
regulationgfor maintainng trust. These elements were highlighted for their pivotal roles

in addressing these challeng@$iese results are in line with the reviewed literature

(Durneva et al., 2020)

Structural factors were also considered to be hindering interoperability of medical
systems with 11% of the respondents citing it as an impediment. In the healthcare
industry, structural elemengse a major determinant of medical system interoperability.
The level of structural interoperability establishes the structure, syntax, and format of
data that is sent between systems, making sure that the data remains coherent and
comprehensible to theystems that receive it. Structural interoperability, for example,
makes sure that vital medical data, like test results or patient record, is sent in an orderly
and consistent way, allowing for easy data interpretation and interchange between
various heahicare information systems. Structural variables improve the consistency,
correctness, and dependability of information provided amongst healthcare professionals
by creating a uniform framework for data interchange. This improves patient outcomes,
decisionmaking, and care coordination. Furthermore, following structural
interoperability guidelines encourages data integrity, lowers errors, and facilitates the

effective integration of medical information systems, ultimately enhancing the quality
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and effectiverss of healthcare delivery. These results are in line with the reviewed
literature(Persons et al., 2020)egal and regulatory factors were identified as another
impediment to the achievement of medical systetaroperability, asndicatedby 10%

of the respondents. Healthcare regulatiem@mplified by HIPAA inhealthcare sectpr
impose stringent demands concerning the storage and sharing of patieRedatatory

bodies may lag behind in establishing clear standards for interoperability. The absence of
such standards can hinder innavatand create uncertainty for healthcare organizations.
Diverse regulations across regions and countries create compliance comptéeitedsy

hindering data sharing.

Hence, friking a delicate balance between ensuring compliance with these regulations
and promoting interoperability becomes a crucial challengehé achievement of
medical systems interoperabilit€ollaboration among healthcare IT vendors, standards
development organizations, and government agencies can foster development and
adoption of interoperability standards and best practices to aid in medical systems
interoperability. This implies that lack of interoperability standards or poorly enforced
standards can obstruct seamless medical data exchange by complicating transactions and
comgicating the coordination of care across various medical setfiiigsfindings are in

line with the information that is already in literat{Rersons et al., 2020)

Financial considerationdjighlighted by08% of the respondentas a concernalso
emerged as a hindrance to medical systgeroperability. The financial ramifications of
establishing and sustaining interoperable systems can be substantial, encompassing
initial expenditures, continuous maintenance costs, and the potential for vendor. lock
Further, the demonstration offavorable Return on Investment (ROI) can serve as a

pivotal motivator for healthcare organizations to invest in such systems.
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Organizationalhuman, and cultural factors, alccounting for 5% ofesponseswere
identified as significant influences on medicgistem interoperability. Organizational
aspects encompass healthcare policies and regulatidms) necessitateompliance

with healthcare regulations such as HIPAA and ISO, as well as industry standards, can
impact the sharing of patient data betweegaaizations. Workflow integration, another
organizational factor, involves aligning system workflows with clinical processes and
practices to enhance user acceptance and system usability. Additionally, governance and
leadership were highlightethdicatingthat strong leadership and governance structures

can stimulate interoperability initiatives and establish guidelines for data sharing.

Among human factors, user training emerged as a crucial element, emphasizing the need
for adequate training for healthheaprofessionals and IT staff enhanceeffective
utilization and troubleshooting of interoperable systems. User accepiascanother
human factorwhich plays a pivotal role in the success of interoperable systems, as

resistance to change can impedeptbn.

Cultural factorawvhich accountedor the final 5%,compriseresistance to change, which

is prevalent in the healthcare industry due to its traditi@onservatism, potentially
hindering the adoption of new technologies and interoperable systegadth¢hre
professionals may exhibit hesitancy towards embracing change, even when it promises
benefits. The siloed mindset, historically predominant in healthcare organizations with
limited collaboration between departments or institutions, necessitateuaal shift

towards a more collaborative approach to promote interoperability.
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4.2.2 Specific Barriers to Secure Interoperability of Medical Systems under
Technical, Semanticand Security Factors

The study further sort to understand the specific barti@rinteroperability of medical
system under the categoriabelledtechnical, semantic and securagtors, whichwere
identified in section 4.2.1. The respondents were asked to indicaspeb#ic barriers
under technical, semantic and security dest Figure bgives the summary of the
specific barriers to interoperabiligf medical systemas answered by the respondents.
The discussion of the findings on barriéiadering secure interoperability of medical
systems under the technical, semantid aecurity factors are discussed in the

subsequergections

Figure 15

Summary of the Barriers to Interoperability of Medical Systems
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4.22.1Results Analysis and Discussion of the Findings

Ease of acessf medical systems is mgoned as one of the barriareder the technical
factorsthat hinder interoperability 62.3% of respondents believeatiat accessibilityof
datawas a barrieto interoperability hence highlightingt a serious problenthat faces

medical systems. Thesmdings are in line with more general debates in the healthcare
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sector, where data accessibility has long been a source of worry. In order to deliver
timely and effective patient care, it is critical to ensure simple and safe acoesdital

data acroswarious systems, according to a paper by the Healthcare Information and
Management Systems SocigfyMSS, 2022) The respondents may have pointed out
data silos, proprietary data formats, or access control restrictit@shascalobstacles to

the free fow of information across healthcare organizations.

The fact that a large majority of respondents acknowledge that removing these barriers is
difficult is a further indication of the pressing need for solutions because achieving
interoperability necessitas doing so. The WorlHealth Organization report on Isrées
venture to advancmteroperability and data sharing in the health sy§féanld Health
Organization [WHO], 202HIso emphas&s the necessity of interoperability for global
health activitiesand the importance of resolving access concerns in order to accomplish
this goal. As a result, the survey resudts notjust reflect the respondents' opinions;
ratherthey reflect the indstry's acknowledgment of the significance of addresdatg
accessibility as a kexomponent ofthe technical factos affecting and hindering

attainment oseamless inteperability in medical systems.

Data Portability is also recordeds a barrier under technical factors affecting
interoperability of medical systen®2.5% of respondents citing data portability as a
barrier to interoperabilitythereby revealin@ pervasive worry in the world of medical
systemsin the healthcare sectofhe seamless intdrange of information between
healthcare organizations, which is essential for coordinated patient care and effective
healthcare delivery, is impacted by the issue of data portability, making it a significant
factor. This findingis consistent with talks ithe healthcare IT industrgs cited ina

paper by Torab and otherBgrabMiandoab et al., 2023)oting thatit has been difficult

to make sure thamedicaldata can be easily transported and shared amuedijcal
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systems Additionally, oneof the essential elementd interoperability, according to a
report released by the Office of the National Coordinator for Health Information
Technology (ONCYU.S. Department of Health & Human Services, 2028y a paper

by Savage and Savagd®avage & Savage, 2020} data portability. No matter the
technologies in uselata portabilityunderlines the necessity for healthcare companies to
be able to access, retvie, and securely communicate patient data across many
platforms. The overwhelming majority of survey participants who see data portability as
a problem emphasize how urgent it is for healthcare institutions and policymakers to deal

with this issue.

The Wald Health Organization (WH@Vorld Health Organization [WHO], 202@)so
underlines the importance of data portabilityinternational data exchange and global
health efforts, in addition to its importance at the national level.dibgsrvation stresses
importanceof dataportability in addressing impediments itateroperability, both inside

local medical systemsnd globdy. Finally, the significant proportion of respondents
who identified data portability as a challenge highlights the urgent need for coordinated
efforts in the healthcare industry to develop standards and solutions that enable easy
transfer of data betwaevarious systems, ultimately enhancing interoperability and, by

extension, the caliber of healthcare services offered to patients.

Dataconfidentiality, integrity and security was also indicated toatsecurity factor that

is hindering interoperability fomedical systemsThe startling agreement amoB88§.3%

of respondentsvho cited data confidentialityintegrity and securitias major obstacles to
interoperabilityreflected the supreme significance of security muedicaldata quality in

the context of méical systems. This discovery reveals a widespread worry about the
security and reliability opatient medicatlata andnformationin the healthcare sector

Medical systems are built on the core tenets of data integrity and confidentidiy.
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systemsare essential to maintaining the authenticity of medical records, protecting
patient privacy, and guaranteeing dependability of healthcare data for clinical decision
making(Pillai et al., 2020) The importance athese problems in healthcare information
technologyis highlighted by the fact that a sizable majority of research participants
identfied security and reliabilityas barriers to interoperabilitgtrong security measures
that include confidentiality, privacy, integrignd data quality requirements are required,
according to many sources in the healthcare sector. For example, thie IHeafance
Portability and Accountability Act (HIPAA) in the United States establishes stringent

rules for the confidentiality and integrity of medical dddaggineni, 2023)

To secure confidentiality and integriof data international stndards like 1SO 27001
(ISO/IEC, 2020)ffer recommendations for information security managensgstems.
Additionally, research by the Healthcare Information and Management Systems Society
(HIMSS) emphasizes that data segul@tpses can have serious repercussions, including
monetary fines, reputational harm to an organization, and, most importantly,
compromised patientare asdiscussed by Yeo anfBanfield (Yeo & Banfield, 2022)

The overwhelming level of worryhewn by poll participants highlights how urgent it is

to address these issues in thegitirety. Inconclusion, there is a clear call to action given
the overwhelming consensus among resigoits that data confidentialitintegrity and
security hinder int@operability. In order to achieve smooth interoperabilihg study
stresseshe needfor healthcare organizations to give strong security measures and data
quality initiatives top priority. By addressing these issues, dataqy is improved and
medicalsystems are made more trustworthy and relidbles improvingpatient care and

outcomes.

Different data formatsvhich were stated as a technical and semantic factor was also

deemed to be a barrier to interoperability of medical systéhesfindings indcatedthat
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29.2% of respondents believe that diverse data formats are a barrier to interoperability
highlights a significant yet underappreciated component of interoperability issues in the
field of medicalsystems. Fundamentallynteroperability dependen the capacity of
various systems to comprehend and utilize data from one another. Data format
compatibility is an important component ioteroperability It can be very difficult to

share data seamlessly when medical systems employ different datasftorstire and
exchange informatio(Yang et al., 2022)Due toawide variety of software anchedical
systems used in healthcasector, from electronic mezhl records (ENRs) to medical

imaging technologies, this difficulty is accentuated.

It may be challenging to integrate and communicate data across healthcare ecosystem
since each of thesmedicalsystems may choose to useliierent data formatNearly

30% of respondents acknowledged this difficulty, highlighting the necessity of
standardized data formats and interoperability protocols in the healthcare sector. By
defining common data exchange standards and profiles, standardization initiatives, such
asthose promoted by groups like Health Level Seven International (BLW), 2018)

and Integrating the Healthcare Enprise (IHE), seek to specifically address these

problems.

The seamless sharing of healthcare data between various systems is made possible by
these standard¢Saripalle, 2019) Additionally, Lehne et al., (2018uggestsand
emphasizesn his research how crucial standardizing data formats is to achieve true
interoperabilityof medcal systemsConsequentlyensuring reliable data interchange,
requiresstandard formatsvhich make it possible to create interoperable software that

can access and use data from a varietgonirces. Inconclusion, the problerof data

formats is a significant a barrier to interoperability. Standardization initiatives and

adoption of standard data formats and protocolsnedical systems argequired to
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address this issue, whiahlitimately boost interoperability and result in more effective

healthcare delery.

Sharing files across different medical systems was also cited as a barrier to
interoperability.Findings indicatedthat 50% of respondents believed file sharing to be a
barrier to interoperability,emphasizingthe significance of efficient data excige
technologies for interoperability in healthcaextor Transparent file and data transfer is
essential for healthcare systems. Effective information exchange is crucial for delivering
high-quality care, from sharing patient records among healthcaowidprs to

transmitting diagnostic images and test reqitsKim et al., 2020)

The fact that 50% of respondewtinsideredile sharing a severe problemmghlights the
complexnature of medicahformation, which manifest ia range of file types, including
textbased records, higtesolution medical images, and videos. It is a challenging
undertaking to make sure that these varied data formats can be transferred and
understood correctly by muflie systemgTorabMiandoab et al., 2023)ata Privacy

and Seurity has also beenonsidereda challenge Sharing healthcare data requires
strong security measures to preserve patient confidentiality and data integrity because the
information is highly sensitive. Sharing files securely and in accordance with lealthc

standards is also a challen@@®necke, 201).

In addition, file sharingtandardizations posed to be a challendeack of established
standards for file sharing can makeedical systems less compatible. Data loss,
corruption, or misinterpretation might result from separate systems shamsgiriil
different ways and format&Chenthara et al., 2020)astly, medical system integration
efforts have been faced with a big oppositiofo enable file sharing between their

medicalsystems, healthcare firms frequently invest in integration solufi®eisbinga et
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al., 220) However, these initiatives could need a lot of resources and might not cover
all the required endpoints, leaving gapsniteroperability. Healthcarerganizations and
technology suppliers must concentrate on creating standardizeshdilieng protools,
guaranteeing strong security procedures, and pushing interoperability projects that take
into account the many kinds of data used in healthsaténgs, soas to addresshe
ensuing issues. Additionally, implementing health information exchange (HIE
technologies and standards can significantly improve interoperability throughout the
healthcare ecosystem by easing fdbaring. Inconclusion, the fact that 50% of
respondents cited file sharing as a barrier to interoperalmhitynedical systems
highlights the urgent need for healthcare organizations and stakeholders to give top
priority to solutions that allow for effective, secure, and standardized file sharing in order

to enhance overall healthcare interoperability and patient care outcomes.

Cost reluction of developing, adopting and integration technologies that could allow
sharing of information and electronic medical records (EMRs) across medical systems
was also cited to be a barrier to interoperability of medical syst€hesresultof this

study showsthat 33.3% of respondentsnsidercost reduction to be a poteiltbarrier to
interoperability. Thisbrings to light the intricate financial issues that can influence
efforts to improve healthcare system compatibilBgveral costelated varialds are
relevant in the contexbf healthcare interoperability including thaitial cost of

development and installation of medical systems.

Putting in place interoperable systems frequently necessitates a sizable upfront cost. This
includes expenses fataff training, replacing outdated systems, and purchasing new
technologies. This upfront cost may be a deterrent for certain healthcare institutions,
particularly smaller oneswith tighter budgetsRenukappa et al.,, 2022p5econdly,

maintenancecost was alsoconsidereda challenge hindering interoperability of medical
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systems.Maintaining interoperable systems e@lstacontinual expenses for technical
assistance, hardware upkeep, and software updates. If not effectively managed, these
charges may put a burden on finan@¢agasubramanian et al., 2028dditionally, data
integrationcost incurred by @ambining data from many systems can be difficult and
expensive. To help with data integration initiatives, healthcare institutions may need to
hire professionals or consultantiserebyraising overall ostsasnotedby Li et al. (2021)

andKuo & Kuo (2017)

Compliance costs incurred whemseiring that interoperabl systems abide with
healthcare standards and laws may result in extra costs. Penalties or fines-for non
compliance might further strain the budgé. Li et al., 2022) Lastly, return on
investment ROI) uncertaintywas indicated as a challenge to interoperability of medical
systems. Although it is anticipated that interoperability would have loagn
advantages, figuring out the return on investment (ROI) can be difficult. Due to
uncertainties over the financial remla, some firms could be hesitant to invest in

interoperability initiativegTorabbMiandoab et al., 2023)

Healthcare organizations and governments can take into account a number of measures
to address these issues and lessen the possible impact of cost reBuctiymt.Planning

in healthcare anizations can bietr manage resources by creating a detailed budget
plan that takes expenses of interoperability projects into accohatfinancial burden

can be alleviated by healthcare organizations seekiagtggyand financingespecially

smaller healthcare providerGollaboration of healthcarerganizationsdrming regional

health information exchanges (HIES) or collaborating with other healthcare institutions
throughadoptionof medical systems that support interoperabitigyn assist spread the
expense of interopability infrastructure andipkeep. Efficiencygains which should add

emphasesn the longterm cost savings and efficienayiprovesinteroperability, which
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could justify the initialinvestment. Standardizatioof medical systems implies that
fostering adopon of interoperability standards can lower the price of bespoke
integrations and advance interoperability throughout the séatbouq et al., 2022)
While onethird of the respondents believe cost reduction to be a potentiarbio
interoperability,it is crucial to understand that strategic planning, collaboration, and a
focus on longerm benefits can assist healthcare organizations in navigating the financial
aspects of achieving interoperabilit. Li et al., 2022) In the end, it's important to
make sure that financial considerati@o notget in the way of providing patients with

coordinated, higlguality care.

Scalability of systems is a significant barrier to interoperabilégcording to 62.5% of
respondents, which highlights the significance of tackthmgproblemof scalabilityin

the context of medical systems. The ability of a system to handle more users, data, or
tasks while maintainingood performance is referred to asalability (Al-mutar et al.,

2022) For several reasons, scalability isaal in the healthcare sectdrealthcare
organizatios produce avast amount of data, including patient information, imaging
results, and clinical notesyhich aregenerated every day by healthcare companies. To
efficiently handle this influx of data, systems must grow as the volume of healthcare data

increasegYadav et al., 2020)

Expandng healthcare services tmwer all the medical services gnalso result to
scalability challengesNew services, specialties, and treatment technigues constantly
appear in thefastchanging healthcare industry. Without interfering with current
operations scalable systems may adjust to these changes and facilitate the inclusion of
new services or departmerft&im et al., 2020) Patient wlume is on the risd_orenzen

& Schwartz, 2021Yyesultirg to the needor medical systems that can handle demand

spikes when patient volumes changes they do during gndemics or abrupt
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emergenciesScalability guarantees that healthcare professionals can continue to give
high-quality care undereven when patint volumes spikelnteroperability can be
achieved by establishing connections with external healthcare systems, such as those of
other providers, laboratories, and insureffiese connections can be facilitated by

scalable systemffjusenabling frictioess data transfer.

To overcome the challenge of scalapilin attaining interoperabilitythe healthcare
sector should take into account techniques, scalable infrastructure achiewedding

in cloudbased servicesaand scalable hardware that canvgror shrink in response to
demand. With this strategy, there is less need for significaifitonp investments, and
businesses may only pay for the resources they really u(igposito et al., 2018)
Healthcare sector should adaptieroperability standardendframeworks that encourage
scalability (AlQudah et al., 2021)Scalability is a key consideration in the design of
standards like HL7 FHIR and Fast Healthcare InteroperabRiégources. Another
techniquethat aimsto improve system performance patientdata volume risess
patient data management. Implementatioaftéctive data management techniques, such
as data archiving, compression, and index{dguse et al., 2018)mproves system

performance

Additionally, regular assessmentsf the medical systems are crucial in the attainment of
scalability.Medical organizations shouldegdorm routine evaluations ehedicalsystem
scalability and performance to spot any potential bottlenecks or cons{@amat$man et

al., 2022) Healthcare mganizatons may solve scalaliy concerns before they have a
negative impact on operation®f medical systems. Collaboratiommong healthcare
organizations where different vendors or developers of medical systerkswth other
vendors and technology partnersorMocus on scalable healthcare solutiand systems

(Sater, 2018)Partnerships betweanedicalvendors may give access to resources and
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knowledge for tackling scale issueA. significant numbe of respondents perceived
system scalability as a barrier to interoperability, which underscores the significance of
scalability in healthcare technology. To ensure that tmeidical systems can adapt to

the changing requirements of the healthcare seethile retaining security,
interoperability and data exchange capabilities, healthma@nizationanust invest in

scalable infrastructure and technology.

4.2.3Type of Security Incorporated in the DevelopedMedical Systems

To uncover the factors affecgninteroperability of medical systemihe study sort to
explore the type of security measures that were incorporated by the participating medical
system software development companigisderstanding the types of security measures
integraed into medical ystems providedsaluable insights into the security practices
applied by the participatingmedical system software developmerdmpanies. This
analysis helped uncover the specific security technologies and strategies employed to
safeguard sensitive patiedatastored in the electronic medical records (EMRs}l
maintain the integrity of thenedical systems.Figure B showsthe keyfindings on

security incorporated in developed medical system
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Figure 16

Type of Security Incporated in the developed Medical Systems
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4.2.3.1Results Analysis and Discussion of the Findings

Cryptography/Encryptior68.3%o0f the respondentgported incorporating cryptography

and encryption as a security measure in their medical syst@mgptography and
encryption play a crucial role in protecting data privacy by converting sensitive
information into unreadable formats that can only be deciphered by authorized parties.
This high adoption rate indicates a strong emphasis on data coiidentithin the

design and development process.

Authenticaton: A significant majority of respondents (79.2%) mentioned incorporating
authentication mechanisms into their medical systems. Authentication ensures that only
authorized users can access ty&eam, preventing unauthorized access and unauthorized
changes to sensitive data. This security measure is essential for maintaining system

integrity and controlling access to critical functionalities.

Authorization: More than half of the respondents (38)3indicated incorporating
authorization as a security measure. Authorization defines what actions data specific

users are permitted to access and manipulate within the system. This measure helps
141



prevent unauthorized actions and ensures that users capesfdym tasks relevant to

their roles.

Automatic Backup:A good number of respondents (54.2%) reported incorporating
automatic backup mechanisms into their medical systems. Automatic backups are
essential for data recovery in case of system failures,cdataption, orcyberattacks

This measure contributes to maintaining data availability and system continuity.

Access RightsA small proportion of respondents (4.2%) mentioned integrating access
control levels into their medical systems. Access conéwtls dictate the permissions
granted to different user roleand ensuring that users can only access the information

and functionalities relevant to their responsibilities.

These findings on the types of security being incorporated in a medical systaws sh

that adoption of multiple security measures, such as cryptography, authentication,
authorization, and access control, reflects a comprehensive approach to system security.
The high percentage of companies incorporating these measures indicates gdaoncer
effort to protect patient data, prevent unauthorized access, and maintain overall system
integrity. The integration of security measures is aligned with best practices for
designing secure medical systems, demonstrating an awareness of the unigtye secur
challenges and risks within the healthcare domain. The diversity in the types of security
measures employed also suggests a nuanced understanding of the multifaceted nature of

security requirements.

4.2.4Level of Securityusedin the Medical Systens
Participants were questioned regarding the various security meascoggoratednto

the medical systems they created. This question gauges the perceived level of security in
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the designed medical systems. Multiple responses p&mitted to the questiofigure

17 shows a summary of the level of security used in the Medical Systems.

Figure 17

Level of Security used in the Medical Systems

Application Lavel Security 18 (75%)

23 (95.8%)

Database Level Security

Access Control Levels 20 (83.3%)

Data Exchange/ Sharing Security 10 (417%)
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4.2.4.1Results Analysis and Discussion of the Findings

According to the findingsit is clear that the respondentacorporate anumber of
security features into their medical system designs. The mostiof@mporatedsecurity
measure ist "Database Level," which was mentioned by 95.8% of respondént3%

of the respondents indicated tlilaé medical systems they develop incorporatesirsty

at the Application Level. According to 83.3% of respondents, Access Control Levels are
important for limiting system acceds.is interesting to note that 41.7% of theedical
systems have Data Sharisgcurity checked, underscoring the importanceeairity in

data sharing. These results highlight the thorough method used by respondents to address
security issues in the medical systems they bilithis could involve securing data as it is
exchanged bwveen different systems or organizatiotigjs ensuring that data remains

protected during transfetn conclusion, the findings highlight the importance of a
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layered and holistic approach to security within medical systems. The incorporation of
various seurity measures showcases the dedication of companies to ensuring data

privacy, system reliability, and compliance with regulatory standards.

4.2.5Security Standards and Policies

The study sort to explore the awareness levels and applied security stabgaiee
domain experts. Medical standards and policies play a crucial role in ensuring security,

privacy and interoperability of medical systems.

4.2.5.1Awareness ofMedical Design

The degree to which participants ar@wledgeable about the securigtors, stadards,

and best practices involved in creating secure and interoperable medieaisgan be
determined by evaluating the respondents' awaramgse design priciples for medical
systems. This analysis aids in determining the respondewé$'df knowledge and skill
in the field. The respons®btained from the participantgseshown in Table gand the

discussion of the findingsresentedn the subsquent sectios

Table 10

Level of Awareness of Medical Systemi@es

Awareness ofMedical System Design

Cumulative
Frequency  Percent  Valid Percent Percent
Valid Yes 18 75.0 75.0 75.0
No 6 25.0 25.0 100.0

Total 24 100.0 100.0

The majority of respondents (75%) stated that they were highly aware of the security
principles governing medical system design. This shows thatréepondentsare

knowledgeable about the complexities involved in creating medical systems that adhere
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to standard®f security, interoperability, and other pertinent considerations. However,
same respondents (25%) said they were unaware of the security concepts underlying
medical system desigihis implies that a majority of the medical system software
developers areognizantof the security principles that can be incorporated into their

medial system designs as they develop the medical systems.

4.2.5.2Applied Security Standards
The study examined the perspective of various security levels of design considerations
within medical systems among the individuals who were knowledgeahieedical

system designThe applied security standards are as shown in Figire 1

Figure 18
Security Standards Applied in the Medical Systems

General Standard like XML, TCP/
IP, Web services, Security, Wir... 13 (7122%)
Data Components like UMLs,
WHO, HL7, ISO
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(Guidelines and protocols, deci...
Electronic Medical Record (EMR)
like HL7, ASTM , OpenEHR, CEN
Application Level Support like
HIPAA, ISO, HL7, CEN, ASTM

7 (38.9%)
8 (44.4%)
5 (27.8%)
5 (27.8%)

5 (27.8%)

Different perceptions ofaried securitylevels of design considerations within medical
sydemswere displayed by the domain expestiso were knowledgeable of how medical
systems are designed. Thredingsrevealed that oapplicationLevel Support, 27.8%f

the respondentsvere aware that the design of medical systems takes into account
applicationlevel support standardsuchas HIPAA, 1SO, HL7, CEN, and ASTM. For

Electronic Medical Record (EMR) Leve&?7.8% of participants indicated that they were
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aware of HL7, ASTM, OperEHR, and CEN as Electronic Medical Record (EMR)
standards that should bekém into account when designing EMR systers
Knowledge Representation Level, approximately 27@&%he respondentaere aware

of the design principles governing knowledge representation, such as rules, protocols,
and decisionsupport algorithms, whiclare frequently governed by HL7 and ASTM
standards. Data Interchange Level showed that 44.4% of the participants said they were
aware that the design process incorporates data interchange standards like HL7, ISO,

DICOM, and ASTM thusallowing for easy datdow between systems.

For Data Components Level, 38.9% of respondents knew that data components like
UMLs, WHO, HL7, and ISO were integrated into medical systems and contributed to
their overall designOn General Standards Leve significant portion ofrespondents
(72.2%),acknowledged the usage of general standards in the design of medical systems,
including XML, TCP/IP, Web services, security protocols, wireless technologies, HL7
and IEEE standards, as well as XML, TCP/IP, and Weitvices. Theeffeciveness,
security, and interoperability of medical systems are ensured by combining many design

factors and standards, as shown by thesearcHindings.

4.2.6Interoperability of Medical Systems

Interoperability refers to the ability of medical systam&ealthcare sector seamlessly

and securelyexchangeand use electronic medical records (EMRa)d the patient
personal health information (PHI) across different medical systems, devices and
applications(Bokolo, 2022) This study sort to examine the awareness levels of the
respondents in developing interoperable mediggkms. Responsds the questions on

interoperabilityarediscussed in the subsequent sections.
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4.2.6.1Awareness ofinteroperability of Medical System

The respodents' familiarity with the ideaf interoperabilitywas examined. Participants
were questiore about their knowledge of interoperability problems as they retate t
medical systems. Tablel highlights thesummary of the responses on the awareness of

interoperability

Table 11

Summary of the Awareness of InteroperabilitiMefiical Systems

Awareness tonteroperability

) Cumulative
Frequency Percent Valid Percent
Percent
Yes 18 75.0 75.0 75.0
Valid No 6 25.0 25.0 100.0

Total 24 100.0 100.0

75% percent of the 24 respondents said they were aware of interoperabillgmsaob

the context of medical systems. This shows that ealsie majority of the participants
were aware of the difficulties and advantages of integrating various medical systems
successfully. In contrast, 25.0% of the respondents said they were nat afvar
interoperability problems. The significance of interoperability and its ramifications for
the integration of medical systems may not be fully understood, afirttisg might
suggest.The finding implies that participants' observed levels of awarenese a
reflection of the different levels of their exposure to and knowledge about
interoperability of medical systems, which may have an impact on how theyeskeal

system design, development, and collaboration with other healthcare organizations.
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4.2.6.2Levels of Interoperability

The study then looked into the levels of interoperability within the medical systems
Participants who were aware of interoperabibfymedical systems were further asked to
elaborateon how interoperable medical systeth®y designed andsel were. Different
opinions on the various levels of interoperability in the medical systems arose among the
75% of the respondents who were aware of interoperability issues. The results were

graphed as shown Figure B.

Figure 19

Levels of Medical Systems Interoperability

Foundational leve

Semantic Level

Structural Level 13 (68.4%)

Organizational Level 9 (47.4%)
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4.2.6.3Results Analysis and Discussion of the Findings

Foundational Level: 31.6% of thhespondents who were surveyed indicated rinedical
systems are interoperable on a fundamental.l@\es implies a fundamental degree
basic levelof interopeability and compatibility that allows different medical systems to
exchange pandinfoenmatios it ndhyanotaensure seamless integration or full
usability of the exchanged data.idtalso known as simple transport levéhis level
establisheshe interconnectivity design requirements needed for welicalsystem or

medicalapplication to securely communicgiea t i data tosrid receive at i datat s 0
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from anothemedical systemit establishes building blocks where medical systems can
exchange data but with human intervention. The medical systems can send and receive
data across healthcare organizatignsit t hey cannot i nterpret t
human assistance or her assistance from other technologi&me of the key
characteristics of the foundational level of interoperability includestient data

exchange which enablesnedical system¢éo s end and receive pati el
each other, often using standaedl formats and protocglbasic communication, where

medi cal systems can establish connections
fully understand the data or be able to act on it without masrulimanintervention

Data Standardsvhere paentbdata may be in a common format, but it may not be fully
structured or semantically meaningfand limited security, in which basgecurity

measures like user authentication may be in place, but security may not be robust.

Structure Level of interagrability: The majority of respondents (68.4%) believed that
structural interconnection exists in their medical systems. This level implies that systems

can interchange data without information being,lastd while maintaining the data's

intended meaning. Since structural interoperability builds upon foundational
interoperability by ensuring that the data exchanged between systems follows a common
structure and can be readily interpreted. Some of the key characteristics of structural
level of interoperabily includesstandardizedlataformats, inwhichpat i ent sd6 dat
exchanged using standardized and sefined formats, schemas, and data models as
defined by the medical regulating bodiBata Mappingvheremedical systems can map

data fields and elemés from one medical system to another, making it easier to
understand and uselata validation where thpat i ent sé data exchan

predefined medical standards and validation ridad enhanced security which implies
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that more robust security easures are typically in place to protect data during

transmission and storage.

Semantic Level: 26.3% of participants said that semantic interoperability exibisirin
medical systems. This suggests a deeper level of data comprehension and interpretation
across manymedical systemsthus facilitating valuable information interchange.
Semantic interoperability takes interoperability to a higher level by ensuring that data
exchanged between medical systems is not just structurally compatible but alsoacarrie
shared meaning and context. Some of the key characteristics of semantic level of
interoperability includes Common Terminologies which medical systems use
standardized clinical vocabularies, ontologies, and terminologies to represent and
interpret déa consistentlyData Semanticehich impliespat i ent sdé6 data excl
shared understanding of its meaning and context, enabling automatic interpretation and
integration Clinical Decision Supportwhich describesmedical systemsability to
exchange dta for clinical decision support, making it more actionable for healthcare
providers and lastly the enhanced clinical workflowswvherep a t i eatatcan &lowd
seamlessly across differemedical systems, improving thefficiency and quality of

care.

Organizational Level: According to 47.4% of the participants, healthcare organizations
exhibit organizational interoperabilityDrganizational interoperability level represents

the integration of medical systems, processes, and policies across differertanealth
organizations, such as hospitals, clinics, and laboratorigs. level suggests that the
systems are able to cooperate and work together as part of a bigger healthcare ecosystem.
Some of the &y characteristics of the organizational level of interapdity includes
CrossOrganizational Data Shag, wheredata can be shared securely and seamlessly

among different healthcare organizatipirgegrated Care Coordinatipmwhich implies
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that healthcare providers across organizations can collaboratetieflg, ensuring
coordinated patient cgr@atientCentric Focus, inwhich patient éta and processes are
organized around the patient's needs, leading to improved petietetred careand
Comprehensive Health Informatiokxchange, inwhich a comprehense health
information exchange infrastructure may be in place to support data sharing on a regional

or national level.

These findings show he complexity of interoperability and the various techniques
necessary to accomplish seamless integration and id@iachange among medical
systems. Thiscomplexity is highlighted by disparate perceptiofi®m the domain
experts that responded to ttetudy. Achieving higher levels of interoperability,
particularly semantic and organizational interoperability, is aifsignt challenge in
healthcare sector due to the complexity of medical systems, diverse data sources, and the
need for strict security and privacy measures. However, these levels of interoperability
are essential for improving patient care, reducing oaderrors, and enabling more

efficient and datalriven healthcare delivery.

4.2.7Architectures and Information Sharing

The study allowed the respondents to give multiple responses on the architectures
employedin sharing of information. Learning abouttlrchitectural approaches used in
developing medical systems was vital. Examining the architectural methods used to
create medical systems informed the stbgygiving insights into fundamental design
ideas and tactics used by businesses. Understandingatiety of approaches and their
potential effects on system functionality and interoperability is made easier by this
examination. The analysien architectural approaches used in developing medical

systems for data sharingskown in Figure20.
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Figure 20

Architectural Approaches Used in Developing Medical Systems for Data Sharing

2 (8.3%)

Waster-slave architecture

Two-tier clignt-sanver
architecturs

8 (37.5%)

Mulfitier client-server architecturs

Distributed GEI'HFEII'IE"II_ 411875
i |
architecture ' :

Pear-io-peer architecturs 4{16.7%)

13 (54.2%)

0 § 10 15

4.2.7.1Results Analysis and Discussion of the Findings

Masterslave architecture. Only 8.3% of the respondents reported the use ofsieagter
archtecture. A single master component serves as the coordinator and controller for
several slave components in this arrangement. Although careful synchronization may be

needed, masteslave architecture can be effective ¢éontrolling distributed systems

Two tier clientserver architectureThe use of a twaier clientserver architecturevas
mentioned by 37.5% of the respondents. The client layer and the server layer are the two
primary layers of the system in this method. Despite the fact that this argtétean
make the design simpler, compared to multitier systems, it may have scaling and concern

separation issues.

Multi-client server architecturé4.2% of the respondents used thalti-client server
architecture in designing medical systems, a nurbeesponsesndicatedthe use of
multitier clientserver architecture. With this strategy, the system is divided into various
levels, each of which is in charge of particular duties. This architecture enables scaling,

effective resource use, and concgeparation.
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Thedistributed component architectuféne usage of distributed component architecture
was mentionedby 16.7% of the respondents. With this strategy, the system is divided
into modular parts that can communicate with one another across alietisong a

distributed component architecture can increase system scalability and flexibility.

Peerto-peer architecture, or P2P architectunaas mentioned by 16.7% of the
respondents This method eliminates the need for a centralized server by allowing
systems to connect with one another directly. Although -peeeer architecture might
encourage decentralization and direct data transmission, it may also present problems
with data security and consisten@y address the data insecurity problem of ther-pe

peer architecture it is necessary to implement encryption, authentication, access control,

authorization and integrity mechanisms.

These results show a variety of architectural strategies were udeddlopingmedical
systems. The architecture ckascan have a big impact on things like resource usage,
scalability, data sharing, and system complexity. Multitier clsawver architectures
appear to be in demand due to their ability to balance scalability and ceepamnation.
Knowing the architeairal decisions might help reveal the business's top design
priorities. For instance, the usage of distributed component design shows a focus on
modularity and flexibility, but the adoption of peterpeer architecture may indicate a
preference for decentrzed communication. The results demonstrate a range of
architectural strategies applied in the creation of medical sysiEmese architectural
approacheinform the necessity of havirgedical system¢hat capture different levels

of architectures to ense secure and interoperable functionalities are realized.
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4.2.8Results from thelnterview Schedulesand Discussions of the Findings

Important new information on distributed ledger technology (DLT) security and
interoperability in medical systems has bedrained via conversations with software
developers of medical systentsrstly, the range of medical procedures that developers
work on shows that there are many potential applications in the healthcare sector.
Second, developers agree that cooperatifermation sharing within the healthcare
ecosystem is beneficial and that connectivity between medical systems from various
medical software providers is vital. These medical systems must tramgicat

healthcare data, such as prescription drugs nesatplans, and medical records.

One significant finding is the identification of communication failures in medical
systems, which prompted the creation of several distinct medical systems. The level of
pleasure that developers have with different appremefaries. Some, however, are not
satisfied with them and are willing to attempt different approaches. Software developers
for medical systems are also searching for solutions to facilitate communication without
having an immediate detrimental effect orittsystems. This choice shows a significant
desire to keep things compatible with the least disruption tothimgs are now done in

medicine.

The components that make up the varied architecture of the medical information
technology landscape have beeveaded by investigations into the many applications of
medical systems in various hospitals or healthcare institutions. The medical system
software makers shared insights into how their systems manage and retain patient
treatment information, demonstratiry commitment to effective recokeeping for
follow-up care prescriptions or treatments. The handling of prescription data during
patient transfers between healthcare institutions was also discussed, contigeuseg

of portable media and internet exciges.
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The findings of the interview schedule demonstrated that, while building and developing
their medical systems, medical systems software engineers had a thorough awareness of
healthcare standards, laws, protocols, and architectures. The softwalepelsvef
medical systems expressed their desire to integrate the standards into their systems and
comply with medical systems requirements during a discussion on adherence to
standards such as FHIR and others. The interview schedule also looked at how the
current laws affected the development process, highlighting data security, privacy, and
sharing issues. The purpose of the interview schedule was to provide medical system
software developers with forum to discuss important topics that impact the
develpment of reliable, safe, and compatible medical systems in theclearging

environment of stringent healthcare standards and laws

Healtlcare criteria for the National Strategy dfniversalHealticare Coveragand its
implementationwas thoroughly discused throughout the interviewdledical system
software @velopers showed their dedication to data security and privacy by discussing
how they safeguard patient medical data inside timsdical systems. Based on the
National Strategyor Universal Healthae@ Coveragepreferences for pedo-peer, and
distributed datsharing models were investigated. The results of these interviews
provide a thorough grasp of the issues, remedies, factors, and concerns that medical
system software developersvould take inb account with regard tamplementing

distributed ledger technology's security and compatibility widdicalsystems.

4.3 Algorithm to Enhance Security of Distributed Ledger (DL) Interoperability
Framework for Medical Systems

In order to design an algdnin that would enhance security of distributed ledger

interoperability across various medical systethe study first designed an enhanced

secure distributed ledger framework inform of an architectural layout. The enhanced
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secure distributed ledger intemypbility framework for medical systems is dissed in

the subsequent sections.

This study designed an architectul@yout for an enhanced securedical distributed
ledger interoperability framework in a multifaceted process through planning and
consideation, with an aim to achieve security, confidentiality, integrity, availability,
authentication, access control, scalability, interoperability of medical systems.
Understanding the needs of different stakeholders, including patients, healthcare
providers and systemadministrators, was crucial in shaping the architectural layout
design. Moreover, compliance with healthcare regulations, health Insurance
Portability and Accountability ActHIPAA), general data protection regulaticdePR)
andother Daa Protection Acts, weractored into the design to ensure data privacy and

security.

4.3.1 Secure Medical DLT Interoperability Architectural Framework Design
Requirements
Designing an enhanced secure medical DLT interoperability framework calls forl carefu
considerations of various requirements that aim at enhancing confidentiality,
authentication, access control, integrity and availability of electronic medical records and
medical systems. Some of the medical DLT system design requirements are
interoperabity, security and data sharing ¢he interoperability design requirement, the
Medical DLT framework adheres to timely and secure aceefwrence tthe medical
standards and regulatiotike HIPAA and HL7 FHIR standardsnedical data storage
regulations and medical data privacy. To achieve security as a requiraimemdedical
DLT framework ensureconfidentiality by encrypting medical records, authentication by
implementing several layers of user authenticationorder to access the patient

electronc medical records (EMRsauthorizatiorby enacting mechanisms for assigning
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Medical DLT system user roles based on what they are authorized to ;aotegsty by
ensuring that all electronic medical records are hashed b&fiareng and storagaccess
control by ensuring that all users are assigned a unique user name and paasaord
availability of electronic medical records via the Medical DLT System without
considering where those patieltsiedical records were uploaded frotastly the
medical dat sharing requirement that encompasses data consistency, accessibility, data
validation, HL7 FHIR data standardization and standardigkddata formatsand
protocolswas observedAll these design requirements are aimed at enhancing security
and interopetality of medical systems. The medical DLT framework design

requirements aras illustratedn Figure 21.

Figure 21

Secure Medical DLT Interoperability Architectural Framework Design Requirements

—

MEDICAL DLT
FRAMEWORK DESIGN
REQUIREMENTS
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4.3.2 The Medical DLT Interoperability Framework Architectural Design Tools

and Technologies Used

The enhanced secure distributed ledger interoperability framework architectural design
layout implements a decentralized and secure electronic medical record (EMR) system.
The seare medical DLT interoperability architectural design leverages various
technologiesincluding Ethereum, InterPlanetary File System (IPFS), Health Level 7
Fast Healthcare Interoperability Resources (HL7 FHIR) standard, and cryptographic
encryption techniges such as Advanced Encryption Standard (AES), EMfé#man

Key Exchange (DHKE) and Elliptic Curve Cryptography (ECC).

A distributed ledger technology (DLT) is employed to create an immutable record of
EMRs, maintaining the integrity and security otipats’ medical information. Patients,
Hospital System Administrators and other healthcare providers like Boltorses, Lab
Technologist and Pharmacists generate their wallets usegaMask The Medical

DLT system also supports nonedical workers lik the Cashier who is responsible for
billing the patients, the insurance agents who are responsible for supporting the patients
access and benefit from the insurance companies. Hospitals acts as the nodes in the

proposednedical DLT Network.

4.3.3 The Enhanced Secure Distributed Ledger Interoperability Framework
Architectural Layout

The enhanced securaedical distributed ledgenteropeability framework architectural

layout designs made up of core layer, operational layer and interaction |lsysh@wvn

in Figure22,and its description discussed in the subsequent sections.
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Figure 22
The Enhanced Secure Distributed Ledger Interoperability Framework Architectural

Layout
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i. Core / Technical Layer
This layer is made up of the IntéaRetary File System (IPFS) and the Master Medical

DLT which encompasses the smart contracts, data security layer and consensus layer.

a) InterPlanetary File System (PFS)

InterPlanetary File System (IPFiS)a protocol and network intendeddieeate a peeto-

peer method oftoring and sharing files and hypermedia in a distributed ledger network.

It applies a content addressing mechanism to uniquely identify and retrieve files based on
their content rather than relying on their tradition storage locétas®l address. Each

file is assigned a cryptographic hash to ensure integrityahd tamperesistant IPFS

utilizes the MerkleDag data structure and a caching mechanism, hence optimizing on its

efficiency and enabling seamless conidentification and dicovery.

To address the data insecurity conceofsusing the peeto-peer architecturdPFS
incorporates encryption mechanisms to protect data in transit and at rest within the peer
to-peer network. It also implements authentication, access control whdriaation
mechanisms to authenticate participants and enforce access control policies and
authorization mechanisms to restrict unauthorized access to sensitive data and resources
within the P2P networdPFS finds applications in various domains, framaring large

files to supporting the development of decentralized applications (dApps), offering a
strong and censorshigsistant approach to data storage and distributiothe Medical

DLT System the IPFSstores the actual Patient files and then gmesr Content
Identifier (CID). The CID is added to the Medical DLT, and the transaction ID is

returned to Patients Wallet for future reference.
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b) Master Medical DLT
Master Medical DLTlayer hosts the master healthcagenanistrator modulehatallows
the healthcare regulating bodies to create and accredit health fa¢iitides)to join the
Medical DLT Network. The Master Medical DLT layer adso made up of the smart
contracts, data security layer and the consensus layer as discussed in the subsequent
sections.

I.  Smart Contracts
Smart Contracts are sedkecuting contract code that has terms of agreements to be
executed between patrticipating partiesthe Medical DLT frameworksmart contacts
layergoverns the rules for data sharing and access contrelSiart contract properties
represent a data schema that is used in the entire Medical DLT system. Smart contracts
enable participating parties in the distributed ledger network to gain trust without any

interventions from third parties or intermediaries.

ii. Data Security Layer

Data SecurityLayer achievessecurity via applying several layers of cryptqure
mechanisms and techniques. This @ito ensure confidentiality, privacy, integrity,
authentication, authorization, access contold availability of lhe patientselectronic
medical records has been achievPdtia security ensures thiite datacreated, shared
andstored inEMRs adhereto the data protection standards and regulations supported by
the healthcare sectoifhis layer defines the datsecurty structure of the enhanced
secure DL interoperability framework for medical systeriviedical DLT system
supports data encryption using Advanced Encryption Standard (AES) and Elliptic Curve
Cryptography (ECC) encryption algorithms. For secure key exchbaetyeeen nodes

(health facilities) in the distributed ledger netwoiRiffie-Hellman Key Exchange
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(DHKE) algorithm is used. To achieve integriggccak256 hashing algorithm has been

deployed into the Medical DLT System.

To ensure the Electronic Medical &eds (EMRSs) adhere to globally accepted standards
and regulationsthe Medical DLT Systemuses Health Level 7 Fast Healthcare
Interoperability Resources (HL7 FHIR) standard to ensure medical data standardization.
Patient medical data is encrypted befoterage and before sharing it to ensure
confidentiality and privacy is achievedo allow the patient to sign their electronic
medical records (EMRskhefore updating them to the Medical DLT Elliptic Curve
Digital Signature Algorithm (ECDSA) is used for geating the digital signature. This
enables each patient to generate their private digital signature stored in the patient wallet,
and other participants in the Medical DLT can verify the signature using the associated
patient public key A distributed leder technology (DLT) is employed to ate an

immutable record of EMRs that can be referenced in future.

iii.  Consensus Layer
Consensus Layer is responsible for reaching consensus on the validity of transactions
and maintaining the integrity of the Medical DInEtwork. This layer is responsible for
achieving agreement among participating nodes (health facilities) in the Medical DLT
network. It also aids the nodes in achieving consistence and sharedpvéswenting
malicious activities and updates. Unlike ind®itn that applies Proof of Work and Proof
of State consensus algorithms and othdle Medical DLT applies Proof of
Authentication (PoA) consensus algorithms to authenticate the authorized users

(participants) in the Medical DLT network.
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ii. Operational Layer
This layer encompasséise Medical DLT Portal, Medical DLT API and Medical DLT
EMR. The description of each of these modules is as discussed in the subsequent

sections.

a) Medical DLT Portal
Medical DLT Portalis a web interface thédinks the medical DI API to theMetaMask
to allow userssuch aspatients to generate their walletsalso links the Medical DLT
system to the Medical DLT API tallow the execution on smart contracts, encryption,
hashing and gning ofp a t i reeditakfies before addinpem to the Master Medical
DLT System or fetching the patientsd el ect

Medical DLT.

Medical DLT also allows each health facility (hospital) system administrator to create a
health facility (hospital) wallet thah turn is used to generate the Contatgntifier

(CID) to be used by patients to identify authorized health facilities (hospital). Each
health facility (hospital) has a system administrator who generates a health facility
(hospital) wallet which is loceled to the hospitalThe health facility (hospital) system
administrator activates the MedidalLT Virtual Private Network (VPN)for example

using WireGuardfor their specific health facility (hospitalusing the accredited login
credentials. The healt facility (hospital) system administrator then creates the
administrator (Admin) wallet usingletaMaskto be used to link the health facility
(hospital) to the Master Medical DLT, Medical DLT Portal and Medical DLT EMR in

conjunction with the health fady (hospital) wallet.
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b) Medical DLT API
The Medical DLT API (Backend) is an abstract layer that has no GrapUsed
Interface (GUI). The medical DLT Application Programming Interface (API) serves as a
crucial intermediary that allows the Medical DLT artle Medical EMR to
communicate, exchange data and seamlessly integrate with one another. It facilitates the
sharing of medical information across the medical systems hence enhancing
interoperability and enables the creation of a connected healthcarsteoasy
Medical DLT API enables the Medical DLT EMR system to exchange patient data
securely while allowing medical practitioners and healthcare providers to access up

date and accurate information across different healthcare facilities.

Medical DLT API also integrates with other information systems that supgesktice
delivery to patients like the insurance systems and the financial billing systems. Medical
DLT API allowsandsupportantegration with othethird-partyservices that enhance the
overall functionality and capabilities of the medical systefs.provide interoperable

and standardized medicgystems, MedicaDLT API plays a key role in improving the
efficiency of healthcare operatiortbus ensuring data accuracy and better patient care.
The utilization of a medicdDLT system API exemplifies the power aitributed ledger

technology in creating a more interconnected and collaborative healthcare environment.

c) Medical DLT EMR
A Medical DLT Electronic Medical Record (EMR) is a digital repaositthat stores
comprehensive and retine patient medical information, replacing the traditional
paperbased records. The medical DLT EMR plays a very crucial role in enhancing
interoperability of medical systems by providing a standardized electromatdior
creating, capturing, processing, managiagd sharing patient data across various

healthcare facilities that are using different medical systems that have been developed by
164



different vendors. Medical DLT EMR stores patient medical data that autssa
demographic data, consultation data, treatment data, diagnosis data, laboratory tests data,
medical history data and medications among others. Interoperability is acthevegh

the capability of Medical DLT EMR to integrate with other medical systs, such as the

medical laboratory systems, radiology systems, and finance billing systems. The medical
DLT supports standardization of patientso
Fast Healthcare Interoperabilifgesources (HL7 FHIR) standardsda@linical Data
Interchange Standards Consortium (CDISC) for standardization of data for laboratory

tests and clinical trials.

Additionally, it makes use of thénternational categorization of Diseases (ICD), a
worldwide categorization system for illnessesedical disorders, and associated data.
ICD-10 and ICD11 are two classifications in ICD. While IGIL is the most recent
versionwhich offers a more intricate and contemporary coding system;1C still
commonly utilized for diagnosing conditionI.he Medical DLT EMR also the Logical
Observation Identifiers Names and Codes (LOIN&)standard for identifying health
measurements like the patient vitals, observations, and documents. It standardizes the
names and codes used in laboratory tests, makiagsier to exchange and integrate
laboratory data across different medical systems. The Medical DLT also integrates
Systematized Nomenclature of Medicin€linical Terms (SNOMED CT) which is a
comprehensive clinical terminology system used to captuck rapresent clinical
information in electronic medical records (EMR). SNOMED CT offers a consistent
representation of clinical ideas, which improves the interoperability of medical systems.
Healthcare providersire able to access a comprehensive view qfasient's medical
history, which facilitate better decisiommaking, streamline workflows, and improve
continuity of care.
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Lastly the Medical DLT EMR incorporates the Digital Imaging and Communications in
Medicine (DICOM) a standard that is responsilde transmitting, storing, and sharing
patient medical images, including those that are generated by diagnostic imaging
equipment like the XRays, Computed Tomography (CT) scan, Ultrasound and Magnetic
Resonance Imaging (MRI) among others. This promotesaperability in the field of
medical imaging by integrating the Medical DLT system to the medical Imaging
systems.Interoperability of medical systems made possible by thenhanced secure
Medical DLT interoperabilitframework’s design, which makes thkedical DLT EMR
global, decentralized, and accessible to all accredited medical facilities. The medical
DLT's adoption is a critical step towardreating a more integrated and cooperative
healthcare ecosystem that impreveatient outcomes by encouragingiproved

communication among medical practitioners.

iii. Interaction/ Application Layer
This layer includes th&ledical DLT webuser interface and application lodayer for
accessing and sharirmgatientEMRs. It also encompasses the Virtual Private Network

(VPN) and the Remote Procedure Calls (RPChiessaggassing.

a) Medical DLT User Application Layer
The Medical DLT web-based user apphtion layer represents the top layer in the
medical DLT system architecturkayout and it provides the interface for thuesers to
interact with different Medical DLT systeffanctionalities This layer encompasses an
interface to the medical DLT EMR that is used by the healthcare providers to manage
patientdéds dat a, appoint ments, I atomstaed Cc on s
patient web portals. This layer offers the medical system administrator a platform to add
other health workers and users to the Medical DLT System. It offers a graphical user

interface that can be used by healthcare professionals, medical sgstenistrators and
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the patient a seamless experience when interacting with the Medical DLT System. It
facilitateshealthpractitionersto perform tas& such updating patient electronic medical
records, accessing patieditiagnostic reportsmanagingappontments and sharing or
communicating with other healthcare professiorsdsurely. TheMedical DLT user
application layeccomplies withthe software degn principlesof userinterface (Ul) and

user experience (UXpr usability, efficiency angccessibity, usability and efficiency,

to ensureeffectivenessand interoperabilityof the enhanced Mdical DLT webkbased
system.The medical DLTuser application layer supports a varietysér interfaces that
supports users and user interfacesch as the hedlt facility (hospital) system
administrator (admin), medical practitioners, patient and other healthcare facility
workers/staff like the cashier. The specific subsections oétiranced interoperability

Medical DLT user application layes discwssed in tlk following sections.

I.  System Administrator (Admin) module
This module allows the healthcare facility (hospital) medical system administrator to
create and add different mediaader,roles to the Medical DLT system and Portal. These
user roles give the ass operational access permission leveten using the Medical
DLT System This aids in the authentication and authorization of the medical healthcare
professionals as users in the systéhe medical system administrator uséstaMaskto
generate and cate the health facility (hospital) administrator wallktedical system
administrator has login credentials and password to aid them to access the medical DLT
system,and the medical system administrataallet, whichhas the Public Key (Pu),

Private Key Pr) used to encrypt the healthcare facility private information.

ii.  Patient Wallet Module
Thep a t i waltet nsodule usebletaMaskto allow patientstac r eat e a pati ent

It allows the patient to generate a pair of Keéysblic Key (Pu), Private KefPr) used
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for encrypting patientsod electronic medicze
(SK) thatis used by the patient wign andauthorize the medical practitioners in a given
healthcare facilityl{ospita) to add and view their historical patig¢ s 6 el ectroni c
records (EMRs). Secondly, tiatientSymmetric Key (SK)s alsoused by the patient to

sign, authenticatend verify their electronic medical records (EMRs), betbheeDoctor

is allowed to add new medical record® theMasterMedical DLT.

iii.  Medical Practitioners Module
It allows authorizedMedical Practitioner$o create their allets (Individualized) Each
medical practitioner is expected to generate their wallet udieigMask, whichhas a
pair of Public Key(Pu) and Private Kdfr) to be used in the Medical DLT System
especially when adding or referencing/fetching the patient electronic medical records.
Additionally, the nedical practitioners ohealthcareworkers, like Doctors, Nurses,
Receptionists, Lab Techn@ists, Pharmasts and Cashierare also system users with
different roles,hence requiring to be authenticated to use the Medical DLT System

effectively.

iv.  Remote Procedure Calls (RPC) or Message passing
Remote Procedure Calls (RPG) message passing atemmunicationprotocok that
enables the medical DLT program one health facilityto execute procedures or
functions on anothdrealthcare facilityaddress space (commonly on a remote server) as
if thoseprocedures and functiongere local procedureghis implies thaRPCallows a
programfrom a remote machine in a healthcare faciiityequest a service fronmather
medical program located on another computéra different healthcare facilitgs if it
were a local function callithin the same local area netwoRRPC are a crucial pillar
supporting interoperability of medical systems by supporting seamless communication

and data exchange between different medical system software from different yendors
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and using different deviceRPC acts as the intmk between e Master DLT,
InterPlanetary File System (IPFS), Medical DLT Portal, Medical DLT API, Medical

DLT EMR and the Medical DLT webaseduserinterface.

v. Medical DLT Virtual Private Network (VPN)
The medical DLT virtual private network (VPNglso known as Mdical DLT Interlink
Network support Remote Procedure Calls (RPC) and aids different medical facilities to
link to the Master Medical DLT, Medical DLT Portal, Medical DLT EMR and
InterPlanetary File System (IPFS). It spans the transport layer and theatippliayer
of the network communication across the distribuestter network. This layer also
provides a link between the Medical Dlahdthe Nodeghealth facilitieshospitals)via
a secure virtual private network (VPN). It also establishes a sasdrgusted medical
environment or ecosysterfor all communicating nodeshence providing secure
interoperability of medical system3he developed ped¢o-peer network architecture
utilizes rolebased access control (RBAC), access tokens, or cryptogréphg to
control access permissions and ensure that only authorized peers can access or modify
data. It also implements data validation and integrity checks mechanisms to verify the
accuracy, completeness, and consistency of data exchanged between pe®rs. Us
checksums, cryptographic hash functions, or digital signatures to detect data tampering,
corruption, or unauthorized modifications during transmission or storage in the P2P

network.

4.3.4Patient Hospital Visit Instance Workflow

a. Patients Module
Patientsvisit any approved healthcare institutions likaaspitalof their choice to seek
treatment. Upon arrival to the hospital the patient is expected to have generated the

patientsdé wallet that stores theirthdubl i c
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patients fYamesdo ckadnownateas patients6é personal

Symmetric Key that is used as a session
medical records (EMRs) before saving and updating them on the medicaE MRl
The patient also uses the Symmetric key

electronic medical records by the authorized medical practitioner.

b. Hospital Medical System Administrator (Admin) Module

Each hospital is expected to have a roalddsystem administrator whose mandate is to
install and setup the medical DLT System to their specific hospital. Additionally, the
medical system administrator is expected to generate the hospital wallet that has the
hospital Public Key (Pu) and Private & (Pr). Further, the medical systems
administrator also creates different system users and defining their roles into the Medical
DLT System. Some roles of these users include Receptionist, Nurses, Doctors, Lab
Technologists, pharmacists and Cashier. Thekes define the operational permission

levels of the users when using medical DLT system

c. Receptionist
The receptionist logs into the Medical DLT System using their approved user name and
password. Thenthey identify and register the patients into theetidcal DLT system
using their approved credentials, which in turn initiates the hospital visit workflow. If the
patients already exist in the medical DLT system, the receptionist only initiate a new

hospital visit instance.

d. Nurseat Triage
The Nurseservirg patients fathe triage logs into the Medical DLT system using their
username and password, after which they

the medical DLT system.
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e. Consultation Doctor
The Doctor logs into the Medical DLT System usingittusername and password. The
Doctor then seeks consent from the patients to allow access of historical patients
electronic medical records. Upon accepting to give consent, the patients use their
patientsodo wallet which ¢tkeyr(Rr)sandtsymenetnic ke u bl i c
(K) to sign and authenticate the Doctor to access and update their electronic medical
records (EMRs). The Doctor reviews the historical EMRs and the patipragress,

then sends the patient for lab investigations.

f. Lab Technologists
The lab Technologists then logs into the Medical DLT System using their user name and
password The lab technologists thesonductsmedical lab investigations and test as
recommended by the consulted Doctor. Tha&b Technologists then records lab

investigation reports into the system to be accessed by the Consultation Doctor.

g. Consultation Doctor
The Consultation Doctor then signs into the Medical DLT system to accedsalthe
Technologistinvestigation reports. Then prescribes the treatment andtagpdhe
patients electronic medical records on the Medical DLT System and refers the patients

to the pharmacists.

h. Pharmacists
The Pharmacists signs into the Medical DLT System using their username and password.
Then adds the drugs amdher hospitalrecaevables toupdate the stoekh module. The
Pharmacisthen adds the drugs dispensed to the patient to the Medical DLT System, and

refers the patient to the Cashier.
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i. Cashier
The Cashier logs into the system using their username and password into thal Medic
DLT System. Then bDbills the patients and cl

receiving the patients bill payment.

j. Hospital Medical System Administrator (Admin) Module
Upon closure of the patigst hospital visit instance, treelminpusheshe patient FHIR
compliant Encrypted, Hashed and Signed Electronic Medical Record event to the
Medical DLT System which only stores the Content Identifier (CID) generated by the

InterPlanetary File System (IPFS).

k. InterPlanetary File System (IPFS) Module
This modul e stores the actual patientsd medi
(CID) for each Patient Medical File stored and maps the CID to the Medical DLT for
storage. The pati ent snadicalfited is enarypted] lrastdeands a v e d

signed using the Patients Wallet details before storage into the IPFS.

I. Master Medical DLT System
The Master Medical DLT System stores the pati@tcontent identifier (CID) and

updates patientso6 wallets for future refer

4.3.5High level Workflow Design for Patient Hospital VisitInstance

The high-level algorithm that shows and explains the architectural workflow for a patient
hospital visit instances from when a patient gets to the hospital until when the instance is
closed.
Step 1: Patient VisstHospital

- The patient arrives at the hospital to seek medical care.

Step 2: Generate Patient Wallet
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- A patient wallet is generated to securely store the patient's health records and keys.
Step 3: Hospital Receptionist Identifies & Registers Ratie

- The hospital receptionist identifies and registers the patient in the hospital's system.

- The patient's registration is linked to their Patient Wallet and the Hospital Wallet.
Step 4: Nurse at Triage Takes & Records Patient Vitals

- The nurg at triage takes and records the patient's vital signs.

- The data is recorded and associated with the patient's Public Key (Pu) and Symmetric
Key (SK).

Step 5: Consultation with Doctor

- The patient consults with a doctor.

- The doctor adds theconsultation record to the Medical Distributed Ledger
Technology (DLT) Electronic Medical Record (EMR) using their Doctor Public Key
(Pu), the Patient Public Key (Pu), and the Patient Symmetric Key (SK).

Step 6: Lab Technologist Conducts Lab Investigation

- The lab technologist carries out lab investigations and adds the investigation report
using their Lab Technologist Public Key (Pu), the Patient Public Key (Pu), and the
Patient Symmetric Key (SK).

Step 7: Consultation with Doctor (Lab Report Interatien)

- The doctor reads and interprets the lab test report.

- The doctor adds the treatment plan to the Medical DLT EMR using their Doctor
Public Key (Pu), the Patient Public Key (Pu), and the Patient Symmetric Key (SK).

Step 8: Pharmacists DispessMedication

- The pharmacist adds the dispensed drugs to the patient's records using their

Pharmacist Public Key (Pu), the Patient Public Key (Pu), and the Patient Symmetric

Key (SK).

173



Step 9: Cashier Bills the Patient
- The cashier calculates thdll Hor the patient's visit and closes the patient's visit
instance.
Step 10: Hospital Admin Pushes Patient FilBmpliant EMR to Medical DLT
- The hospital administrator pushes the patient's FetiRpliant Electronic Medical
Record (EMR) event to tHdedical DLT.
- The EMR event is encrypted, hashed, and signed for security.
Step 11: InterPlanetary File System (IPFS) Generates Content Identifier (CID)
- IPFS generates a Content Identifier (CID) for each patient file stored on the
distributed fle system.
Step 12: Map CID to Medical DLT
- The generated CID is mapped to the Medical DLT for storage and future reference.
Step 13: Medical DLT Stores Patients' CIDs
- The Medical DLT securely stores the Patients' CIDs for future referenceasad d
retrieval.

End ofpatient hospital visit instance

4.3.6A Detailed High-Level Explanation of the Enhance Secure Distributed Ledger
Interoperability Framework Algorithm

Enhancing the secur i tay infoimatipnahten wsing nsedicalme di c

systems and the electronic medical records (EMRS) is paramount aegulatory

requirement by the healthcare regul ating

medical dataand pr ot ect sensitive patientsd med,:i

trarsactions across multiple medical systems, enhanced secure Distributed Ledger

(DL) Interoperability Framework for medical systems is of utmost importance. To

achieve secure interoperability of medical systeti®e developed Medical DLT

174



interoperability famework is further expounded and explained in an algorithmic form.

The designed algorithm is made up of steps that outline the approach taken by the
enhanced secure DL interoperability frame
medical data in meditasystems. The algorithm focuses on stepshich include

definition of requirements, implementation of robust access control mechasesnse
communication, consensus management, data encryption, privacy preserving techniques,
immutable audit trails, datvalidation, data ownership and consent, storage backup and

recovery, and Regular updates and path management.

A detailedhightlevel explanatiorof each stegollowed in generating the algorithnis

discussed systematically in the subsequent section.

a. Define Security Objectives / Requirements
The study began by clearly defining the security objectives and requirements necessary
for achieving secure DL interoperability framework. The study identified confidentiality,
integrity, authenticity, access controdgulatory compliance and availability of medical

data to be key requirements in achieving secure interoperability of medical systems.

b. Implement Robust Access Control Mechanisms
The study then designed a Medical DLT Interoperability Framework that ireptsm
robust access control mechanisms to restrict access to authorized users and nodes. The
framework requires every user to create a user login account that has username and
password in order to access the Medical DLT system and Medical DLT EMR.
Additiondly, each user is required to create user wallet that utilizes cryptographic keys
(Public Key and Private Key) and digital signatures for authentication. The framework

also allows the medical DLT administrator to define {lodsed access control and
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permisions. Lastly, it ensures that only authorized nodes and users can read or write to

the medical DLT ledger.

c. Secure Communication Channel
The developed Medical DLT Interoperability Framework ensures secure communication
channels between ledger nodes. The wé Transport Layer Security (TLS) for
encryption and secure socket communication has been achieved. The framework also
implements messagevel encryption, message authentication via use of digital
signatures and hashimgj data to prevent unauthorizeatd tampering and ensure data

integrity.

d. Apply the Proof of Authentication (PoA) Consensus Mechanism
The Medical DLT Interoperability Framework applies Proof of Authentication (PoA)
consensus algorithm that aligns with the desired level of security. Dimsesus
algorithm aids in authenticating and validating the nodes and ensuring that only validated
transactions are added to the ledger. Patients hold the authority to authenticate the
medical practitioners who access and modify their medical records whith medical

DLT and Medical DLT EMRs by use of their symmetric key.

e. Encryption Data Before Storing
The developed Medical DLT I nteroperabilit
data before storing iin the ledger. Itutilizes robust encryption algghms and key

management systems to protect patient electronic medical records (EMRS).

f. Implement Privacy-Preserving Techniques
The Medical DLT Interoperability Framework implements privgcgserving
techniques such as zekoowledge proofs, homomorphicn@yption, multiparty

computations or confidential transactions
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sharing medical data without revealing the actual information while maintaining

interoperability.

g. Maintain Immutable Audit Tralil
The Medical LT Interoperability Framework maintains an immutable audit trail of all
transactions which includes the history of access and modifications on the Medical DLT
ledger. It also implements versioning atithe stampingwhich enables accountability

and tracealtty.

h. Perform Data Validation
The Medical DLT Interoperability Framework uses smart contracts to validate incoming
data and ensure it adheres to predefined healthcare HL7 FHIR standards and data

formats.

I. Implement Data Ownership and Consent
The Medical DLT Interoperability Framework implements a consent based electronic
medical record (EMR) management system that allows patients to control access to their
medical data. It implements a pati@aintrolled consent model, which has a granular
consent settingsna logging of patient approvals by using an extra layer of security
where patients authorize access and update their medical data using a symmetric key

known to the patient only.

j- Implement A Robust Storage, Backup and Recoverjvleasures
The Medical DLT Inteoperability Framework implemengsrobust storage, backup and
recoverymeasurs to ensurghat patient medicalata can be stored for future reference
and restored in case of datampering or loss. This framework implements

InterPlanetary File SystemRFS) that stores the patient files, then in tareatesa
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Content Identifier (CID). This CID is subsequently incorporated into the Medical DLT,

and the transaction ID is provided to the patient's wallet for future reference.

k. Regular Updates andSystemSearity Patch Management
The Medical DLT Interoperability Framework keeps all components of the
interoperability upto-date withthe systemsecurity patches and updates to mitigate

knownsecurityvulnerabilitiesand threats

4.3.7 Notations adopted in the Enhanced Secure Distributed Ledger

Interoperability Framework Algorithm for Medical Systems

To expound on the security and interoperability of the medical systems, this study
developed more specific and detailed algorithms to illustrate lmoenhance secure
distributed ledger interoperability framework algorithms works, the resulting specific
algorithms are as discussed in the subsequent seclioadeveloped enhanced secure
distributed ledger interoperability framewowgorithms for medical systems used

various notations as shown iafdle12.
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Table 12

Summary of the Notations used in the Developed Framework Algorithms

Symbol Description

N Node (N) which represenghealth facility / hospital

IDn An identification (IDjnforms of content identifiers (ClDsassigned to ¢
Node (N)

IDp Identification assigned to a random patient attending any registered

for treatment

IDw Identification assigned to authorizedstaff / worker at a Node

Be An encrypted block

Bp A deciypted blockof random Patient (P)

Bs A signed block

Bx A hashed block

Bp An encrypted signed and hashed block created or appended to ex

block of random Patient (P)

PUr Public Key of a Patient (P)
PR- Private Key of Patient (P)
SKp Symmetric Kg of Patient (P)
PIN Patient PIN

4.3.8Proof of Authentication (PoA) Algorithm

This algorithm shows the procegbat the patient uses to authenticate the Node
representing the healthcare facility (hospitalprderto allow the health facility health
professionals to offer medical services to the patient. It is wdedby the Patiento
authenticatehe medical practitionersvho are authorizetly the health facilityo add or
retrieve t hetotpeartedical LTI e pradiidt authenticatioalgorithm
uses different variable parametessch as Hid to represent Hospital ID, Pid to represent

Patient ID and Wid to represent Worker. ID
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Algorithm: Proof of Authentication
Input: IDy,IDp, IDw
Output:Bp// Encrypted, signed and hashed random pa(f) clock
Step 1: Register Node N (\pto DLT Block
Step 2: If Success (Node N¥Frue {
For Worker in NodeéN
If exists (workey == True
Error {Worker alreadyegistered
Else
Register Worke(ID )
}
Step 3: Worker Login
Step 4:If Authentication Worker (ILy) ==True
Grant Login;
Else
Reject Login;
Step 5: If True in Step 4
If exists (PatienflDp))== True
Error {Patient Exists}
Else
Register Patient;
Step 6: If Register (Patie(iDp))==True
Activate (Paient)
Step 7: If Exists (Record)==True

Fetch Record ()

180



Else
Create Record ()
Step 8: If success in Step 7
UpdateMedicalDLT
Step 9: End
The proof of authentication algorithm is further represented in a flowchart as shown in
Figure 23.

Figure 23
Fetch Record Algorithm Flowchart

Register Node N ( IDy)

For Node N Register
Worker W (IDy)

Node (IDy) == Trué

If Woker Exists (1Dw) == True >>-Yes{ Worker IDy Login
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Return Error Message Worker W Yes

(IDy) Not Registered { Grant Login

No

No
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No
N Not Registered

Register
Patient 1D

Reject Login Yes—| Aclivate Patient IDp

Open Patient EMRs

Return Error Message)
Patient Does not | No
Exists

If Patient EMRs == True > Yes { Fetch Patient EMRs
No
Create Patient EMRs Update Patient EMRs

|

End
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4.3.9Fetch Record Algorithm

The Fetch Record Algorithm is used to show how healthcare professional (Doctor) is
going to retrieve the patient historical electronic medical recgeMRs) from the
medical DLT, regardless of which health facility entered them to the Medical DLT
system. The Fetch Records Algorithm uses patient Id to search for the patient historical
electronic medical records (EMRs) and then uses the symmetric k@yntthe consent

of accepting the EMRs to be retrievethd accessetby the authorizedhealthcare

professional (Doctor).

Algorithm : FetchRecord
Input IDp, SKp, IDy
Output Bp// An encrypted signed and hashed block created or appended to existing
block ofrandom Patient (P)
Step 1:Start
Step 2:ForIDpin IDy: //Loop through CIDs to check the patients in NodBlbdck
If Success (SK)==True
ReturnBg;
Else
Return Error;
Step3: End

The Fetch Record algorithm is further represented in a flowchahoasn inFigure 24.
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Figure 24
Fetch Record Algorithm Flowchart
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4.3.10Create Record Algorithm

The Create Record Algorithm is used to show the process that is taken by the authorized
healthcare professional (Doctdo) create and add new patient electronic medical record
(EMR) to theMedical DLT SystemThe algorithm uses Patient ID variable to identify

and verify the patienptand uses the symmetric Key for the patient to authenticate the
healthcare professional (Dot} and give consent to allow them create a new patient

electronic medical record and add it to the Medical DLT System.

Algorithm : Create Record
Input: IDp, SKp

Output:Bp

183



Step Btart
Step 2 For IDrin IDy
EnterSKp
If SKe==True
ReturnBp
Else Return Error {Patient Wrongymmetric KeyEn-
tered}
Step 3 PushBpto IDy// Medical DLT Ledger
Step 4 Generate Patient Record CID
Step 5 Update Patient Record CID kedicalDLT
Step 6 End

The Create Record algorithm is further represented in afilaww as shown iRigure 25.
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Figure 25

Create Record Algorithm Flowchart
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4.3.11Create Patient Wallet Algorithm

The createpatient wallet algorithm shows the process that is taken to aid the patient to

create he patient wallet that has the Public Key{P®rivate Key (Rp) and Symmetric

Key (SKp). Theprocess relies on patient ID which can be the patient username used for

identification and the patient PIN whids usedfor authenticating the patient when

aceessing the wallet.
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Algorithm : Create Patient Wallet
Input: IDr and Patient PIN
Output: Wallet {PY + PR> + SKp}
Step 1:Start
For IDPandPatientPIN in Wallet
Enter ID-> and Patient PIN
if Correct (Dp + PatientPINF==True
Return{ PUp + PR + SKp}
Else
Return Error
Step 2: Generate Patient WallBUp + PR> + SKp)
Step 3RetrievePatient WallePrivateKey
If (Patient Wallet PINF=True
ReturdPatient PR}
Else
Return Error (Wrong PIN
Step 4: End

The Create Patient Wallet algibmin is further represented in a flowchart as shown in

Figure 26.
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Figure 26
Create Patient Wallet Algorithm Flowchart
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4.3.12Generate and Store Symmetric Key (B) Algorithm

Return Patient
| PRp

This algorithm demonstrateshe process #t the patientises to generate and store the

symmetric key thatis used to authenticate the authorized healthcare professional

(Doctor), and also to grant or revoke access to the accredited health fadiléypatient

generates the symmetric key aftethamticating that they are the owners of the Patient

wallet by providing a valid PIN and other wallet detditet is the Public Key (Pw) and

Private Key (PR).

Algorithm: GenerateandStoreSymmetricKey
Input: Pin,PUp, PR-
Output:SKp

Step 1:Start
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Step2: EnterPatientPIN / Generate Patient Symmetric Key
If Success (PIN==True
Return Confirm PIN
Else
Return wrong PIN entered
Step 3: Reenter PINPWU: + PR>
If Success (PIN- PUs + PRp) == True
Return Symmetric Key (SK // (storepatientsymmetic key
(SKp))to the Rtient wallet
Else
Return Error Message
Step 4: End
The Generate and Store Symmetric Kel¢X8lgorithm is further represented in awfle

chart as shown iRigure 27
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Figure 27
Generate and Store Syratric Key (X) Algorithm Flowchart
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4.3.13Retrieve Symmetric Key (Sk) Algorithm

The retrieve symmetric key algorithm illustrates the processtoéving the symmetric

key when a patierforgets their symmetric key that was used to signh lzaml encrypt

their electronic medical records in a different healthcare facility (hospital). The patient
required to enter their valid PIN to open their patient wallet and also their passphrase
which is a security group of words known only to the gudtito authenticate that the
patient is the legitimate owner of the patient wallet #mat the historical electronic
medical records (EMRS) belong to thefime patienis alsorequired to enter their Public

Key (Pu) and Private Key details as capturetheir patient wallet.
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Algorithm: RetrieveSymmetricKey
Input: PIN PUs, PRs, Passphrase
Output: Ske
Step 1:Start//Retrieve Symmetric Key (Sk)
Step 2: EntePIN+ Passphrase
If Success (Pir Passphrage=True
Return Confirm PIN
Else
Return wrang PIN entered
Step 3: Reenter PIN + B4 PRs
If Success (PIN + P+ PRs) == True
Return Symmetric Key (SK
Else
Return Error Message
Step 4: End

The Retrieve Symmetric Key (Sk) Algorithm is further represented in a flowchart as

shown inFigure 28
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Figure 28
Retrieve Symmetric Key (Sk) Algorithm Flowchart
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4.3.14Sign Patient EMR Plaintext Algorithm

The sign patient electronic medical records (EMRS) algorithm shows the process used by
the patient to sigand authenticate that the new EMRs are correct and can be added to
the Medical DLT system by éhealthcare professional (Doctoi)his is done once a
patientvisits any accreditedhealth facilityto seek treatment. Every new record needs to

be signedefore hashing using the patient symmetric key.

Algorithm: SignPatientEMR
Input: PinSk
Output:Bs

Step 1:Start //Sign Patient EMRymmetric Key(SKp))
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Step 2: EntePIN
If Success (PIIN== True
Return Enter Symmetric KgpKp)
Else
Return Wrong Pin Bered Message
Step 3 Enter Symmetric Key (K
If SuccessSymmetric Key(SKp) == True
ReturrBS /[SignedPatienEMR Plaintextising PatienSKp
Else
Return wrongsymmetric Key (SK) entered
Step 4: End
The Sign Patient EMR Plaintext Algorithm is furtliepresented in a flowchart as shown

in Figure29.
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Figure 29
Sign Patient EMR Plaintext Algorithm Flowchart
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4.3.15Hash Patient EMR Plaintext Algorithm

The Hash Patient EMR Plaintext Algorithm demonstratesptioeess of hashing the
patient electronic medical records (EMRSs). This is achieved by the patient entering their
patient wallet PIN to authenticate ownership and the symmetric to allow signing of the
records in order to give and bind the electronic médmzords (EMRS) identity to the
patient. Once the patient wallet Pislcorrect and the symmetric key (Sk) provided is
correct then the patient electronic medical recor@&VRs) aresignedto wait for
encryption process to take place

Algorithm: HashPatientEMR

Input: PIN, Sk

Output:By

Step 1:Start //HashPatient EMR (Symmetric Key (S

Step 2: EntePIN //Patient Pin
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If Success (PIIN== True
Return EnteSKp // Patient Symmetric Key (S
Else
Return Wrong Pin Entered Message
Step 3:Enter Ymmetric Key (Sk)
If SuccessSymmetric(SKp) == True
ReturnBy // HasredPatient EMR Plaintextia Symmetric Key (SR)
Else
Return Error Message
Step 4: End
The Hash Patient EMR Plaintext Algorithm is further represented in a flowchart as

shown inFigure30.
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Figure 30

Hash Patient EMR Plaintext Algorithm Flowchart
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4.3.16Encrypt Patient EMR Plaintext Algorithm

The Encrypt Patient EMR Plaintext Algorithm shows the process used by the healthcare
professional Doctor) to encrypt new patient electronic medical records (EMRS) before it
is added or updated or uploaded to the Medical DLT system. The patrequired to
authenticate a healthcare professional (Doctas)ng their patient wallet details
beginning fom entering the correct PIN, Public Key (Pu), Private Key (Pr) and
Symmetric Key (Sk). Once the patiénglectronic medical records are signed, hashed
and encrypted thegreupdated to the Medical DLT system for future reference either by
the same healtlce facility ora different one, hence providing securateroperability

medical system.
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Algorithm: EncryptPatientEMR
Input: Pin, PY, PR.. SKp
Output:Bg // Encrypted Patient EMRPatient EMR Ciphertext)
Step 1:Start /Encrypt Patient EMRising patiehSymmetric Key (SK))
Step 2: Enter Patient PIN
If Success (PIIN== True
Return EntePUs + PR> + SKp
Else
Return Wrong Pin Entered Message
Step3: Enter Patient Public Key (R Private Key (PR + Symmetric Key (SK)
If SuccesPUr + PR> + SKp== True
ReturnBe // Encrypted Patient EMRiphertext
Else
Return Error Messag@atient Public Key (Bp) or Private Key (PR or Symmetric
Key (Xp)Dondt ) Mat ch
Step 4: End
The Encrypt Patient EMR Plaintext Algorithm is further represented in a flowchart as

shown inFigure 31.
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Figure 31
Encrypt Patient EMR Plaintext Algorithm Flowchart
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4.3.17Decrypt Patient EMR Cipher Algorithm

The Decrypt Patient EMR Cipher Algorithis used to show the process tisatised by

the doctor to decrypt the patient historical signed, hashed and encrypted electronic
medical records (EMRs)his process requires the patient to enter their patient wallet
valid PIN and then the Public Key (Pu), Private Key (Pr) and Symmetric Key (8k) to
authenticated as the legitimate owner of the historical EMRs. This allows the doctor to
decrypt the patient historical signed, hashed and encrypted electronic medical records

(EMRs) even if they were uploaded to the Medical DLT from a different aceekdit

healthcare facility

Algorithm: De cryptPatientEMR
Input: PIN, P, PRp, SKp

Output:Bp // Decrypted Patient EMRPatient EMR Plaintext)
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Step 1:Start //Decrypt Patient EMRusing (Symmetric Key (SK)
Step 2: Enter Patient PIN
If Success (PIIN== True
Return EntePUps + PRs> + SKp
Else
Return Wrong Pin Entered Message
Step 3: EntePUp + PR- + SKp
If SuccesgPUr + PR- + SKp )== True
ReturnBp // Decrypted Patient EMRRIaintext(DecryptedPatient EMR
Ciphertexj
Else
Return ErroMessage (Patient Blic Key (PW) or Private Key (PR or Symmetric
Key(SK) Dondét Match)
Step 4: End

The Decrypt Patient EMR Ciphertext Algorithm is further represented in a flowchart as

shown inFigure 32.
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Figure 32
Decrypt Patient EMR Rintext Algorithm Flowchart
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4.4 Validation of the Developed Enhanced Secure Distributed Ledger
Interoperability Framework for Secure Medical Data Exchange

To validate the developexhhancedecure distributed ledger interoperability franoeky
proof of concept method usirggprototypeof Medical DLT system was developethe
proof-of-concept prototypés used to demonstrate the functionality of interoperability of
medical systems. The proof of concept method allows breaking of the protftype
medical systems intsub moduleqPrasanna et al., 2021that underpin the systems
overall functionality emphasizing on DLT based solutions @éahance security and
promote seamless interoperabili8mulateddatagathered from delphi methadas used

to test the functionality and interoperability of the Medical DLT Syspeatotype The
prototype wasalso used to implement ahevaluate the suitdlly of the designed

algorithms that implement the enhanced secure distributed ledger interoperability

199



framework for medical systems. The prototype vead divided into several sub
modules which are; MedicalDLT (Web Interfacg Medical DLT APl (Backend)
Medical DLT EMR (Backend) Medical DLT Portal, MedicaDLT Smart Contract,

Patient wallets interfacé?FS,WireGuard(Virtual Private Network (VPN).

4.4.1Medical DLT Virtual Private Network (VPN) Module

Medical DLT node networking is isolated from gheblic through a DéVilitarized Zone
(DMZ) approach such that only Health facility/Hospital/member Nodes with a public
private key networking information can participate and are authorized. This
implementation is enhanced WyireGuardtool, a modern crypgraphic Virtual Private
Networking VPN) approach, whictallows for robust, fast, reliable and secure logical
network or virtual LANs ondp of a public network. Figure 20 mn example of a

network definition for a Health facility or Hospital Node.

Figure 33
Medical DLT Virtual Private Network (VPN)

[Interface]
PrivateKey = 8LOu2ynWJLXtEPVOEa@X3GRzH1lqc1lPqWz31fikhVtEM=
Address = 10.101.0.10/32, 4246:4206:9753:2021::a/128

DNS = 143.244.208.17y
MTU = 1280
[Peer]

PublicKey = LCnKM4eZrJZ9B4ANzPFInud4TQEJSAmIRIhe/QnMfjbzc=
AllowedIPs = 10.101.0.0/24, 4246:4206:9753:2021::/64, 0.0.0.0/0
Endpoint = 159.223.200.xx:51822

PersistentKeepalive = 20

This configuration sstup the server itunson, a network interface identified by Node IP

10.101.0.10which it uses to secuse communicate with other Health facilities or
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Hospital Nodes, even on a public network. This is achieved through securely encrypting

traffic between nodes with their publicivate keys.

In DLT implementation, the Network latency, robustness, security and stability are
emphasized as the immutabilidgpect, and distribution of Nodes relies on that private
network to internetwork. Electronic Medical Records (EMRM)ich are written to
comply with HL7 FHIR standards can securely relay events to the Medical DLT Smart

Contract. The Medical DLT VPN usinyireGuardis as shown ifrigure 34.

Figure 34
The Medical DLT VPN using WireGuard
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To an average user, the experience feels the same as a traditional healthcare system
however, the underlying implementation hasdiechntcalities such as permissioning,

data storage, event communicatiandencryption.

Patient EMRs are standard HL7 FHIR resources that are interoperable across health
facilities or hospitals in the network. This study outlines how patient EMR record is

proessed and stored on InterPlanetary File System (JRR8)hen to the Medical DLT.
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The Medical DLT EMR source code was written using Solidity, tested using Ganache
during development and production setup or chestration using Ethereum based
technology,and HyperledgerBesu for live network of Nodes. The choice of the base

platform for the Medical DLT was based on the following reasons:

1 Unlike main Ethereum, the study tried to avoid limitations and concerns of the
Crypto Currency issues, as the study sortiévelop a medical ledger system that
does not concern such particulars.

1 The HyperledgerBesu allows choice and {grained control of the private
Ethereum network setup that has different configuration that allows advanced
modelling of Smart Contracts ek on Ethereum Virtual Machine (EVM), and
without consensus algorithms constraints, but having access to all Ethereum

technology benefits for a nefinance industry.

4.4.2Medical DLT Interplanetary File System (IPFS) Module

To cater for storage concerrbe MedicalDLT system uses Interplanetary File System
(IPFS), a peeto-peer distribute hypermedia protocol for data storage layer and
distribution across Nodes. A record in IPFS is identified by a hash of the data known as
Contentldentifier (CID). Thishelps the MedicaDLT system to isolate data storage to a
more robust and secure approach and implementation. All data in IPFS is immutable,
encrypted and redundant acrosshaalth facilitiesnodes or participating nodes in the
Medical DLT Network. Figure 35shows the Medical DLT InterPlanetary File System

(IPFS) Modulerunning
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Figure 35
Medical DLT InterPlanetary File System (IPFS) Module
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4.4 .3Medical DLT Smart Contract Module

This Smart Contract defines how tivedical DLT system organizes its data across
Nodes (health facilities). It lives within Ethereum Virtual Machine(EVM) environment
based on Ethereum platform to control immutability, additional security, audit
traceability and verification management fovanced privacy that healthcare ecosystem
deservesFigure 36shows theGanache Ethereum that is supporting the Master DLT

System.
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Figure 36
Medical DLT Smart Contract Module
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The Medical DLT smart contract acts as @ecentralized electronic medical record
system on thenetwork of health facility orhospital nodes. It creates an accessible,
secure, and immutable ledger of medical records, user accounts, and access lteguests.
created using the Solidity programmilagguage and built upa@penZeppelin's Access

Control contract to manage user roles and access permissions.

Steps followed when setting up the Smart Contracts
The steps followed when setting up the Medical DLT System Smart Contract are

discussed in theubsequent sections.

a. Conditions and Contract Formation
This contract requires Solidity 0.8.0 or later to utilize. Import the contract from the
OpenZeppelin library at first. A basic level of access control capability is provided by
this contract, which magas several roles (such as administrator, patient, hospital,

practitioner, and insurance provider) and their corresponding rights inside the system.
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b. Setting up the Roles
Determining the different roles within the system comes next after putting up tine sma
contract. Roles are established by using the keccak256 hashing technique and consistent
hash values. These jobs include administrative, patient, hospital, practitioner, and
insurance provider functions. An essential component of any safe, decentralized
application is the way this configuration guarantees that various users within the medical

DLT system have varying degrees of accesscapadbilities.

c. Awareness of the Data Structures
Numerous intricate data structures, like as arrays, structs, mappiagenamerations,
are included in this smart contract. The Request Status enumeration is a crucial

component that monitors the progress of access requests to a patient's data.

Within the system, many entities and actions are represented by structuresserhe U
Hospital, RecordAccess Requesand Event structs are among these. The corresponding
data for every person and hospital is stored in user and hospital structs. Patient record
data is stored in the Record struct, and requests to see a patientsiiviorare tracked

by the AccessRequeststruct. The system records various occurrences into the Event
struct. Mappings and arrays serve as the primary data storage in the contract, tracking
users, hospitals, patient records, access requests, events, este.stdte variables are

private to maintain data privacy and can be accessed through various getter functions.

d. Event Logging
Events are crucial in any distributed smart contract as they provide a way of triggering
actions and recording activities on thelder. In thissmart contract, there aseveral

events to traclactivities, likewhen anew patient record is added, a new access request is
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created or updated, a new hospital is added, a new user is added, and a new event is

logged.

e. Initialization and Role Assignment
In the contract initialization function, the deployer of the contract is assigned the
ADMIN_ROLE. This function is typically only called once, right after the contract has
been deployed to the network. This ensures that the initial setupthe inands of a

trusted entity, which is critical in a sensitive system such as a medical records platform.

f. Manipulating and Accessing the Data
The contract includes numerous functions to interact with and manipulateTtata.
include getter functions teetrieve details about users, hospitaégords, requests, and
events. The medical DLT system also fissctions to add new entities to the system.
These functions ensure that only users with the appropriate roles can perform certain
actions, maintaininghe system's integrity and security. When a resalth facility
(hospita), user, or patient record is added, the relevant event is emitted, marking the

action on the distributed ledger.

Access requests to patient records are handled through three functorey,request
Access, approve Request, and denlRequest. Theséunctions allow practitioners or
insurance providers t@quest access a patient's recorgdandthe patients to approve or

deny such requestssing their symmetric Key

The logEvent funiton enables the system to log various significant events, providing a

useful trailof actionstaken in themedical DLTsystem.

The Medical DLT smart contract demonstrates a strong foundation for a secure,

decentralized medical records ledger. It emphasgata privacy and integrity through
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robust access control measures, using the immutability and transparency of the

distributed ledger technolody ensure that all activities are recorded and verifiable.

4.4.4The Master Medical DLT Module

This section pFsents a detailed guide to understanding the implementation of a
decentralized and secure electronic medical record (EMR) system. This system leverages
various technologies including distributed ded technologies like Ethereyum
InterPlanetary File SystendPFS), Health Level 7 Fast Healthcare Interoperability
Resources (HL7 FHIR), and cryptographic encryption techniques such asHRffiean

Key Exchange (DHKE) and Elliptic Curve Cryptography (ECC). A distributed ledger
technology (DLT) is employed to @ate an immutable record of EMRs, maintaining the
integrity and security of patients’ medical informatiofhe master Medical DLT
implemernts several security elementsvhich includes interoperability and
standardization, distsuted ledger technologymedial record generation and
managementpermissioning and access contrahd the data security component that
deals with encryption, decryption and key management as discussed in the subsequent

sections.

a. Interoperability and Standardization Element
To ensureinteroperability, standardizatioand data consistency in the wailectronic
Medical RecordsEMRS) are handled across differemtedical systemsthe enhanced
secure distributed ledger interoperability framework for medical system diedlignws
the HL7 FHIR standardand other healthcare regulations like Health Insurance Portability
and Accountability Act (HIPAA) This framework offers a set of standards for
exchanging healthcare information electronically, including guidelines for representing,

storing, &d transmitting medical data.
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b. Distributed Ledger TechnologyElement
TheMedical DLT system uses a custom DLT, often referred to as blockchain, to create a
decentralized and secure platform for handhihectronic Medical RecordEMRS). The
Medical DLT comprisesof nodes represented by participatihgalthcare facilities

(hospitalg, with each node having a copy of the complete ledger.

c. Medical Record Generation and ManagemenElement
The medical records are generated by a regular EMR systainstandarded using
HL7 FHIR. The EMRs are stored on the IPF& distributed system for storing and
accessing files, websites, applications, and data. Instead of using traditional focation
based addressing as used in HTTP, IPFS employs cdrgsetl addressing. Bhimeans
that each file and all of the blocks within it are given a unique finger print called a

cryptographic hash.

d. Permissioning and Access ContradElement
The enhanced secure distributed ledger interoperability frameslasikin ensures that
only authorizd parties can access a patient's EMR® medical DLT systenuses
Diffie-Hellman Key Exchange (DHKE) for permissioning access to the records. Each
user, represented by a patient drealth facility fospita), has a unique pair of private
and public keg. When a patient visits a hospital, a shared secret key is established using
DHKE. The patient then uses this key to allow the hospital access their recaals

revoke access to their medical records
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e. Data Security Component that deals withEncryption, Decryption and Key

ManagementElement

To maintain confidentiality and ensure data privaty medical DLT systemtilizes
Elliptic Curve Cryptography (ECC) to encrypt the EMRs. ECC is a public key

encryption technique based on the algebraic strectelliptic curves over finite fields.

4.4 5The Patient Wallet Module

Medical DLT system envisages that patient create their own patiahét using
MetaMask MetaMaskis a popular browser extension that allows users to manage their
Ethereumbased asts and interact with decentralized applications (DAppgtient

wallet requires the patient to keep their wallet secure using a PIN, password and seed
phrase which should never be shared with anybody. If the Patient loses their patient
wallet, then theyeed to use the seed phrase to recover and gain access to their wallet.
Figure 37shows the patientvallet of a patient by name S. Karunweho is registered

into the Medical DLT System Network.
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Figure 37

The Patient Wadit Module
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4.4.6Medical DLT APl Modules

The medical DLT System Application Programming Interf@sBl)is an abstract layer

that has no Graphical User Interface (GUDbut links and enables seamless
communication and data exchange between caédLT and the Medical DLT EMR
within the healthcare ecosystem. It also facilitates interoperability by allowing different
medical systems from different nodes (health facilities) to exchange data and
functionality cohesively. Patient medical data excleanig. APIs contributes to a more
comprehensivand accrate patient overview. Figure 8&ws the two APIgerminals

that run to support mechl DLT system interoperability, these two terminal interfaces of

the Medical DLT API aréhe medical DLT System ARiInd the Medical DLT Admin
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Figure 38

Medical Distributed Ledger Technology (DLPBpplication Programming Interface
(API) Modules

4.4.8Medical DLT EMR (Backend)Module

The medical DLT EMR (backend) has no graphical rusgerface. It has been
programmed using PHP and follows the healthcare sector standards and regulations
which enhancgood security practices among the developed medical systeguse 39

shows the Medical DLT EMR Backend Module.
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Figure 39
Medical DLT Electronic Medical Records (EMR) Backend Module

4.4.8Medical DLT System(Web Interface) Module

The medical DLTsystemweb interface serves as a frontend interface that allows
healthcare facility staff like hospltanedical system administrator, Cashiers and other
healthcare professionals like Doctors, Nurses, Lab technologists and Pharmacists to
interact with the digital component of the medical systEne Medical DLTsystemweb
interface supports various aspeots healthcare service delivery, administration, and
communication between the healthcare practitioners. It enhaecesity, efficiency,
access controls, accuracy, authentication and collaboration within the medical, system
while prioritizing patienicenered care.The medical systems administrators of the
approvedand licenseanedical facilities in the healthcare sea®required to install the
Medical DLT web interface in order to link to the secure master Medical DLT network

Figure 40shows the Medal DLT System web interface for Hospital 1 and Hospital 2.
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Figure 40
Medical DLT System web interface for Hospital 1 and Hospital 2

gacecdoea

4.4.8.1Medical DLT SystemLogin Interface

The login interface for the medical DLT systera the initial point of access for
authorized users. firovidesthe first level of authentication of user to protect sensitive
patients medical information.This interface ensures that only authorizedd a
authenticated administrators, healthcare probesss and healthcare staff have access to
the Medical DLT system dashboard and other system functionalities. Medical DLT
system user authentication involves a secure user name which is the users email address
and apassword that follows all the rules ofsrong and secure passwprhsuring
compliance with the data protection healthcare standards and regulatemss
contributing to the overall security and trustworthiness of the medical system. The login
interface fosters a usénendly interface thilinks users to the Medical DL$ystem

dashboard. ThEigure 45hows the Medical DLBystemLogin interface.
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Figure 41
Medical DLT System Login Interface
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4.4.8.2Medical DLT SystemDashboard

The Medical DLT systendashboard serves as a visual representation of critical medical
services, information and keyperformance indicatorswithin the healthcare
organizations. It provides the administrator and healthcare practitiongrsvarious
aspects of the Medical DLT stem based on their user access privilege levdls
implies that different users have different dashboard items. aBpectsaptured in the
Medical DLT system dashboard includes p a t appointinehts, stock inventory,
billing, insurance details dataeports, logs and accesshich entails user and role
management. The Medical DLSystemdashboard enhances decision making process by
offering an overview of the entire medical system and promotingdiatan actions
hence improving efficiency and eftaeness of the healthcamperations. Figuret2

showsMedical DLT systemDashboard
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Figure 42
Medical DLT system Dashboard

4.4.8.3Medical DLT System Add Patient or Search Patient Interface

The Medical DLT System Add Bant or Search Patient Interface allows the receptionist

to add a new patient into the medical DLT Systé@ime role of adding new patients to

the medical DLT system is assigned to the receptionist. iltesface is also used by

other healthcare professials to search for a patient from the Medical DLT system. To

search a patient from the Medical DLT system, the healthcare practisoeguired to

enter the patientso6é I D for identificati on
already in the Medal DLT, then the patient recordare retrieved, but the dates
encryptedwhich implies that the patiemd required to authorize access to their pafent

medical historical personal health information (PHigure 43shows theMedical DLT

System Add Btient or Search Patient Interface.
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Figure 43

Medical DLT System Add Patient Interface
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4.4.8.4Medical DLT System Administrator Interface

The Medical DLT system administrator interface allows the administrator toeevarsl
manage various aspects of the medical system efficiently and effectively. It provides
access privileges such agewing and searching patients, viewing all investigations,
viewing all inventory, viewing all invoices, payments and transactions, wie\wail
insurance claims and reports, access to user andnrateagement antbgs to the
Medical DLT system administratolt plays a central role in the effective management,
configuration, and optimization of the Medical DLT system. It empowers the nhedica
system administrators to maintain system integrity, ensure compliance, and enhance the
overall efficiency of healthcare services and operatiéingure 44shows the Medical

DLT System Administrator Interfaagsed for creating role and role management.
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Figure 44

Medical DLT System Administrator Interface used foreating Role and Role

Management

4.4.8.5Medical DLT SystemNurse Interface

The medical DLT System Nurse interface is used by the nurse serving patidms at t
Triage to add and cpEapents vitanfoprationm capiured Iishev i t al s
medical DLT system includes the oxygen saturation levels, heart rate, fetal heart rate in
cases of expectant mothebdood pressure (Systolic and Diastolicmpeeratures, height,

weight, BM, and nur s EBiguse 45sloowse tekeMedical DLT System Nurse

interface.
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Figure 45

Medical DLT System Nurse Interface
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4.4.8.6Medical DLT SystemDoctors Interface

The MedicalDLT system doctors interface is designed to provide an interface that
allows doctors to carry out various clinical and administrative tasks aiming at enhancing
efficiency and quality opatient careThese services include consultation, diagnosis and

drugprescriptionFigure 46shows theMedical DLT system doctors interface.
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Figure 46

Medical DLT System Doctors Interface
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4.4.8.7Add Patient Record / Fetch Patient Records

For the doctor to be able to add patiemtards to théVedical DLT system or fetch
patient historical record from the Medical DLT syste¢he patienneedsto authenticte
and authorize the event using their symmetric Kidys event necessitates the healthcare
practitioner to launch and use theedical DLT portal interface to seek authentication

and approval by the patient using their patient wallet and their symmetric key.

4.4 9Medical DLT Portal Module

This web interface acts as the Medical DLT Portal Front End web interfdme.

authenticatd and aut hori zed healthcare worker

Dashboardo tab to open t he Figueddirshavs theDL T

medical DLT portal
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Figure 47

Medical DLT Portal

Medical DLT

Bridging the gap in gl

H £ Type here to search ﬂb‘ =1

This is the first page of the medical DLT Portal which is the front,emad has a
Graphical User Interface (GUIYhis is the page that links the Medical DLT to the
Medi cal DLT EMR to aid secur @hiseMedichl BiTge o f
Portal interfacesvith the Patierte Wallet to allow the patient authenticate the medical
practitioners who should access their historical electronic medical retipadsclicking

the Connect to Wallet talthe portal links to a page that lists and provides options to
acess the Dashboard, Hosp#t, Patient Records and Roles. The Hospital dashboard
lists the addresses and the Content Identifiers (CID@Bpproved health facilities
(hospitals). Bch of the optionsinder thed o ¢ t needidlsDLT portal aresashown in

Figure 48
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4.4.9.1Dashboard/ Hospital
The Medical DLT Portal Dashboard hospital page allows users to view the accredited
healthcare facilities (hospitals) by list their addessnd their content identifier (CID)

that is used to uniquely identify tlaecredited healthcare facilities.

Figure 48
The Medical DLT Portal Dashboard

Hospitals
Alist of all the hospitals in the system.

Address cio Number of Users
0x95b61296685166¢d2C32CAF1{3D0441F333c1a91
0x77586889F93¢c203536AAeb8521474b907f3cCD22

OxE9QIETIFAAfCD44f3029b0838EB66aB13CE345¢46

4.4.9.2 Dashboard /Patient (Generate and Store Key/ Retrieve Key/ Grant and
Revoke)

Upon the dctor clicking on the patient talon the MedicalDL T Port al , a
authentication and authorization interface is launched. This interface alewRatient

to enter their Patient wallet PJMWhich is a four digitcharacters. The patient clicks on
generate and Store Key option the medical DLT pavtach links to the Patient wallet

and references their Public Key and Privia&y in order to generate the symmetric Key

by launchingMetaMaskinterface. This gives the patient a chance to generate a unique
symmetric Key that allows the patient to sigmcrypt, hash and grant or revoke a

healthcare facility access to their electronic medical records stored in the medical DLT.
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The patient in turn authorizes and authenticates the medical practitioners (Doctor) who
needs to access their historical mediaadords using their symmetric key which is
unigue. In cases where the patients are not comfortable with the medical services
provided at the healthcare facility visitegtley still have the power to revoke permission

of the healthcare faciliiynence makingll the healthcare services to be patiestric.

Figure 49shows the Medical DLportal displaying all the operations that are available

to the patient to authenticate access to their personal electronic medical records.

Figure 49

Dashboard /Patient (Generate and Store Key/ Retrieve Key/ Grant and Revoke)
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Grant Permission
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Medical DLT

After the patient has signed and confirmed that they are authorizing and authenticating
the doctor to add, update or fetch their t electronic medical re¢badpatienthenscans

or enters their symmetric key to complete the easrghown in Figure 50
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Figure 50
Medical DLT Portal Patients Record Page
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The medical DLT portal cheskfor correctness of the symmetric keyntered If the
patientsymmetric keyconforms to thesymmetricused during th@atient record creation
instancethen it links the doctor to the medical DLT system and retrieves or fetches the

encrypted historical electronic medical recoadshown in Figure 50

4.4.9.3Medical DLT System FetchHistorical Patient Records SubModule

Upon verifying and aut hent,themedicanDd.T gotae pat i
links the doctor back to the medical DLT systand fetches the patient records that are
encrypted hencepromptingthe patient to enter their Public Key (Pu), Private Key (Pr)

and Symmetric Key (SKp decrypt their historical electronic medical records (EM&&s)

shown in Figure 51
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Figure 51
Medical DLT System Fetch Histoal Patient Records Sublodule
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DLT Network
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daOk 3ee2b32696ff2

0dd645412f9a1

2764acdb:

The encrypted patientds historical el ectr
make them usable by the Doctor. This is another layer of security provided by the
medical DLT system. It provides multi-factor layer of authentication requiring the

patient to enter their symmetric key to decrypt the EMRs once,agashown irFigure

52,
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Figure 52

Patient MultiFactor Layer Authentication

Scan Patient Authorization Key

-l O Type here to search .\‘]\l

If the Symmetric key eeted or scanned by the patient is cofrdwen the EMRs are
decrypted and the Doctor is able to read the historical EMRs from the medicabBLT

seen in Figure 53
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Figure 53

Successful Symmetric Key AuthenticatiorCfecryption of Patient Records

Decrypted Successfully
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impression Weak and Fatigue

history Severe Nose Bleeding

The medical DLT system checks and decrypts the historical BMiReut judging from
which health facility (hospital) thewere entered hence providing interoperability of

medical systems

By leveraging a Medical DL prototype to validate aenhancedsecure distributed
ledger interoperability framework for medicalystem, themedical system software
developers can address the security and interoperability challenges in the development

process, resulting tamore rolust, secure and interoperable medical systems.

4.5Discussions of the Findings

In this study, an analysigvas carried outto establish reasons for lack of secure
interoperability of medical systems. The researcher went ahead to design an algorithm
that enlances security of Distributed Ledger interoperability for medical systems. A
secure distributed ledger interoperability framewpr&totypefor medical systems was

designeddevelopednd validated for secure medical data exchange.
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4.5.1Existing factors that affect Secure Interoperability of Medical Systems

The findings of this studghowedthe factors affecting secure interoperability of medical
systemscompared to existing systermes analyzed.This was achieved through a
systematic review of literaturesaseen in Chapter Twaectiors 2.6, 2.6.1, to 2.6,7
where the structural, semantic, security and technical fagters found to affect
interoperability of medical sysms Section 2.8 highlights the interoperability
frameworks for medical systermandSection 2.11 discusses the research gaps that show

the cause for interoperability challenge for medical systems

The identified causemclude structural interoperability relating to data standardization,
syntax, protocols and formatand semantic challeres which relate to medical data
coding and standardization of data meanirf@sther, the data that was collected from
the domain expertsvho were the medical systems software developerscurred with

the reviewed literatur€Chapter Four,ectiors 4.21 and 4.2.2 shows that the respondents
indicated that technical, semantic, security and privacy factors hinder secure
interoperability of medical systems. This implies that the medical system software
developers need to address #@ierementionedchallengs to be able to design and

develop secure interoperable medical systems.

4.5.2 Algorithms Designed toEnhance SecureDistributed L edger Interoperability
Framework for Medical Systems

The study went ahead to design algorithms that enhance secure intalibperfathe

framework for interoperability of medical systems. This was achieved though the design

of a secte interoperability algorithms Chapter Four sectioA.3.6.1 t04.3.610.The

algorithms include handle Proof of AuthenticatiorfPoA), record fetising, record

creation, creation of patient wallet, generation and storage of symmetric key, retrieval of
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symmetric key, signing of patient EMR, hashing patient EMR, encryption and

decryption of patient EMR.

4.5.3An Enhanced Distributed Ledger Interoperability Framework for improving

the Security of Medical Data Exchange Between Medical Systems

The study went ahead to develop an enhanced secure Distributed Ledger Interoperability
whose layout has been achieved in Chapter Four Section 4.3.3 in a figuriggurae
elaborates the different layerstarting from the core technical layer, operational layer,
and the interaction/application layer. It clearly outlines how the medical DLT web
interface, remote procedure caflassmessages between the interactiod aperation

layers and how the content identifier managdsaring of data beteen the Mster
Medical DLT and the IPFS. The interaction layer handles both the users and medical
DLTVPN; the Operation Layer handles the Medical DLT Portal, APl and EMftle

the Core Layer handles the Master Medical DLT comprising of Smart Contracts, Data

Security Layer and consensus layer together with the IPFS.

4.5.4Validated EnhancedSecure Distributed Ledger Interoperability Framework

This study aimed at ensuring that thehancedsecure medical DLTs interoperable
hence validation of the secure distributed ledger interoperability framework was carried
out as outlined in Chapter Four section, 4ough proof of concept using prototyaed
following the delphi method arious domaine x p ewuietvmidts and opinionswere
included in thestudy. Severakimulated use cases were run to validate the enhanced
distributed ledger interoperability framework for secure medical systems. Sections 4.4.1
to 4.4.9.3 contains simulatisnof the nedical DLT, APl and EMR Systemortals,

clearly outlining the measures taken and approaches applied in ensuring that there is
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secure interoperability of the medical systemsgt@mranteesecurity and privacy of

patient®medical records in tranditom one system to the other.

4.5.4.1Validation Process

The validation was achieved through the setting up of a VPN, IPFS, Smart contracts,
Medical DLT module, Patient Wallet, Medical DLT API, EMR backend, and the System
web interface containing admstrator, doctor, nurse and patienterfaces, thafetch

and authenticate reference to patient historical recéuasher the medical DLT system
prototype was shared with six (6) domain expeit® were purposively sampled based

on the years of experieacand knowledge on medical systems deployment and
healthcare policies, standards and regulations/alidation and evaluatiowhich was

used as the inclusion criteria

The deployment of the developed modules inrtteglical DLT systemprototype by the
medcal systems software developersabled the Jalation and testing of the developed
framework and algorithms that enhanced security of paéilerttronic medical records
within medical systems by applying the distributed ledger technoloye domain
expets were also given a validation guide to fill and give their feedback and opinion on
six (6) validation parameters usability, security and privacy, access control,
authentication and authorization, interoperability and adherence to healthcare standards
of the developed Medical DLT System prototypevalidation guide questionnaire was
distributed via google form to the domain experts to give their feed@dmk.results

from the validation and evaluati@me summarized in the subsequent sections.
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4.5.4.2Validation and Evaluation Metrics and Parameters

Parameter AUsability

The sampled domain experts were supposed to indicate their opinion on the simplicity
and user friendlinessf use of thedevelopedMedical DLT system prototype's user
interface desigm which, 80% thought the user interface design was simple to use and
intuitive, whilst 20% thoughtotherwise. Thissuggests that most people found the
interface to be usdriendly and had a favorable experience with it. To guarantee a

flawless experierefor every user, there is still space for improvement.

The participants were also required to state on a scale of 1 to 5, howdblelrate the
simplicity and ease of use of the developed Medical DLT system prototype for managing
medical data and eleotnic medical records. 50% of participants rated the simplicity and
ease of use as 5 (Excellent), another 40% rated it as 4 (Simple and easy to use), and 10%
rated it as 3 (Fair). The high percentage of participants rating the system as excellent or
simpleand easy to use suggests that the medical DLT prototype is generally intuitive and
straightforward for managing medical data. However, the 10% who rated it as fair
highlights the need for further refinement to improve the overall user experience.
Althoughthe user interface design is intuitive, the feedback indicates that more concise
and clear labels should be added to the navigation to make it better. This input is
consistent with the first question's results, which show that although most users
consideed the interface intuitive, it could still be improved by giving navigation

elements more clarity and proper labeling.

Parameter B: Security and Privacy
The study sort to understand the domair p eopihics ®n whether the Medical DLT
system prototype $liciently solves privacy and security issues with handling which

entails processing and sharing of patient data and electronic medical records (EMRs). Of
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the participants, 90% thought the Medical DLT System prototype sufficiently tackles

privacy and seaity issues, while 10% disagree.

This implies that most users are confident in the privacy and security features included in
the prototype. To adequately address security and privacy problems, additional
enhancements might be required, according to 1% of respondents who voiced
concerns.Additionally, the participants were required to indicate ¢xéentin which

they thought theMedical DLT system prototype's security safeguards are protecting
sensitive patient medical dataf the participants, 40%hswed great confidence, 40%
showed medium confidence, @&@d6 of respondents expressed little faith in the security
protocols. The findings indicate that participants' levels of confidence were mixed, with

an equal number expressing high and medium levelsrdidence.

The 20% of users who expressed low confidence emphasizes the necessity of reinforcing
security measures even more in order to increase user confidence. On the response by
participants providing extra information on privacy or security flawd vulnerabilities

in the Medical DLT system prototype that they validate@o8&8lid not identify any
specific security or privacy vulnerabilities, compared2@% who did, indicating that
additional attention and development are needeseauring thirdparty engagements,
partnerships andollaborations. This has calls for development of extra frameworks to
address the issue on partnership collaborations as capture in the recommendations

section 5.4.1.

Parameter C: Access Control
The participants were alspequired to indicate whethethe Medical DLT system
prototype providd adequate mechanisms for controlling user access to patient electronic

medical recordsAll 100% of participants thughtthe prototype hasufficient access
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control methodsThis suggess that all of userswere contenéd with the prototype's
access contrahechanismantegrated into the Medical DLT prototyp@n a scale of 1 to
5, theparticipants were asked to indicate their levedatisfactioron the granularity and
flexibility of the access control mechanisms implemented within the Medical DLT

system prototype.

Regarding the granularity and flexibility of the access control methods, 40% of
participants rated them as extremely satisfied (rating 5), 40% as satisfied (rating 4), and
20% as somewhat satisfied (rating 3). The majority of participants (80%) expressed
satisfaction or extreme satisfaction with the access control mechanisms, which suggests
that they offer a suitable degree of flexibility and granularity. The 20% of respgndent
who expressed only moderate satisfaction, however, raise the possibility that the
flexibility and granularity of the access control elements could be strengthéped.

asking the participants if they would recommend extyamodifications or additionto

the Medical DLT system prototype's access control features, the results revealed that the
granularity of the access control methods might be enhanced by introducing more precise

roles and permissions, even though they are already good.

Parameter D: Alitentication and Authorization

The study further asked the participants to indicate whether theysatséed with the
authentication and authorization mechanisms used to verify user identities within the
Medical DLT system prototypéill, 100% of the paicipants indicated that they were
satisfied with the authentication and authorization process to identifying users within the

medical DLT system prototype.

On a scale of 1 to 5, the participants were requested to indicate how they would rate the

Medical DLT system prototype authentication and authorization mechanisms in terms of
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defining and enforcing access privileges for different user roles. The study revealed that
40% of participants rated the authentication and authorization mechanisms as excellent
(rating 5), 40% rated them as good (rating 4), and 20% rated them as fair (rating 3).The
bulk of participants (80%) evaluated the mechanisms as good or exceptional, according
to the results, demonstrating that they successfully define and uphold accdeggwivi

for various user roles. The 20% of respondents who gave them a fair rating, however,
indicate that there might be room for improvement in terms of boosting the
authentication and authorization systems' efficacy and cladityough the authorization

and authentication processes are sound, the feedback indicates that the system would
benefit from further user education on mdi#ctor authentication capabilities and

benefits.

Parameter E: Interoperability

On interoperabilityon the medical DLT systemrototype the participanteested the
interoperability of the Medical DLT system prototype with other existing medical
systems 30% of participants have not tried the prototype's compatibility with other
medical systems, compared to eighty percent who.l&0% of participants managed to
test the interoperability of the medical DLT system prototype with other medical
systems, while 40% did noThis indicates that the majority of participamsinaged to
evaluatethe prototype's ability to integrate and eanbe data with other medical
systems. Thd0% whodid not tested interoperability may have limited their evaluation
to the standalone functionality of the prototy@n a scale of 1 to 5, the participants
rated theMedical DLT system prototype ability teeamlessly exchange medical data
with different medical systems and platforms. 50% of participants rated the
interoperability as excellent (rating 5), 40% rated it as good (rating 4), and 10% rated it
as fair (rating 3).The feedback suggests that while th&eroperability is good, the
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medical DLT system prototype could benefit from additional testing and validatibn

various forms of medical systernttsensure seamless data exchange.

Parameter F: Adherence to Healthcare Standards

The study further sorbtunderstand the domain experts opinion on whether the Medical
DLT system prototype design was complying with established healthcare interoperability
standards such as HL7, FHIR, and DICORD% of participants believe that the
prototype complies with hedltare interoperability standards, while 10% do not. This
implies that most users are comfortable with the prototype's conformance to accepted
healthcare regulation norms. The 10% of respondents who disagreed or expressed
ambiguity, however, suggest that maoprecise information about the prototype's

adherence to healthcare standards may need to be communicated or documented.

On asking the participants to indicate how important they thought adherence to
healthcare standards is for the success and adoptidheoMedical DLT system
prototype, the results shown that adherence to healthcare standards is deemed highly
important by 40% of participants, moderately important by 50%, and low important by
10% of participants. According to the data, 90% of particip#mtsk that following
standards is at least somewhat crucial to the prototype's success and uptake. This
emphasizes how important it is to maintain adherence to accepted healthcare standards in
order to promote system integration and broad acceptalfilitgher the study sort to
understand if the participants had encountered any instances where the Medical DLT
system prototype deviates from healthcare standards or best practicésedhack
indicates that although the system conforms to healthcare slandaere is room for

improvement in the documentation to guarantee unambiguous adherence.
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In conclusion, thep ar t i crespoangses, deédback and input provide insightful
information about the Medical DLT system prototype's advantages and shortcomings.
The majority of participants are happy with the prototype's usability, security and
privacy, authentication and authorization, access control, interoperability, and
conformity to healthcare standards, according to the results. The feedback aided in
improving the prototype's overall effica@nd as result it willmprove service delivery

in healthcare industry.
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CHAPTER FIVE

SUMMARY, CONCLUSION AND RECOMMENDATIONS
5.1Introduction
This chapteris made up of four sub sectign@amely introduction, summg,
conclusion, recommendations for poli@andrecommendatiamnfor future work outlined
in accordance tdhe objectives of the study. Section 5.1 introduces the chapter five.
Section 5.2 summarizes the study by outlining each objectizesmplishmentEah
objective issummarized irsectiors 5.21 to 5.2.4. Section 5.3 concludes the stbgy
outlining the achievements asreachobjective. Section 5.4ontains recommendations
to policy and future researcithe objectives of thestudy wereto establish lhe factors
affecting secure interoperability of medical systetosdesign an algorithm to enhance
security of DL interoperability framework for medical systemosdevelop a secure DL
interoperability framework for improving the security of medical datzhange between
medical systemsand to validate the developed secure distributed ledger interoperability

framework for secure medical data exchange

5.2 Summary of the Findings

To createan enhancedistributed ledger interoperability framework, the esl set out

to solve the urgent demand for safe interoperability across medical systems. Egaminin
variables that affect securmteroperability brought to light the difficulties that
centralized medical systems faemdhighlightedthe needor standarized formats and
procedurs. This researchcreated and implemented a Dibksed algorithruriven
framework to strengthen medical data interchange security. The frameoaphlsty to
bridgethe gap in current interoperabiligychitecturesstandards angecurity ofmedical

data flow acrosmedicalsystems was validated.
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5.2.1To establish the factors affectingSecure Interoperability of Medical Systems

Objective one aimedo determinefactors affectingsecure interoperability of medical
systemsImportantfactors influencing safe interoperability across medical systems were
establishedThese factorselated totechnical, structural, semantic and secuisgues

The objectiveunderlined the difficultiesof centralizedmedical systems thatonfront
trust, pivacy and security of patieriisnedical recordsand the need fostandardized
protocols data formats and architecturdesigns toguarantee securenedical data

interchange

5.2.2 To Design an Algorithm to Enhance Security of DL Interoperability
Framework for Medical Systems

Objective two aimedto develop an algorithm to strengthen the distributed ledger

interoperability framework's security for edical systems.In order tostrengthen the

security of the distributed ledgefDL) interoperability architecte, acustomized

algorithmthat demonstrated proof of authenticatiwas created. The objective of this

algorithm was to tackle the variables that have been shown to impamittientication

of who accesses the electronic medical records (EMBsjchievesafe flow of data in

medical systemd$ience improving medical systems interoperability.

5.2.3 To develop a Secure DL Interoperability Framework for Improving the
Security of Medical Data Exchange Between Medical Systems

Objective three aimetb createa cure DL interoperability framework to strengthen the

security of nedical data e&change. Theresearch produced a robustDL-based

interoperability framework intended to improve the security of medical data exchange

across different systems. The creapedd of authentication consensus algorithmas

integrated into this framework to provide a safe environment for steeing among

medical systems
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5.2.4 To validate the Developed Secure Distributed Ledger Interoperability
Framework for Secure Medical Data Exhange

Objective four aimedo verify the secure distributed ledgerteroperabilityframework

for secure radical data &change. Comprehensive testing and validation procedures
using proof of concept prototypeasused to verify thefficacy anddependabity of the
developedframework. Following the prototype's development, the various security,
privacy, and interoperability parameteisuch as user authentication, authorization
levels, access control, encryption, hashing, and sigamgvell as the capay to safely
transfer patient electronic medical records between various healthcare facildres

validated using the Delphi method.

Through multiple rounds of consultation, domairx p efeetlback was gathered from
medical system software engineersing the Delphi technique. This was carried out
covertly in order to support impartial responses to the validation and assessment of the
Medical DLT system prototype. Usability, security and privacy, access control,
authentication and authorization, irgperability, and conformity to healthcare standards
were among the characteristics taken into consideration in order to come to a consensus.
The Delphi technique, which is structured and iterative, was used to gather and distill the
opinions of domain exgts.This validation confirmed that the framework can fill in the
gaps in current interoperability architectures, standards and safeguard safe exchange of

medical data across medical systems.

5.3Conclusions

This study aimed to establish factors that@ftbe ability of medical systems to securely
interoperate; to design an algorithm that enhances security of distributed ledgers of
medical systems to interoperate; develop a secure distributed ledger interoperability

framework that aims to improve secuegchange of medical data between medical
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systems; and validate the developed secure distributed ledger interoperability framework

for secure medical data exchange. All the objectives of the study were achieved.

The results highlight the urgent need forweg standardized interoperability for medical
systems. The variables that were found to be impeding safe data st@aripgsedthe
shortcomings of the existing methods dmgdhlighted the needor a strong remedy.
Developinga secure DLinteroperability framework aftercreating algorithms was a
crucial step in tackling the problems caused by incompatible systemsapheity of

the developedramework to safely facilitate transmission of medical data was confirmed
by validation findingswhich highlightel the potential of theframework tocompletely

transform healthcare dasharing procedures.

Objective onewas achievedthrough a systematic literature review Chapter Two
sections2.1, 2.2, 2.3,and 2.4This review of literature culminatedth establising
researchgaps highlighted in section 2.10Structural interoperability for handling data
syntax and standardizing data formats and protocatgssingfrom the current medical
interoperability frameworksAddressing challengesf standardization ofyntax, data
formats, and protocols used globally to connect all medical systems and for safe data
interchange across thewan result instructural interoperability. In order to achieve
semantic interoperability, medical data was codified usiogyimonmodelsand data
components with defined definitions and meanir®gctions4.1.7.2 4.1.7.3,and4.1.7.4
illustrate the awareness of interoperability, sharing of information and architectural
interoperability with a significant positive correlation of (r=0.2650.05), and a strong
correlation between healthcare organization and sharing of information across medical

systems, organizational needadadherence to healthcare design policies.
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The factors affecting secure interoperability of medical systems as¥ezbin section

4.2.1 Thesefactors includeechnical factors at 38; semantic factors at 22%ecurity

and privacy factors at 20; legal and regulatory factors at 11%rganizationfinancial
factors at 19; and human and cultural factors at 5%. Barrtersecure interoperability

of medical systems under technical, semantic and security factors are covered in section
4.2.2 where data confidentiality, integrity led at 83.3fllowed byease of access, data
portability and scalability of system at 62.5%nd file sharing at 50%Section 4.2.5
shows the level of awareness of security standards and polelese 75% of
respondentsndicated their awareness of security principles governing medical system
design,and the same percentagés%oindicating their awareness of interoperability
problems associated with medical systems. Section 4.2.6.2 showed the level of
awareness of medical systems interoperabiliere structural leveteturned 75%

awarenessesponse

Objective two was to design angalithm to enhance security of distributeedger
interoperability framework for medicalystems This has been achieved in sect8,

while section 4.3.1 Iillustrates the design requirements for the medical DLT
interoperability architectural framewaqrkurther illustratedin figure 18. Algorithms to
enhance the security of DLT interoperability framework for medical systems in this
study are highlighted in sectisr.3.6to 4.3.6.11.The designed algorithms include,
proof of authentication, fetch record, create rdcareate patient wallet, generate and
store symmetric key, retrieve symmetric key, sign patient EMR plaintext, hash EMR

plaintext, encrypt patient EMR plaintext, and decrypt patient EMR cipher.

Objective three was to develosecuredistributed édger iteroperability framework for
improving the security of medical data exchange between medical systénss

objective ha been achieved in Section 4,3Mhere secure medical DLT interoperability
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framework layout for secure medical exchangehich highlighs the interaction,
operation and core layergg shown in figure 19he Core Layer fothe framework
contains the Master Medical DLT that comprises of the consensus layer, smart contracts
and data security layer, and the InterPlanetary File System (IFF®)Master Medical

DLT houses the administration module allowing regulatory bodies to create and accredit
health care facilities referred in the study as nodes. The operational layer contains the
Medical DLT Portal, APl and EMR. The Medical DL Portal whiagllows the system
administrators to create health facilities amallets; andpatients to create their wallets
through the VPN as per the accredited credentials. The Medical DLT API intetfaees
Medical DLT and Medical EMR ensure secure communicatioh @ata exchange of

patient data.

The Medical DLT EMR enhances the interoperability of medical systems through
storage of patient medical datia standardized patient data formats shared across health
facilities. This has been achieved through integratbiiealth Level 7 Fast Healthcare
Interoperability Resources (HL7 FHIR) and Clinical Data Interchange Standards
Consortium (CDISC) standards. It also applies International Categorization of Disease
(ICD) standard for diagnosing conditiorend applies Loigal Observation Identifiers

Names and Codes (LOINC) standard in the identification of health measurements.

Objective four was twvalidate thedevelomd secure distributed ledger interoperability
frameworkfor secure medical exchang€his Objective hs be&n achieved in sectign
4.41 to 4.4.9.3Validation was achieved through thase of proof of concept using
prototyping of aMedical DLT system modulencluding the web interface, API, Portal,
Smart contract, Patient Wallet, IPFS and VRixd simulated dat to test how the
interoperability aspect of the system was achieved. The prototype evahatbesigned

algorithms used for the implementation of the enhanced secure framework for
241



interoperability of Medical Systems. The validated results proved tleat¢leloped
framework and algorithms for secure medical systems interoperability successfully
addressed the interoperability challenges identified in the developmeakisiing

medical systemgherebyensuring robustness and securityia developed fraework

This research has brought forth significant contributions to the existing knowledge in the
field of secure distributed ledger interoperability for medical systems. The study has
suggested an enhanced secure distributed ledger interoperabilityviyekrfer medical
systems that overcomes the drawbacks of the existing methods, offering a more complete
and reliable solution for smooth integration and data interchange between disparate
medical systems. The unique architecture of the framework imprdwesgeneral
confidentiality, integrity, and nerepudiation ofp a t i medicas data by including
cuttingedge security features like mul#iyered encryption, multilayered authentication

and authorization, decentralized identity management, integrityMiRsEand tamper

evident auditing.

Through the integration of strengthened security mechanisms and distributed ledger
technology (DLT), the framework provides a comprehensive solution for the safe
exchange and access of medical data across various sysigmpiiiorms. The field of
distributed ledger technology has extended its understanding of how to apply distributed
ledger interoperability protocols, consensus processes, and encryption approaches to
enhance data interoperability and integrity in heatdceontexts. Furthermore, the
corpus of knowledge regarding the deployment of safe medical information systems has
increased as a result of the investigation of security flaws and threat mitigation

techniques.
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Additionally, this work has advanced knowledgé the particular difficulties and
specifications involved in establishing secure interoperability in the medical field, where
patient safety, regulatory compliance, and data privacy are crucial. The thorough
examination of the current obstacles and thggssted fixes broaden the body of

knowledge in this important sector, opening the door for future developments.

This research has important practical ramifications since the healthcare sector may be
greatly impacted by the enhanced secure distributecladteroperability framework.
The framework facilitates the safe sharing and exchange of patient data and electronic
medical records (EMRs) between healthcare organizations across organizational
boundaries by offering a scalable and flexible solution ¢hatbe easily integrated into

current medical systems.

Practically speaking, putting this approach into practice can result in better patient
outcomes, better healthcare coordination and more effective healthcare delivery.
Healthcare providers are bettequipped to make judgments, lower the possibility of
medical errors and offer individualized care that is catered to the needs of each patient
when the safe and rapid sharing of medical data is enaliteddeveloped framework
offers real advantages to tfgnts, healthcare providers, and other stakeholders, with
substantial implications for the healthcare sector. The framework enables safe and
transparent data transfer between medical systems, which promotes smooth
interoperability and improves patient oatnes, care coordination, and the effectiveness

of healthcare delivery. The framework can be utilized by healthcare establishments to
surmount interoperability obstacles, optimize data sharing procedures, and guarantee

data confidentiality and integrity tbughout the healthcare network.
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Additionally, putting strong security measures in place guarantees adherence to legal
obligations like GDPR and HIPAA while protecting private patient medical data from
hacking, illegal access, and other security lapses.ffamework’'s compliance with legal

and healthcarestandards, including HIPAA andith GDPR, guarantees healthcare
companies can take advantage of the advantages of secure distributed ledger technology
while staying compliant. Consequently, this can feat#i the development of patient

trust and promote a more open and responsible healtbystean.In the end, the actual
implementation of the suggested framework might change how medical data is shared,
handled, and used, which could lead to resultingninaaced patient experiences and

healthcare outcomes.

In conclusion, the study described in this thesis adds significant knowledge and solutions
to the continuous efforts to improve security and interoperability in medical systems. The
framework provides promising route towards a more interconnected, safe, and effective

healthcare ecosystem by bridging the gap between theory and practice, which will

eventually benefit patients and healthcare professionals alike.

5.4Recommendations
This section summarns the recommendations to policy and recommendations to further

research as explained in details in the subsequent sections.

5.4.1Policy Recommendations

The following are the specifipolicy recommendations on the implementation of
interoperability rulesand policies relating to the standardization of data formats in

medical systems.
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Establishing National Standards: This study promotes the creation of national
standards and their application to data formats and recommendations for
interoperability in medial systems. The studyggests that relevant parties and
stakeholders, including governmental bodies, healthcare institutions, IT
professionals, and regulatory bodies, create and implement these medical
standards and rules worldwide.

Legal Requirements foAdherence: The studsuggests passing legislation
mandating that medichlealthcare institutions follow standardized data formats
and interoperability norms. To ensure compliance and promote adoption, the
medical anchealthcare regulatory agencies mayahédo provide incentives or
sanctions.

Promoting the Acceptance of Secure Interoperability: The study suggests that the
Ministry of Health (MoH) provide tax exemptions, grants, atfter financial
assistance to medical ahdalthcare organizations that igety adopt and
implement interoperability standards. This would encourage the healthcare sector
to embrace standardized medical systems swiftly.

Collaborative Frameworks and Partnerships: The study suggegisothetion

of partnerships and collaborationbetween technology firms, relgtory
authorities, theublic and commercial medical amgalthcare institutions

to build comprehensive frameworks for data standardization and interoperability.
This collaboration could facilitate the creation of benefileials and regulations.
Education and Training Programs: The study furtuggests that the MoH
launch educational and training programs to familiarize medical staff and
software developers for medical systems with the importance, benefits, and

techniquesof implementing interoperability protocols and standardized data
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formats. This ensures smooth deployment and execution across all medical
andhealthcare levels.

Frequent Audits and Assessments: The study proposes thdbHheegularly
audits and assessesedical systems to ascertain if compliance wmtdical
systems is practical and adhetes established criteria fa@ontinuous
improvement and adherence to evolving best practices.

Data Security and Privacy Safeguards:pfotect patients' medical datacadty

and privacy, the study suggests incorporating stringent processes within the
healthcare policy framework. Standardizohgta communicatioshould ensure

that private medical information is not accessible to unauthorized parties and that
patient confdentiality is not compromised.

Adaptation to Technology Advancements: The study suggests that the MoH
should establish rules that allow for adaptable changes in response to fresh
technology innovations and advancements in data management. Regular updates
and modifications are required to keep up with standards, regulations, and
technological improvements.

Multinational Collaboration and Alignment: The study recommends
collaboratingwith international medical anealthcare standardizatibodies

and harmoizing regulations with international standards, whacé necessary to
promote interoperability across national boundaries and facilitate the easy
exchange of medical data for improved patient care worldwide.

Public Awareness and Engagement: The studymewends that the Mokwunch

public awareness initiatives to inform and engage patients about the need for
interoperability and standardized medical data formats in healthcare. Inform

patients about the benefits of interoperable medical systemtha@indights to
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access their medical records. If thgg#icy recommendations are implemented
carefully and systematically, standardizing data formats and interoperability
standards may significantly increase medical systems' effectiveness, security, and

efficiency.

5.5Recommendations for Further Research

The conclusions of the study allow for the following research suggestioms

development of interoperabfeedical systemand shared medical data in future:

Examine emerging technologies otechnology advancementsto aid secure
interoperabilityby looking at how implementing standardized data formats like
Fast Healthcare InteroperabilitiResources (FHIR) among other emerging
technology advances like use of Internet of Things (Iéi&s improved ENR
interoperabiliy.

Effects ofsecure interoperabilitpn Medical System:Future esearcican focus

on how better interoperability could affect the healthcare industry, specifically
how it can lower medical mistakes, simplify care coordination, and make patient
health hisbries more accessible.

Regulatory environment and organizationaksponses: Examine how
interoperability affect industry participantgand stakeholderg his can é&ke into
account leadership concerns, business partnerships and agreements, new
processes anddata requirements, and the necessity for comprehensive
organizational responsesreadines$or changes irthe regulatory environment.
Tedhnical capabilities and infrastructurButure research couldx&mine other
medical platforms and uderlying technial capabilities,such as data input,
integration, sharing considerat®ncontrols, and infrastructurewhich are

required to make interoperabilibf medical systema reality.
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Besides addressing technical pabilities, legal settings, and technological
improvements, these recommendationgre meant tadirect future research efforts

toward the goal of establishirggcureinteroperable and shareable medical dgateong

medical systemi the healthcare industry
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APPENDICES

Appendix I: Questionnaire

~

Al am a student wundertaking ¢&wotgydsecuriyf Phi
and Audit of Kabarak University conducting research Am Enhanced Secure
Distributed Ledger Interoperability Framework for Medical Systems. This is to

request you to spare some few minutes and answer the following questions truthfully as
you can to aid in the development of the stated framework. Please note that the
information that you will provide will be used for academic purposes only.

Section A: General Questions

T Please tick (&) the most appropriate an
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2. Does your company design and develop medical systems only?
Yes|[ ] No[ ]

3. How many years have you been involved in the development of medical systems?

a.1lto5years|[ ] d. 6to 10 years| ]
b.11to 15years| ] e.16to 20 years [ ]
c. 21to 25 years | | f. 26 years and Above [ ]

4. On a scale of -b (5 being the highest)ate your experience in designing and
developing Medical Systems : Choose one:
a.5[ ] b. 4] ] c.3[1] d.2[ ] e. 1]

5. Which of the following roles describes best your position in the company?

a. System Analyst [ ] e. System Designers [ |

b. Progranmer [ ] f. System Administrator [ ]

c. System Support Staff [ ] g. Database Administrator [ ]
d. Network Administrator [ ] h. Web Administrator [ ]

6. Select the type of medical system developed by your company
a. Web-based Medical Systems [ ] d. MobileApplications [ ]
b. Enterprise Resource Systems (ERPs) [ Je. Websites [ ]
c. Standalone Medical System [ ] f. Distributed Ledger based Systems [ ]

264



Section B: Medical Systems Security Questions
7. Is security of the medical system a requirement during tegniend development
phase?
Yes|[ ] No|[ ]
8. Does your company adhere to healthcare design and development security standards
and policies?
Yes|[ ] No|[ ]

9. What type of security is incorporated in the medical system being designed by your

company?
a. Cryptography/ Encryption [ ] c. Authentication [ ]
b. Authorization [ ] d. Automatic Backup [ ]

10.Which levels of security(s) are incorporated in your medical systems; select all that
apply
a. Application Level Security [ ] c. Access Control Levels [ ]
b. Database Level Security [ ] d. Data Exchange/ Sharing Security [ ]
11.Are you aware of any medical system security design and development standard?
Yes|[ ] No|[ ]
12.1f Yes in question (11) above; Indicate any type of these Security Standagmthat
apply in your company
a. General Standard like XML, TCP/IP, Web services, Security, Wireless, HL7 and
IEEE []
b. Data Components like UMLs, WHO, HL7, ISO [ ]
c. Data Interchange like HL7, ISO, DICOM, 1073, ASTM[ ]
d. Knowledge representation (Guidelines amadt@cols, decision support algorithms)
like HL7, ASTM [ ]
e. Electronic Medical Record (EMR) like HL7, ASTM , OpenEHR, CEN [ ]
f. Application Level Support like HIPAA, I1ISO, HL7, CEN, ASTM [ ]
13.In your opinion are the medical systems security standards arwepaipplicable
and necessary during the design and development phases
Yes|[ ] No [ ]
If Yes in question (13) above; Why
If No in question (13) above; Wy Not
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Section C: Interoperability Questions
14. Are you aware of what is interoperability of Medical Systems?
Yes|[ ] No|[ ]
15.1f Yes in number (14) above; select the interoperability level (s) achieved by the
medical system being designed and developed by your company:
a. Foundatioml level [ ] c. Structural Level [ ]
b. Semantic Level [ ] d. Organizational Level [ ]
16.Do the medical systems developed by your company allow information sharing
between two (2) or more healthcare information systems located in other healthcare
organzations in a different geographical area?
a. Yes
b. No. If No, Why?

17.Does your company work with the interoperability service providers since

interoperability is not part of the design and development requirement?
Yes|[ ] No|[ ]
18.Indicate if the medical systems being designed have the architectural interoperability
inbuilt capabilities
Yes|[ ] No|[ ]
19.Do e s t he medi cal system and t he el ectr
interoperability align with the spéic healthcare organizational needs?
Yes|[ ] No|[ ]
20.From the factors listed below, which ones best informs you on the need of an
interoperable medical system? Select from the factor identified below:
a. Ease of access| ]
Data portability [ ]
Data coffidentiality, integrity and security [ ]
Capture of different data formats [ |

File sharing [ ]

-~ ® oo T

Cost reduction [ ]

Scalability of systems [ ]

Q@

21.0n a scale of 1 5 (where 5 is the highest and 1 the least), how would you rate the
level of standardizationf the medical systems structural data formats, syntax and

organization of data exchange?
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57 High structured [ ]
47 Medium structured [ ]

371 Average [ |

a0 T p

271 Low structured [ ]
e. 17 Very Low structured [ ]
22.0n a scale of 1 5 (where 5 is the higheand 1 the least), how would you rate the
level of standardization of the medical systems semantic standards, codifications and
protocols?
a. 57 High standardization [ ]
b. 47 Medium Standardization [ ]
c. 37 Average| |
d. 27 Low standardization [ ]
e. 171 VeryLow standardization [ ]
23.What are the architectures used in developing your medical systems? Select from the
options below:
a. Masterslave architecture [ |
b. Two-tier client server architecture [ ]
c. Multitier clienti server architecture [ ]
d. Distributed compnent architecture [ ]
e. Peerto-peer architecture [ ]

24.What information would you allow to be shared across by your developed medical

systems?

a. Patientds details | ]

b. Pati entds Diagnostic information | ]
c. Patientds Prescription information |
d. Patients refeal information [ ]

e. Patientdos Financi al I nformation | ]

f. Other. Please state

25.Indicate what factor(s) hinder successful implementation of interoperability of

medical systems
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Appendix II: Interview Guide Questions

1. What type of medical systems do your company develop?

2. Why do you think the medical systems you are developing need to communicate with
other medical systems from other software vendors?

3. What contents does your medical systems need to communicate with others?

4. What is the problem experienced when your medigaiesn tries to communicate
with others medical system and what solution have been made to solve the problem?

5. Are you satisfied with those solutions provided to solve the communication problem?

If not, then what do you propose?

6. Do you prefer a solutioninusc h a way that it doesndét af"
plays as a middle man between your request and the receiver system, and if yes,
would you like to implement it?

7. Why do you think different hospitals donf¢

8. Howisyour medi cal system designed to keep
further care prescription or treatment? State the tools used?

9. When a patient is discharged from one hospital and referred to another healthcare
institution for care continuity, how @s your system handle the prescription record
to be exchanged? E.g. (use some portable medium to carry information to be
exchanged or it takes place online).

10. According to the National Strategy of Health, to make systems interoperable, specific
health standrds need to be implemented, so do you know of any such standard that
is implemented in your software development company?

11How is the patientsd medical data protect

12.According to the National Strategy of Health, the focus is on Naticatabdse for
patientds Electronic Medical Records ( EMI
sharing or Peeto-Peer or distributed data sharing?

13.What architectural design factors are affecting interoperability of medical systems
being designed by youompany?

14.According to your own opinion would medical systems interoperability problem or
challenges be solved by the medical software developers during the development
process?

15.In your opinion should compliance with standards for data exchange, messaging,

security, form a part of medical system development requirements?
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16.Are you aware of the existence of formal structures (working groups, steering
committees, or units), processes, and procedures are in place to guide or enforce
compliance with medical daexchange, messaging, and data security standards?

17.Are there interoperability guidance documents that are consistently used and
referenced in efforts to guide implementation of medical interoperability to the
medical software development vendors?

18.What wauld you suggest to be included in the medical systems to aid patients allow
and trust their medical data/information sharing across different medical systems?

19.Indicate what factor(s) hinder successful implementation of interoperability of
medical systems?

20.Would you embrace a medical system interoperability framework to guide the
medi cal system development process?0o0
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Appendix IlI: Validation Guide Questionnaire

~

n | am a student undertaking Doctor of Phi
and Audit of Kabarak University conducting research #&m Enhanced Secure
Distributed Ledger Interoperability Framework for Medical Systems. This is to

request you to spare some few minutes and answer the following questions truthfully as
you can to aid in the euadtion and validation of the development Medical DLT system
prototype. Please note that the information that you will provide will be used for

academic purposes only.

T Please tick (4ad4) the most appropriate an

Medical DLT System Prototype Validation Metrics (Parameters)
A. Usability:

1. Do you find the user interface design of the Medical DLT system prototype intuitive
and easy to navigate?

Yes|[] No[]

2. On a scale of 1 to 5, how would you rate the simplicity and ease of use @vihe d
oped Medical DLT system prototype for maimey medical data? (1 being Poor and 5
being Excellent)

a. 51 Excellent[]
b. 47 Simple and easy to use [ ]
c. 371 Fair[]
d. 27 Not simple and not easy to use [ ]
e. 1i Poor[]
3. Please provide any suggestions or feedback on how the usability of the Medical DLT

rrrrrrrrrrrrrrr

System Prototype canbempr oved éééééééééééééeécs.

B. Security and Privacy:

4. Do you believe that the Medical DLT sfgm prototype adequately addresses security
and privacy concerns related to thandling ofpatient electronic medical records
(EMRs) and inforration? Yes [ ] No[]
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5. How confdent are you in the security measures implemented within the Medical
DLT system prototype to protect sensitive patients medical data?
a. 371 High[]
b. 27 Medium []
c. 17 Low[]
6. Are there any specific security or privacy vulnerabilities that you have idehtifi
within the Melical DLT system prototype?
Yes|[] No[]
I f yes, please el aborate..ééééééééécéececececce

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

ceeeeeeeceeeceeeeceeeceeeeceeeeceeeeceee..eeeccee

C. Access Control:
7. Does the Medical DLT system prototype provide adequate mechanisms ford-contro
ling user access to patient electronic mabrecords?
Yes|[] No[]
8. On a scale of 1 to 5, how satisfied are you with the granularity andifigxof the
access control mechanisms implemented within the Medical DLT system prototype?
(1 being very dissatisfied and 5 being very satisfied)
a. 571 Very satisfied [ ]
b. 47 Satisfied [ ]
c. 371 Moderate [ ]
d. 27 Dissatisfied [ ]
e. 17 Very dissatisfied [ ]
9. Are there any improvements or enhancements you would suggest for the aneess co

trol features of the Medical DLT system prototype?

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

céeéeéeéeéeéeéeceecéeecéeéeéeéeéeéecée
D. Authentication and Authorization:
10. Are you satisfied withite authentication and authorization mechanisms usedito ver
fy user identities within the Medical DLT system prototype?
Yes [] No[]
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11.0n a scale of 1 to 5, how would you rate the Medical DLT system prototypenauthe
tication and authorization mechanismgenms of defining and enforcing access pr
vileges for different user roles? (1 being very poor and 5 being excellent)
a. 51 Excellent[]
b. 47 Good[]
c. 371 Fair[]
d. 27 Poor[]
e. 1i Very Poor []
12.Are there any other #wentication or authorizatierelated mechanisms that you
would recommend to be included in the Medical DLT system prototype? If Yes,

Provide your feedback. ... oo

E. Interoperability:
13.Have you tested the interoperability of the Medical DLT system prototype with other
existing medical sysims?
Yes|[] No[]
14.0n a scale of 1 to 5, how would you rate the Medical DLT system prototype ability
to seamlessly exchange medical data with different medical systems and platforms?
(1 being very poor and 5 being excellent)
a. 57 Excellent[]
b. 47 Good []
c. 371 Fair []
d. 27 Poor []
e. 1i Very Poor [ ]
15.Are there any interoperability challenges or compatibility issues that you have
encountered while using the Medical DLT system prototype/d, provide your
feedback............... B € e ———— g é

/////////

F. Adherence to Healthcare Standards:
16.Does the Medical DLT system prototype comply with established healthcare- inter
perability standards such as HL7, FHIR, and DICOM?

Yes[] No []
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17.

18.

19.

How important do you think adherence to healthcare standards is for the success and
adoption of the Medical DI system praitype?

a. 37 High[]

b. 27 Medium []

c. 17 Low[]
Have you encountered any instances where the Medical DLT system prototype
deviates from healthcare standards or best practices? If yes, please provide details:

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeecece

s sz s s s sz s £ s s oz s oz s s s L s s L s L s L s s oz s L s sz 7

€éeé. .. eécécécéecéeceéceeéeeéeéeéeéeéecéceéce
B 8 B E E E E G i é..

Is there any other feedback or suggestions you would like to provide regarding the
usability, security and pracy, access control, authentication and authorization,
interoperability and adherence to healthcare standards, aspects of the Medical DLT

SYSIEIM PIOLOTYPE? ettt ettt et s s et e e nme et sr e e e et e e e aan e e eenm s
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Appendix IV: KUREC Clearancd etter

KABARAK UNIVERSITY RESEARCH ETHICS COMMITTEE

Private Bag - 20157 Tel: 254-51-343234/5
KABARAK, KENYA Fax: 254-051-343529
Email: kurec@kabarak.ac.ke www.kabarak.ac.ke
OUR REF: KABU01/KUREC/001/07/06/23 Date: 13" June, 2023
Dorothy Gatwiri Bundi,

Reg. No: GDS/M/0270/01/19

Kabarak University,

Dear Dorothy,

RE: AN ENHANCED SECURE DISTRIBUTED LEDGER INTEROPERABILITY
FRAMEWORK FOR MEDICAL SYSTEMS

This is to inform you that KUREC has reviewed and approved your above research proposal.
Your application approval number is KUREC-070623. The approval period is 13/06/2023 —
13/06/2024.

This approval is subject to compliance with the following requirements:

i All researchers shall obtain an introduction letter to NACOSTI from the relevant head of institutions
(Institute of postgraduate, School dean or Directorate of research)
ii. The researcher shall further obtain a RESEARCH PERMIT from NACOSTI before commencement of
data collection & submit a copy of the permit to KUREC.
iii. Only approved documents including (informed consents, study instruments, MTA Material Transfer
Agreement) will be used
iv. All changes including (amendments, deviations, and violations) are submitted for review and approval
by KUREC:
v.  Death and life-threatening problems and serious adverse events or unexpected adverse events whether
related or unrelated to the study must be reported to KUREC within 72 hours of notification;
Vvi. Any changes, anticipated or otherwise that may increase the risk(s) or affected safety or welfare of
study participants and others or affect the integrity of the research must be reported to KUREC within
72 hours;
vii. Clearance for export of biological specimens must be obtained from relevant institutions and submit a
copy of the permit to KUREC;
viii. Submission of a request for renewal of approval at least 60 days prior to expiry of the approval period.
Attach a comprehensive progress report to support the renewal and;
ix. Submission of an executive summary report within 90 days upon completion of the study to KUREC

1IN i
VA UNIVES

WAL RESEARGH ETHICS COJ

KUREC-Chairman

Cc Vice Chancellor
DVC-Academic & Research
Registrar-Academic & Research
Director-Research Innovation & Outreach
Institute of Post Graduate Studies

As members of Kabarak University family, we purpose at all times and in all places, to set apart in one’s heart, Jesus as Lord.

Py (1 Peter 3:15)
m Kabarak University is ISO 9001:2015 Certified
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Appendix V: NACOSTI Research Permit

\../

—

REPUBLIC OF KENYA NATIONAL COMMISSION FOR :
SCIENCE,TECHNOLOGY & INNOVATION |

Ref No: 207057 ' ' ' Date of Issue: 22/June/2023

RESEARCH LICENSE

This is to Certify that Ms. DOROTHY Gatvwiri Bundi of Kabarak University, has been lcensed to conduct research as per the
provision of the Science, Technology and Innovation Act, 2013 (Rev.2014) in Meru, Nairobi, Nakuru on the topic: AN :
ENHANCED SECURE DISTRIBUTED LEDGER INTEROPERABILITY FRAMEWORK FOR MEDICAL SYSTEMS for the |
period ending - 22/June/2024. '

License No: NACOSTL/P/23/27321

N,
: o 207057 4 -a L

Applicant Identification Number Director General
NATIONAL COMMISSION FOR

' SCIENCE,TECHNOLOGY &

INNOVATION

|

i

! NOTE: This is a computer generated License. To verify the authenticity of this document,
! Scan the QR Code using QR scanner application.

! See overleaf for conditions
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Appendix VI: Evidence of Conference Participation

X ' MERU UNIVERSITY

/.wg;’/_‘ OF SCIENCE & TECHNOLOGY

Certificate of Participation

This Certificate is awarded to

Dorothy Bunbdi

for participating in the 2™ Meru University of Science and Technology
International Conference (MUSTIC) held on 26" - 28" June 2023 at
Meru University of Science and Technology.

W

Prof Simon Thuranira, PhOD \ Prof Romanus Odhiambo Otieno, Ph D

DVC (ASA) . Vice Chancellor
. p
Foundation of innovations ﬂ_;er‘ ''''' @m v
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